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Sanctions and AAEI’s Committee on Export Compliance and Facilitation.
He has 25 years of experience representing U.S. and foreign clients on a
wide range of issues related to compliance with and enforcement of U.S.
export controls (Export Administration Regulations and International
Traffic in Arms Regulations), economic sanctions administered by the
Office of Foreign Assets Control (OFAC), anti-boycott, the Foreign Corrupt
Practices Act, anti-money laundering, CFIUS/FIRRMA, and import laws.
He counsels clients on complex trade controls issues, designs and audits
corporate compliance programs, and has obtained numerous U.S.
government licenses authorizing transactions under these controls. Michael
is ranked in the Chambers and Partners’ Global and USA guides as a
leading export controls and sanctions attorney. Michael graduated, magna
cum laude, from Brown University and Georgetown University Law Center.

Alexander Bychkov is a partner at Melling, Voitishkin & Partners. He
heads the International Trade, Customs and Sanctions Practice Group and
actively participates in the Tax Practice Group, and the Compliance and
Investigations Practice Group. He is also a member of the Healthcare &



Life Sciences Practice Group. Alexander focuses his practice on advising
clients on the broad array of international trade and compliance matters, as
well as indirect tax and general commercial matters, with a particular
emphasis on Russian distribution structuring, customs regulatory matters,
product valuation and classification, VAT, U.S./UK/EU/Swiss and Russian
trade compliance, import and export control requirements and sanctions,
WTO and anti-dumping issues, internal investigations and dispute
resolution in the spheres of trade compliance, customs, anti-bribery, and
corruption (including representation of clients in related administrative and
criminal investigations).

Since 2006, Alexander has been consistently recognized as one of the
leading professionals in the tax field within Russia and across the CIS. His
practice is recognized by Chambers and International Tax Review. He was
also mentioned in 2018, 2019, and 2020 in World ECR as one of the leading
trade compliance experts.

Simone Cadeddu is a partner at Bird & Bird, leading the Italian Regulatory
& Administrative Practice, with a strong focus on export controls,
sanctions, foreign direct investment, and military procurement. An LLM
graduate of Georgetown University Law Center, Simone obtained his JD
from Sapienza Universita di Roma, where he also earned a PhD in public
administration.

Jessica Cai is a partner at JunHe LLP and focuses on trade compliance,
customs investigation, and trade remedies. Jessica has substantial
experience in assisting Chinese clients in handling issues related to U.S.,
EU, and Chinese sanctions and export controls. She also has extensive
experience in trade remedy cases, helping clients deal with anti-dumping
and countervailing and anti-circumvention investigations in China, the
United States, the EU, Canada, Australia, and other countries, involving
various industries such as solar cells, steel, chemical, and textiles. Besides
providing guidance in handling and responding to customs affairs and
assistance in preparing documents related to sales, production, and
accounting for Chinese enterprises, Jessica provides advice on long-term
strategic plans, establishing strategic response mechanisms, and reshaping
business structures.



Kuok Yew Chen is a corporate M&A lawyer with a specialization in
regulatory and trade law and technology, media, and telecommunications
law at Christopher & Lee Ong. He regularly advises on cross-border
transactions, mergers and acquisitions, telecommunications projects, trade,
and general corporate and regulatory matters. His expertise in the corporate
space extends to advising private equity funds, multinationals, and public
and private companies on these areas of law, and he is familiar with the
various regulatory authorities for competition, telecommunications, and
trade.

Yew Chen was recently featured on The Asia Pacific Legal 500 TMT
Hall of Fame, which highlights individuals who are at the pinnacle of their
profession and have received constant praise from their clients for
continued excellence. He is also recognized as a Distinguished Practitioner
for Corporate M&A by Asialaw Profiles and is ranked as a Tier 1 Corporate
M&A Lawyer by Asia Pacific Legal 500.

Michael Cheung is a Hong Kong practicing lawyer at Melinda Lee & Co.
in association with Sam Zhang & Co. The firm has years of experience in
the area of international trade and export controls. His practice also covers
corporate and commercial law, mergers and acquisitions, and foreign direct
investment in the People’s Republic of China. He is a China-appointed
attesting officer, appointed by the PRC Ministry of Justice.

Maura Décosterd is a trade policy consultant with government, private
sector, and academic expertise covering Europe, SE Asia, and Africa. Her
current work with the Ziirich-based firm MME focuses on export controls
and sanctions compliance. She publishes, lectures, and speaks on trade
policy and economic integration. She currently advises clients on regulatory
compliance, and designs policies and strategies to facilitate the observance
of Swiss and EU regulations in the field.

Ashok Dhingra is founder and senior partner of Ashok Dhingra Associates
and leads the White-Collar Crimes, Investigations and Regulatory Laws
Group in the firm. Ashok has more than 46 years of three-dimensional
experience working with Indian Customs, including DRI, Big 4 consulting
firms, and law firms. He assists clients in conducting audit and
investigations under the Foreign Corrupt Practices Act, UK Bribery Act,



and Indian Prevention of Corruption Act, investigations of wrongdoing or
fraud or ethical violations by management or employees of multinational
companies. Ashok also assists clients in options to deal with noncompliance
and making self-disclosure to the authorities.

Ashok has assisted clients in investigation and adjudication under the
Prevention of Money Laundering Act and Black Money (Undisclosed
Foreign Income and Assets) and the Imposition of Tax Act. He regularly
advises clients during raids or investigations by tax, trade, and regulatory
authorities like DRI, ED, and SFIO. Ashok advises clients on key issues
under the Foreign Exchange Management Act and assists in compounding
of offences by Reserve Bank of India. Ashok also advises clients on issues
under the Information Technology Act, data security, data privacy, data
retention, encryption and movement of data across jurisdiction, and
regulatory laws. Ashok regularly appears before departmental adjudication
and appellate authorities, Tax Tribunal, High Court, and Supreme Court as
an arguing counsel in tax, customs, and trade matters. Ashok is fluent in
English, Hindi, and Punjabi.

Anthony Eskander is a London-based barrister specializing in financial
crime, export controls and sanctions, regulatory law, and commercial
litigation. He advises domestic and international clients, including solicitors
and corporate clients, on a broad range of issues, including criminal
liability, forfeiture and confiscation, bribery and corruption issues, and
sanctions. He provides representation for clients in courts, including the
Court of Appeal, and is on the panels of both the Crown Prosecution
Service and the Serious Fraud Office. Prior to practicing as a barrister,
Anthony was in the financial crime team at KPMG, advising KPMG and
the firm on his area of expertise. Anthony was also an analyst in the
Operations Division at Goldman Sachs. His responsibilities included
ensuring the investment bank’s compliance with domestic and international
financial regulations. During his time at Goldman Sachs he gained expertise
in the fields of international fraud, bribery, money laundering, and
counterterrorism financing laws. Anthony is frequently asked to write
articles for newspapers and magazines, and is frequently quoted in the
media.



Diego Fissore is an attorney with G. Breuer. His practice areas are general
corporate and commercial law and trade law, and he has extensively advised
clients in these areas at national and international levels. Diego graduated
from the University of Buenos Aires with honors in 1987, then earned an
LLM at Harvard Law School in 1995. He is admitted to the bars of Buenos
Aires, Argentina, and New York, USA. Diego has been adjunct professor of
civil law at the University of Buenos Aires, School of Law, since 2004, and
adjunct professor of civil law at the Universidad Argentina de la Empresa
(UADE, Buenos Aires) since 2003. He is also a postgraduate professor at
UADE and teaches “Business Law in Latin America,” in English, in which
trade law is a major part of the syllabus.

William E. Fork is a partner at Pillsbury Winthrop Shaw Pittman LLP,
where he is an internationally recognized advisor to multinational
companies and governments involved in nuclear development projects.
Areas of advice include nuclear vendor procurement structures and
agreements for the construction, operation, and fueling of nuclear power
units. Among other representations, he has served as the general counsel of
the implementing company of a civil nuclear power program during its
development phase. He has served as an international nuclear law instructor
for the International Atomic Energy Agency (IAEA) and OECD Nuclear
Energy Agency (NEA). He also serves as a member of the board of
directors of the International Nuclear Law Association (INLA), the
association for the international nuclear law bar.

Peter Gjortler has been an Of Counsel at Grayston & Company since its
creation in 2007. He is a Danish qualified lawyer who has practiced EU law
for more than 30 years in private practice, public administration, judicial
service, and universities. His professional experience includes time spent at
the Danish Ministry of Justice and High Court of Appeal; as a legal advisor
to the Danish government; and at the European Court of Justice, the
University of Copenhagen, and Riga Graduate School of Law.

Geoffrey M. Goodale is a partner in the Government Contracts and
International Trade Practice Group of Duane Morris LLP. For over 20
years, he has assisted U.S. and non-U.S. companies of all sizes in numerous
industries develop and implement strategies to accomplish their



international business goals. His practice focuses on export controls,
economic sanctions, import compliance, trade litigation, international
intellectual property rights protection, foreign direct investment,
cybersecurity, and compliance counseling to government contractors.

Geoffrey has served as co-chair of the ABA International Law Section’s
Export Controls and Economic Sanctions Committee, Customs Law
Committee, International Trade Committee, and National Security
Committee. In addition, he has been co-chair of the D.C. Bar’s International
Law Section and chair of the Virginia State Bar’s International Practice
Section, and he has served as a member of the Advisory Committee on
Rules of the U.S. Court of International Trade. He received his BA in
government with honors from the College of William and Mary and his
juris doctorate from the George Washington University Law School, where
he was notes editor of the AIPLA Quarterly Journal.

John Grayston is a Belgian avocat and an English qualified solicitor. He
has been based and practiced EU law in Brussels for more than 20 years.
John has specialized in advising clients on EU trade and customs laws,
including both export control and sanctions issues. In 2007, he and
colleagues  founded the law firm Grayston &  Company
(Www.graystoncompany.com).

Sonia Gupta is founder and managing partner of Ashok Dhingra
Associates and leads the Customs and Trade Group. Sonia is a chartered
accountant and attorney with over 20 years of experience of assisting clients
in customs and trade laws, export controls, sanctions, foreign trade policy,
regulatory laws, and money laundering laws, providing both advisory and
litigation services. Sonia advises clients on varied issues under export
control laws and sanctions, assisting clients in drafting internal compliance
programs, training of employees, audit of internal processes, issues arising
out of inadvertent export of restricted goods, software and technologies, and
investigations by regulatory authorities to close the matter causing least
disruption to business. Sonia also advises clients on classification and rate
of duty under customs tariff; applicability of exemption notification;
country of origin rules; availability of drawback on export or re-export of
goods and services; investigation by Special Valuation Branch of Customs
to determine arm’s length price in case of transaction with associated


http://www.graystoncompany.com/

enterprises; and trade remedial measures such as investigations for levy of
anti-dumping duty, safeguard duty, and countervailing duty. Sonia assists
clients on options to deal with noncompliance and making self-disclosure to
the authorities; and during raid and investigations by tax and regulatory
authorities like Directorate of Revenue Intelligence (DRI), Enforcement
Directorate (ED), and Serious Fraud Investigation Office (SFIO).

Sonia regularly appears before departmental adjudication and appellate
authorities, Tax Tribunal, High Court, and Supreme Court as an arguing
counsel in tax, customs, and trade matters. Sonia is fluent in English, Hindi,
and Gujarati.

Martha Harrison is a partner at McCarthy Tetrault LLP in the
International Trade and Investment Group. She is a specialist in
international trade law, including trade remedies and controls, import/export
controls and related programs, customs and trade agreement compliance,
economic sanctions, cross-border goods regulatory regimes, and product
distribution laws. She also advises on government relations and
procurement, and international investor-state arbitration. She is recognized
as an expert in her field by a variety of legal organizations and publications,
including Chambers Global, Chambers Canada, The Legal 500, Canadian
Legal Lexpert Directory, Who’s Who Legal, Best Lawyers in Canada, and
Expert Guides.

Andrew Hudson is a partner at Rigby Cooke Lawyers and leads the
Customs Trade Practice with significant expertise across international trade
law and customs. Andrew is a trusted, highly regarded advisor to
businesses, industry associations, peak bodies, and government, and
regularly consults on legal and trade developments that affect Australian
and international businesses. Andrew specializes in all areas of trade,
including international trade conventions, dispute resolution and arbitration,
trade financing options, commodity and freight contracts. He represents his
clients’ best interests during inquiries or prosecutions by government
agencies, in matters involving dumping and alleged underpayments of
customs duty, breaches of license conditions by service providers,
biosecurity, and defense control issues along with any associated litigation.
Andrew is a member of the board of directors of the Export Council of
Australia (ECA) and the executive committee of the Food and Beverage



Importers of Australia (FBIA), and in these capacities is regularly involved
to engage with the government agencies and peak industry bodies operating
across Australian borders. He is also chairperson of the Private Sector
Group NCTF, established by the ABF to implement the WTO Trade
Facilitation Agreement, and a member of the Department of Foreign Affairs
and Trade Rules of Origin Consultative Group.

Dainia Jabaji, associate in Winston & Strawn’s International Trade
Practice, investigates and provides counsel in complex cases involving
OFAC-administered sanctions, the BSA, and other AML laws and
regulations. She works with both U.S. and international clients, providing
sanctions, AML, and other financial crimes compliance guidance at all
stages, from proactive counseling to compliance assessments, to internal
reviews, audits, investigations, remediation, and disclosures. Prior to
joining Winston, Dainia worked at one of the world’s largest financial
institutions as a BSA/AML regulatory analyst, and then as a vice president
of U.S. Economic Sanctions Investigations. There, she researched,
identified, and analyzed BSA and AML matters pertaining to large, globally
operating corporate customers and financial institution clients. Dainia has
also investigated multi-jurisdictional sanctions cases, recommended and
implemented appropriate remediation, and drafted regulatory disclosures.

Peter Jeydel is Of Counsel with Steptoe & Johnson LLP, where his practice
focuses on U.S. export controls and sanctions compliance counseling, along
with transactional advice, licensing and opinions, jurisdiction and
classification assessments, disclosures, and enforcement actions. He has
experience in a variety of other international regulatory compliance areas as
well, such as anti-corruption and foreign investment national security
reviews. His previous experience was with the Office of the Secretary of
Defense for Policy (OSD-P).

Vera Kanas is head of TozziniFreire’s International Trade Practice Group.
She has more than 15 years of experience in the area, assisting Brazilian
and foreign companies in a number of issues related to trade remedies,
customs law, and trade compliance. She also represents clients in relevant
aspects of structuring import and export operations and their supply chain,
as well as in issues related to the rules and procedures of the World Trade



Organization and other international agreements. Vera holds a master’s
degree in international economic law from the Université de Paris-I
Panthéon-Sorbonne, France (2002), and PhD in international law from USP
(Universidade de Sdo Paulo) (2004). Vera is a WTO Panelist (DS 578, July
2021).

Glen Kelley is a partner in the New York office of Jacobson Burton Kelley
PLLC. Glen advises U.S. and non-U.S. companies and financial institutions
on economic sanctions, export controls, anti-bribery and anti-money
laundering laws, and U.S. foreign investment laws. He served as an
attorney-advisor at the U.S. Department of State. Glen represents clients
across a broad range of business sectors in transactional and compliance
matters, and licensing and negotiations with U.S. government agencies.

Jiatong Li is an associate in the trade compliance team at JunHe LLP. She
is particularly very experienced in transaction tracing and data
reconciliation, supply chain mapping, and forced labor compliance. Jiatong
also helps clients on a number of high profile anti-dumping and
countervailing investigations, and circumvention investigations, in various
industries.

Zixuan Li is an associate in the trade compliance team at JunHe LLP. She
has assisted in conducting thorough due diligence and research, KYC
screening, product classification, as well as risk assessment and compliance
programs and practical guidelines and training for many clients in different
sectors. Zixuan also has assisted in customs investigations and defending
clients in criminal smuggling cases.

Greta Lichtenbaum is a partner in the Washington, DC office of
O’Melveny & Myers LLP, specializing in compliance with U.S. laws that
govern international business transactions and trade, including U.S.
economic sanctions, export controls, anticorruption, foreign investment,
money laundering, anti-boycott, and customs laws. In addition to advising
clients on the application of these laws, Greta assists in all aspects of
managing compliance with these laws, including developing corporate
compliance programs, conducting internal investigations relating to
potential violations of these laws, and representing companies before the



relevant agencies in connection with enforcement proceedings, clearances,
license requests, and government inquiries.

Greta has repeatedly been recognized as a leading lawyer in the area of
export controls and economic sanctions by Chambers USA (Band 1),
Chambers Global (Band 1), and The Legal 500 US. She is a frequent
speaker on topics related to international trade and has written extensively
on these topics as well. Greta is a longtime leader of the Washington, DC
trade controls bar, having served for many years as the leader of the “OFAC
Practitioners Group”—a group of private lawyers who interact with OFAC,
the State Department, and other key policy makers on the frequently
evolving area of economic sanctions law and policy.

Roy Liu was an associate in the trade compliance team at JunHe LLP and
is now with a global law firm. She is experienced in trade compliance and
customs matters.

J. Scott Maberry is a partner in the Washington, DC office of Sheppard
Mullin Richter & Hampton LLP. He specializes in export controls,
economic sanctions, customs, and anti-bribery. He advises U.S. and
multinational companies and their directors, officers, and boards in
transaction due diligence, compliance counseling, licensing, internal
investigations, company-to-government advocacy, and white collar criminal
defense.

Daniel Martin is the head of HFW’s Global Regulatory Group, as well as
the Sanctions and Export Control Practice. Daniel advises traders,
shipowners, freight forwarders, insurers, and brokers on a host of regulatory
and compliance issues, including international trade sanctions, export
controls, customs, and anticorruption legislation. He advises on all aspects
of the EU and UK sanctions legislation, and he is also familiar with the
application of US. sanctions to non-U.S. persons. He provides detailed,
practical advice that is tailored to clients in the commodities, shipping,
logistics, and marine insurance sectors. In addition to advice on regulatory
compliance (including ways to engage effectively with OFSI and other
regulators), Daniel advises on compliance procedures and controls that
traders, shipowners, logistics companies, banks, insurers, and brokers
should adopt to minimize risk. Acritas Star Lawyers describes Daniel as



“down to earth, commercially minded, understands my business and
thinking outside the box.”

Thaddeus R. McBride is the head of the International Trade Practice at
Bass Berry & Sims. Thad advises U.S. and non-U.S. companies and
individuals on compliance matters and investigations involving export and
import controls, economic sanctions, the Foreign Corrupt Practices Act,
matters in front of the Committee on Foreign Investment in the United
States, and other trade regulations and laws. Thad is based in Washington,
DC.

Oksana Migitko is an associate in the International Trade & Investment
Law Group at McCarthy Tétrault LLP. She maintains a general trade
practice that includes advice across a wide range of export controls,
customs, anticorruption, sanctions, regulatory, and compliance matters.
Prior to joining McCarthy Tétrault LLP, Oksana practiced law in Russia for
more than ten years.

Fumiko Oikawa is a partner at Atsumi & Sakai and the vice manager of
the firm’s International Trade team. She has practiced law for 19 years and
has extensive experience in cross-border transactions ranging from banking
and finance to international trade. She has advised and represented both
government and private sector companies on EPA matters, anti-dumping
cases, and regulatory compliance matters including economic sanctions,
export controls, and customs. She has been featured by Best Lawyers in the
practice area of trade law in 2020, 2021, 2022, and 2023.

Turenna Ramirez Ortiz is the managing partner for Sanchez Devanny’s
Mexico City office and joined Sanchez Devanny to head the firm’s
International Trade and Customs Group. She has more than 20 years of
experience advising multinational companies on cross-border transactions
related to international trade and customs, ranging from strategic planning,
preventive and reactive audits by the Mexican IRS, to defense and litigation
before the government and the federal courts. Turenna has a diverse client
base, including automotive, retail, chemical, petrochemical, luxury goods,
pharmaceuticals, software, cosmetics, electronics, maquiladoras (IMMEX),
and trading companies. Turenna advises on foreign trade, multilateral
treaties, and anti-dumping laws. Her experience includes the design and



implementation of business strategies, NAFTA origin verifications and
tariff classification, rules of origin, export controls, import/export regimes,
bonded facilities structure and management, and wide knowledge of tariff
and non-tariff regulatory issues. She has participated in complex, high-
visibility matters and in international trade negotiations with the secretary
general of the World Customs Organization in a program against forgery
and piracy.

Anthony Pan is Of Counsel, Integrity Compliance Specialist at the
Integrity Compliance Office of the World Bank Group’s Integrity Vice
Presidency (INT). Anthony is a former associate at Steptoe & Johnson,
where he advised clients on U.S. economic sanctions, export control, and
anti-bribery and corruption laws and regulations. Anthony has experience in
government and internal investigations for multinational corporations and
state-owned enterprises, and he has trained in and provided compliance
advice to clients in the telecommunications, financial services,
commodities, aviation, and logistics sectors.

Andrew Park is a partner in the Seoul, Korea, office of Dentons. Having
practiced law for more than 30 years in the United States and Korea,
Andrew is uniquely positioned to counsel clients on today’s national and
cross-border transactions. He blends his knowledge in the laws of both
jurisdictions and his deep business networks to successfully advise clients
and to close deals. Andrew’s practice is multidisciplinary and includes a
focus on international commercial transactions such as acquisitions and
joint ventures, international trade, antitrust, anti-dumping, labor, and
intellectual property. His clients cut across a number of business sectors,
including automobile, chemical, electronics, and fashion. Andrew served as
chair of the Intellectual Property Rights Committee of the American
Chamber of Commerce. In this role, he advised officials from the U.S.
Department of State, the Office of the U.S. Trade Representative, the U.S.
Embassy in Korea, and other public officials and multinational companies.
Mr. Park is also an active panel member of the World Intellectual Property
Organization (WIPO) and served on both the INTA’s Internet Committee
and the Domain Disputes Committee.



Jeffrey Rashba is a partner specializing in corporate law and international
transactions in the Israeli firm of S. Friedman, Abramson & Co. Law
Offices (Tel Aviv, Haifa, and Jerusalem). Jeffrey’s professional mission is to
help his clients, and their counterparties, navigate the legal, regulatory, and
business ecosystems in which they operate in order to achieve their
objectives, and that most often involves close interaction with Israeli clients
venturing out globally, and with international clients active in the Israeli
market. Though his practice is primarily transaction-driven, Jeffrey has
developed a subspecialty in international trade, and he and his colleagues
have represented some of the world’s largest technology companies with
their Israeli trade, customs law, and dual-use technology issues. Jeffrey has
taught law courses for the Israeli Bar Association, and has lectured globally
on international corporate law issues (U.S., Germany, Japan). Jeffrey has
degrees in history (Columbia University), Islamic studies (University of
Chicago), and law (University of Connecticut).

Meredith Rathbone is a partner with the law firm of Steptoe & Johnson
LLP where she heads the International Trade and Regulatory Compliance
Group and co-chairs the firm’s Export Controls and Economic Sanctions
Practice. She counsels clients on compliance with U.S. export controls and
economic sanctions laws, United Nations sanctions and arms embargoes,
and the U.S. government’s regime targeting forced labor. Her experience
includes assisting clients in resolving politically sensitive matters under the
joint administration of various government agencies. Meredith is
experienced in supporting clients with internal investigations, voluntary
disclosures and subpoena responses, export and technology transfer
authorizations, and undertaking product classification and jurisdiction
assessments, and establishing compliance programs. She is recognized as a
leading export controls and sanctions lawyer by Chambers USA and
Chambers Global. She earned her undergraduate degree in international
relations from the Georgetown University School of Foreign Service, and
her law degree from Georgetown University Law Center, and has been an
adjunct professor teaching international law courses at both institutions. She
has also served on the U.S. Department of State’s Advisory Committee on
International Economic Policy, Sanctions Subcommittee.



Danielle Regev is a judicial law clerk at the Israeli Supreme Court, working
for the honorable Justice Daphne Barak-Erez. Danielle is an LLM student at
the Hebrew University of Jerusalem, specializing in public and international
law. She received her LLB and BA in international relations, also from the
Hebrew University of Jerusalem.

Barbel Sachs heads the International Trade and Investment Controls and
the Regulatory and Governmental Affairs Practice Groups at Noerr. She has
been advising clients in all areas of German, European, and international
trade law, including export controls, sanctions, and customs law, since
2006. Barbel’s practice focuses on advice concerning trade compliance
programs and investigations of complex matters in the past. She also
advises on foreign investment reviews by the German Federal Ministry for
Economic Affairs and Climate Action.

Mark E. Sagrans is trade and compliance counsel with DuPont de
Nemours. Mark has over 20 years of experience in export controls. Most of
those have been in the private sector, though he has also worked at the
Office of Export Enforcement in DDTC at the Department of State and in
the Chemical and Biological Controls Division in BIS at the Department of
Commerce. In addition to working in export controls, he also worked as a
lobbyist in Washington, DC for alternative fuels and aerospace interests.

Anca Sattler is senior associate general counsel at Global Payments, Inc., a
global financial technology company based in Atlanta, GA, where she is
leading the privacy and data protection compliance programs, primarily for
Europe and Canada. Prior to joining Global Payments, Anca was counsel
for Dentons Canada, practicing in international trade and investment law, as
well as privacy. In her trade practice, Anca represented large multinational
companies in a variety of trade-related matters, guiding her clients through
a wide range of critical issues, including customs, import and export
controls, safeguard measures, anti-dumping and countervailing measures,
procurement, international sanctions, and the controlled goods program.
Anca advised both private parties and governments in international and
domestic trade law and represented her clients in matters before the
Canadian International Trade Tribunal and the Federal Court of Canada.
Anca earned her JD, cum laude, from the University of Ottawa, where she



specialized in international law. Currently, Anca is pursuing an advanced
master’s degree in privacy, cybersecurity, and data management with
Maastricht University.

Hena Schommer is the Global Trade counsel at Hewlett Packard
Enterprise (HPE). As Global Trade counsel she is responsible for advising
HPE on compliance with global trade controls, including export controls,
sanctions, and other trade controls. Hena serves as the global internal legal
advisor to the HPE Global Trade Organization, HPE business units, and
other stakeholders at HPE, working to develop and implement compliance
solutions, manage global trade-related investigations, and advise on
licensing issues and customs requirements. Hena works on global trade
legal issues in the United States, European Union, Singapore, Russia, and
other jurisdictions in which HPE operates. Hena has spent over a decade
working on U.S. export controls, sanctions, customs, and other trade
controls issues. Prior to HPE, Hena was Of Counsel with Steptoe’s
International Trade & Regulatory Compliance Practice Group.

Cari N. Stinebower, chair of Winston & Strawn’s International Trade
Practice, counsels clients on compliance with U.S. economic sanctions,
Bank Secrecy Act and AML laws and regulations, export, controls, and
anticorruption/anti-bribery laws and regulations. She works with financial
institutions and multinational corporations to develop compliance
programs, conduct AML and OFAC risk assessments, conduct internal
investigations, respond to government investigations, and address potential
conflicts of law arising from non-U.S. data privacy and “blocking” laws and
regulations. She served as counsel and as a programs officer for OFAC,
where she advised on sanctions and anti-terrorism legislation, and drafted
United Nations Security Council Resolutions and related executive orders,
as well as agency counsel in Treasury’s defense of a number of challenges
to OFAC’s authority, whether in litigation related to enforcement actions or
in response to congressional investigations.

David Tang is a partner at JunHe LLP and has over 20 years of experience
in international trade. David has deep understanding and extensive expertise
in global economic sanctions and export controls. He advises many
multinational clients on Chinese sanctions and export controls and helps



numerous Chinese companies in matters related to global sanctions and
export controls, such as risk assessment, compliance program, on-site
verification, internal and external audit and investigation, delisting and
contingency planning. David has years of a track record in representing
clients in high-profile inbound and outbound anti-dumping and
countervailing cases. He is also experienced in various customs issues, from
daily advisory work to audits, compliance work, and smuggling
investigations. Clients often seek out David’s unique investigative and
auditing expertise in finding facts for the purposes of internal investigations
and government investigations, and his strategic and artful thinking in
navigating difficult conflicts and sensitive issues.

Elina Teplinsky is a partner and deputy leader of the Energy Industry
Group at Pillsbury Winthrop Shaw Pittman LLP. She is also a leading
member of the firm’s International Nuclear Projects and Hydrogen teams.
Elina is a trusted advisor to nuclear owner-operators, reactor and equipment
suppliers, investors, architect-engineering companies, and technical
consulting firms on complex nuclear transactional and regulatory matters.
She has worked on transactions in more than 30 countries and serves as lead
outside counsel on new build projects, equipment and fuel procurements,
M&A transactions, and joint ventures in the nuclear sector.

Elina has vast experience in nuclear export control matters and is
currently advising dozens of U.S. and global companies on all aspects of
compliance with nuclear export control regimes across multiple
jurisdictions, including U.S. Department of Energy regulations and the U.S.
Department of Commerce Export Administration Regulations. Her work
includes structuring and implementation of export compliance programs
and addressing potential violations and securing licenses and advisory
opinions.

Elina has been ranked as a leading nuclear energy practitioner by
Chambers Global and Chambers USA. She is co-chair of the World Nuclear
Association’s Law Working Group and is a frequent lecturer at the World
Nuclear University. She has been recognized as an expert nuclear advisor
by the International Atomic Energy Association (IAEA), International
Framework for Nuclear Energy Cooperation (IFNEC), and Nuclear Energy
Institute (NEI). Elina is also a consultant to the Clean Air Task Force, a
leading NGO focused on deep decarbonization, on nuclear energy strategy,



and global nuclear deployment. In addition, she serves as a member of the
MIT-based Advanced Nuclear & Production Experts Group (ANPEG), a
global consortium dedicated to developing low-carbon energy systems
based on a “plug-and-play” nuclear microreactor.

Anahita Thoms heads Baker McKenzie’s International Trade Practice in
Germany and is a member of the EMEA Steering Committee for
Compliance & Investigations. Anahita is global lead sustainability partner
for the Industrials, Manufacturing, and Transportation Industry Group. She
served for three consecutive terms as co-chair of the Export Controls and
Economic Sanctions Committee of the ABA and is an advisory board
member of the Sustainable Finance Council of the German federal
government. Anahita has won various accolades for her work, including
100 Most Influential Women in German Business (manager magazine).

Nicholas Turner is the managing associate general counsel in the Financial
Crime Legal Advisory—Global Legal Function for HSBC. Prior to the
publication of this book, Nick was Of Counsel in Steptoe’s Hong Kong
office. He has worked with multinational financial institutions and
corporations in the United States, the EU, China, Australia, and other
jurisdictions on all aspects of economic sanctions, anti-money laundering,
and anti-bribery and corruption compliance and investigations. Prior to
joining Steptoe, Nick served as a regional sanctions compliance officer,
seated in Hong Kong, for a U.S.-based multinational financial institution,
after completing the bank’s two-year compliance management associate
program in New York and California. In April 2020, Global Investigations
Review named Nick on its list of “40 Under 40 investigations specialists.

Melisa Uremovic is the deputy managing partner of R&T Asia (Thailand)
Limited, the Bangkok office of Rajah & Tann Asia. Melisa has more than
22 years of experience in Thailand and has a particular expertise in customs
and trade matters, being one of only a small number of attorneys recognized
in The International Who’s Who of Business Lawyers—Trade & Customs
for Thailand. Chambers and Partners, in its 2022 Spotlight table, noted that
Melisa “demonstrates a strong South-East Asia-focused trade practice from
her base in Thailand. Her recent work spans anti-dumping and customs
issues as well as WTO proceedings.” In addition, Melisa represents



multinational clients in a wide range of corporate and commercial work, as
well as in complex regulatory matters involving competition, foreign
investment, anticorruption, and technology, media, and telecoms laws.

Siyu Wang (Rain) is an associate in the trade compliance team at JunHe
LLP. She specializes in the areas of sanctions and export control. She is
very experienced in conducting due diligence and risk assessments,
developing trade compliance programs for clients of different sizes and in a
wide range of sectors, as well as developing contingency plans. Siyu has in-
depth knowledge and experience in advising clients in the ICT industry and
financial institutions.

Tracy Wong is a partner in the Corporate Practice Group in Christopher &
Lee Ong, and spearheads the regulatory and trade practice. Tracy regularly
advises multinational entities and foreign law firms on the regulatory
requirements covering sanctions, WTOs, export controls, anti-dumping and
safeguards, free trade agreements, rules of origin, amongst others. She also
advises on corporate transactions, specifically in relation to mergers &
acquisitions with a specialty in private equity transactions, and is also
involved in general corporate and commercial transactions where she
advises corporations on various matters ranging from the incorporation of a
company to the regulatory aspects involved in the operations of a company.
Tracy is listed as Who’s Who Legal’s Recommended National Leader for
Southeast Asia Trade & Customs 2022.

Wendy Wysong leads the Hong Kong office for Steptoe & Johnson,
focusing on regulatory compliance and white-collar defense of international
laws, including the ITAR, EAR, OFAC sanctions laws and regulations and
U.S. anti-boycott laws, as well as the FCPA. She is also the co-practice
group leader for the Global Investigations and White Collar Practice. As a
former assistant U.S. attorney in Washington and the deputy assistant
secretary for export enforcement in the Department of Commerce’s Bureau
of Industry & Security (BIS), Wendy offers clients a unique combination of
experience and insight as both a prosecutor and regulator before courts and
agencies. Ranked as a Band 1 practitioner by Chambers in its Asia Pacific
and Global guides, clients report that Wendy is “at the top of her game
technically” and “brilliant at bringing to bear a global picture of how



regulators react.” One insider noted that “she is the most experienced white-
collar export lawyer that I know.” Additionally, Global Investigations
Review named her as one of 25 sanctions lawyers to have on speed dial. Her
notable experience includes leading an international team that represented a
Chinese telecommunications company charged with violating U.S. export
controls and sanctions and securing the first ever “Temporary General
License” enabling the company to stay in business during the multi-agency
investigation. Wendy received her law degree from the University of
Virginia School of Law, where she was a member of the University of
Virginia Law Review.

Benson Yan is a member of the C.H.L.Y. and Partners, a law firm based in
Taipei City, Taiwan. He received his LLB degree from the National Taiwan
University School of Law in 1987 and his LLM (with distinction) from
Tulane University Law School (New Orleans, USA) in 1994. He passed the
New York Bar exam and was admitted to practice in the state of New York
in 1995. He specializes in corporate and commercial work, in particular in
the areas of joint ventures, foreign direct investments, corporate finance,
mergers and acquisitions, international trade, and regulatory affairs.

Marco Zinzani is a member of the Bar of Milan, Italy. He joined Studio
Legale Padovan in 2011 and he is the co-head of the firm’s Trade
Compliance Team. His practice focuses on international trade, export
control, and international economic sanctions. Marco holds a law degree
cum laude (2005) from Tor Vergata University of Rome and received an
advanced master’s degree in comparative, European, and international law
(2007) and a PhD in European law (2012), both from Maastricht University
(the Netherlands), where he subsequently taught EU law. Marco regularly
speaks at professional and academic conferences and seminars on export
control and international economic sanctions.



Acknowledgments

The idea for the first edition of this Handbook, which was originally
published in 2013, originated at a breakfast meeting of the ABA
International Law Section Export Controls and Economic Sanctions
Committee during the Section’s Spring Meeting in 2011.

Because of the significant changes to and expansion of export controls
and sanctions during the past decade in the United States and globally,
when deciding to move forward with the second edition, the editors felt it
was important to expand the reach to as many countries as possible. This
turned into a much larger task than we could have imagined, leading to a
final version that is more than three times the size of the first edition, and
covering export controls and sanctions from nearly 50 countries written by
more than 60 authors from around the globe. This entire effort was further
complicated by recent world events, which resulted in numerous changes in
sanctions and export controls laws during the past year.

During the multiyear journey to the publication of the second edition,
we were assisted by more people than we can possibly name here, and we
are immensely grateful to everyone else who lent a hand along the way.

This book is the product of exemplary collaboration between members
of the Section, and a testament to what can be achieved by its dedicated
members around the world. It is, therefore, fitting that our first thanks go to
the incredibly dedicated group of chapter authors who made this book
possible. They were invariably good natured about the inevitable fits and
starts involved in bringing together a collective work of this kind, and we
could not be more grateful to each and every one of them.



We also wish to thank the staff at ABA Publishing, Lorraine Murray,
who guided and supported us throughout the drafting, editing, and
production process. Our gratitude also goes to the then chair of the ABA
International Law Section who supported the book from the outset and to
the members of the Section’s Publications Committee who gave this project
the green light to proceed.

We would also be remiss if we did not single out the following
individuals who often went above and beyond the call of duty in supporting
our work and who are not elsewhere identified in this book: from Dentons
Canada LLP, Wilson Munoz, Maha Hebesh, and Sadaf Rahimi, and from
ArentFox Schiff LLP, Corey Smith. We wish to thank the partners of
Dentons Canada LLP, ArentFox Schiff LLP, and Jacobson Burton Kelley
PLLC, as well as our families, who patiently supported us through this
time-consuming endeavor.

Editing can be a thankless task but assembling the various parts of this
book into a comprehensive, practical, and useful whole, and our
collaboration with the authors, allowed us to deepen and broaden our
understanding of this challenging and everchanging area of the law. We are
immensely grateful for the experience. Finally, while we are deeply
indebted to all those who assisted us, we take full responsibility for any
errors or omissions that may remain.

Kay Georgi, Paul Lalonde, and Doug Jacobson Co-editors
Thank you to the firm and company supporters:

ArentFox Schiff LLP
Ashok Dhingra Associates Atsumi & Sakai
Bass, Berry & Sims PLC
Bird & Bird
CHLY & Partners
Dentons Canada LLP
Duane Morris LLP
DuPont de Nemours, Inc.
G. Breuer
Grayston & Company



HFW

Jacobson Burton Kelley PLLC
JunHe LLP
McCarthy Tétrault LLP
MME Legal | Tax | Compliance Noerr
O’Melveny & Myers LLP
Pillsbury Winthrop Shaw Pittman LLP
Rajah & Tann Singapore LLP
Raphaél Barazza
Rigby Cooke Lawyers
S. Friedman, Abramson & Co.
Sanchez Devanny
Steptoe & Johnson LLP
Studio Legale Padovan TozziniFreire Advogados Winston & Strawn LLP



Preface

Export controls and economic sanctions are more relevant now than ever
for companies and organizations operating in a rapidly evolving and
increasingly global business environment. The developments in the last
year alone have demonstrated the complexities of compliance with these
laws. Export controls and economic sanctions affect a wide range of
transactions and activities engaged in internationally by companies and
organizations of all sizes—supplier and vendor relationships, distribution
arrangements, import/export activity, licensing agreements, humanitarian
aid and relief operations, investments, leases and property acquisitions,
commodities trading, hiring of multinational employees and contractors,
banking and finance transactions in both the traditional and decentralized
finance spaces, mergers and acquisitions, joint ventures, and the list
continues. The field of export controls and economic sanctions is now
widely recognized as a sophisticated area of legal practice. Compliance
with these laws is crucial to ensuring one’s standing as a reputable player in
the global community, not to mention avoiding the significant monetary
fines, criminal penalties, investigation costs, loss of export privileges, and
debarment from government contracting that can result from a violation of
these laws.

This book is a project of the ABA International Law Section Export
Controls and Economic Sanctions Committee, which is dedicated to
developing and delivering programs, publications, and advocacy in the
areas of export controls and economic sanctions measures. This second
edition of the book is triple the size of the first edition—a recognition of the



significant developments that have taken place in export controls and
economic sanctions since publication of the first edition of the book a
decade ago. This book is intended as an overview of this complex and
dynamic body of law. While it should prove a valuable resource to both
seasoned and novice practitioners, compliance professionals, and students,
it is neither a substitute for—nor should it be relied upon as—Iegal advice
in the context of specific transactions.

We extend our gratitude and felicitations to the patient and tenacious
editors, Kay Georgi, Paul Lalonde, and Doug Jacobson and an all-star
lineup of co-authors for this tremendous contribution to the field of export
controls and economic sanctions. This book offers a thorough yet practical
guide that will assist counsel and compliance professionals in identifying
and navigating the many complex issues presented by export controls and
economic sanctions laws.

Andrea Al-Attar & Alexandre Lamy Co-chairs, ABA SIL Export Controls
& Economic Sanctions Committee 2022-2023



U.S. Economic Sanctions Law

Greta Lichtenbaum!

1.1 Overview

The United States imposes economic sanctions for a variety of foreign
policy, national security, criminal enforcement, economic reasons, and
humanitarian reasons. These measures generally seek to influence and alter
behavior by restricting financial and commercial activities with targeted
countries, governments, problematic activities, sectors, individuals, and
entities. Economic sanctions can also be used to protect assets from
depletion by perceived malign actors, such as autocratic governments.

Two broad categories of economic sanctions measures are “primary
sanctions” and “secondary sanctions.” There is some overlap, but, as a
general matter, primary sanctions prohibit certain transactions with the
targets of sanctions, with the goal of pressuring that target to stop
problematic activity or thwarting the activity (e.g., human rights abuses,
terrorism, narcotics trafficking). Secondary sanctions put economic pressure
on “innocent” actors to incentivize them to stop defined activities with a
primary Sanctions Target.

What is regulated: U.S. economic sanctions can restrict a wide variety of
transactions involving targeted countries, governments, organizations,
persons, and activities (hereinafter “Sanctions Targets”). They also penalize
U.S. persons and, in defined circumstances, non-U.S. persons for engaging
in or facilitating those transactions. These measures often block (i.e.,
freeze) property in which the sanctioned actor has an interest.



Where to find the regulations: While U.S. economic sanctions are
promulgated pursuant to a number of laws, the statutory authority for most
of these programs is the International Emergency Economic Powers Act

(IEEPA).? U.S. economic sanctions regulations are codified in 31 C.F.R.
chapter V. Some measures apply only pursuant to executive order, and
others may be implemented through the Export Administration Regulations

(EAR).2

Who is the regulator: The U.S. Department of Treasury’s Office of
Foreign Assets Control (OFAC) is principally responsible for administering
U.S. economic sanctions programs. The U.S. State Department plays a key
role in developing economic sanctions policy, reviewing some license
applications, and administering certain secondary sanctions. The U.S.
Department of Commerce’s Bureau of Industry and Security (BIS) also
administers economic sanctions measures in the EAR that involve exports
and re-exports from the United States.

This chapter discusses the statutory authority for U.S. economic
sanctions, who must comply with them, and how they are implemented.
This chapter also addresses core sanctions restrictions and country-based,
list-based, and sectoral programs and their associated compliance risks; it
also identifies key exemptions, licenses, and compliance approaches that
may mitigate these risks. The chapter then discusses compliance
expectations. The final sections of this chapter describe the consequences of
violating U.S. economic sanctions and the potential for conflicts between
U.S. economic sanctions and certain non-U.S. laws. In addition, this
chapter’s Appendices contain summaries of the various U.S. economic
sanctions country programs, specific risk considerations for multinational
companies, and significant court decisions affecting U.S. economic
sanctions. Subsequent chapters separately cover U.S. export and re-export
controls, which govern the actual or deemed transfer of regulated U.S.
goods, software, and technology across international borders, and U.S.
antiboycott laws, which counteract certain non-U.S. economic sanctions
and non-U.S. export and re-export controls.

(a) Statutory Authority



IEEPA is the authority for most economic sanctions programs. Other key
statutes are the 1917 Trading with the Enemy Act (TWEA)* and the United

Nations Participation Act (UNPA).> From the time of World War I through
the late 1970s, the primary statutory authority for U.S. economic sanctions
was TWEA. Originally drafted as only a war power, this statute was
amended in 1933 to authorize broad economic sanctions programs to target
unfriendly countries and their governments, both in times of peace and war.
However, only sections 5(b) and 16 of TWEA, which respectively address
presidential emergency authority and penalties, remained applicable after
the end of World War II. In December 1977, the United States enacted
IEEPA to address concerns of presidential accountability in the peacetime
exercise of TWEA emergency powers. At the same time, Congress
amended TWEA and limited its application to times of declared war or,
subject to an annual presidential finding that a continuation is in the U.S.
national interest, to TWEA-based economic sanctions programs existing at

that time.® Of these “grandfathered” TWEA-based economic sanctions
programs, only the economic sanctions against Cuba still remain effective
pursuant to this annual continuation process. IEEPA is accordingly the
statutory authority for most U.S. economic sanctions adopted since 1977.
IEEPA authorizes the President to impose economic sanctions to
address national emergencies arising from foreign threats to the national
security, foreign policy, or economy of the United States. In order to
exercise this emergency authority under IEEPA, the President must submit a
separate justification to Congress for each national emergency declared.
This power is broad, and has rarely been successfully challenged. There
are a few limitations on the authority, however. As discussed in greater
detail later in this chapter, Congress amended IEEPA in 1988 and 1994 to
limit restrictions on certain transactions related to travel and exchanges of
information. Better known as the “Berman Amendments,” these provisions
bar the President from using IEEPA powers to prohibit or regulate, directly
or indirectly, any trade between countries in most information and
informational materials as well as any transactions related to travel between

countries and its arrangement.” IEEPA also exempts personal
communications that do not transfer anything of value and, in the absence
of certain Presidential determinations, in-kind donations to relieve human

suffering.®



Economic sanctions authorized under IEEPA may be terminated at any
time by the President. IEEPA-based economic sanctions also automatically
terminate after one year if they are not properly renewed under its “sunset”
provisions or by congressional action. The 1976 National Emergencies Act

(NEA)® also allows the President to continue to exercise certain
enforcement powers related to economic sanctions even after the
termination of the relevant national emergency.

Both the NEA and IEEPA impose additional procedural and reporting
requirements on the President in connection with declared national
emergencies. These reporting requirements oblige the President to provide
initial, semiannual, and termination reports to Congress on each declared

national emergency. '°

The UNPA is the statutory authority for the President’s implementation
of economic sanctions mandated by UN Security Council resolutions.
Unlike IEEPA, UNPA does not include exemptions for trade in information,
travel, personal communications, or in-kind donations; nor does the UNPA
include presidential reporting requirements to Congress, automatic “sunset”
provisions, or renewal obligations. Furthermore, other statutes impose
particular economic sanctions on countries or on activities, such as
narcotics trafficking.

Finally, as discussed further later in the chapter and in the Country
Summaries in Appendix A, in the past ten years, there has been a
proliferation of new statutes focusing on imposing secondary sanctions on
certain jurisdictions and activities, most notably in Iran and Russia.

(b) Role of Congress

Congress also plays an important role in the implementation of U.S.
economic sanctions programs, both in terms of oversight and in terms of
legislating. Congress accorded significant authority to the President to
impose economic sanctions through IEEPA. Other statutes serve to limit
presidential authority in this sphere, or impose new sanctions that the
President is required to implement. The 1996 Cuban Liberty and

Democratic Solidarity (Libertad) Act,'! which is more commonly known as
the Libertad Act or the Helms-Burton Act, is a key example of statutory
limitations on the President’s authority. Among other measures, that statute
effectively precludes any wholesale lifting of the Cuban sanctions absent an



act of Congress or a determination by the President that a transition
government in Cuba is in power. The Countering America’s Adversaries
through Sanctions Act (CAATSA) is an example of secondary sanctions
imposed by Congress primarily targeting Russia. That statute requires the
President in some circumstances to impose sanctions, and in other areas
accords the President discretion to impose sanctions.

(c) Implementation

While there are numerous similarities between economic sanctions
programs, the benefit of experience with one economic sanctions program
does not necessarily transfer to other economic sanctions programs. In fact,
most implementing regulations state that “[d]iffering foreign policy and
national security circumstances may result in differing interpretations of

similar language among [various economic sanctions regulations].”'? The
differences in each program’s administration often arise from the
legislation, executive orders, regulations, and regulatory guidance under
which the program is implemented. Moreover, each economic sanctions
program has special features arising from its unique foreign policy context
and history. As policy instruments of the U.S. government, the application
and interpretation of U.S. economic sanctions programs must be dynamic
and capable of changing with U.S. policy objectives. These objectives can
change as the result of world events, along with changes in administration.
The latter was starkly illustrated when the Trump administration adopted a
very different policy approach to Iran, Cuba, and China than the Obama
administration. The Biden administration has made limited modifications to
the Trump administration’s approach.

The implementing language of an economic sanctions program—
whether in presidential executive orders, OFAC regulations, or licenses—
often is intentionally vague, and its literal interpretation may reach a very
wide range of transactions. As a result, U.S. regulators have great latitude to
“break new ground” and penalize U.S. persons—or even non-U.S. persons
—for conduct that the U.S. government has not challenged historically.

Therefore, knowledge of the implementation and administration of each
U.S. economic sanctions program is an essential part of understanding and
interpreting these complex, dynamic, and often overlapping programs. This
requires a good understanding of the statutory authority invoked and the



executive orders imposing the economic sanctions program, their
implementing regulations, and relevant guidance promulgated by OFAC.

(d) Executive Orders

The vast majority of U.S. economic sanctions programs derive from
executive orders. The President’s authority to issue these executive orders
can stem from a general statutory authority, such as IEEPA or UNPA. As
noted earlier, the President’s authority may also originate from a
congressional mandate that the President implement specific economic
sanctions. Examples of such congressional mandates include the 2010
Comprehensive Iran Sanctions, Accountability and Divestment Act

(CISADA)'3 and the 2003 Syria Accountability and Lebanese Sovereignty

Restoration Act.'*

These executive orders generally declare new, or build upon existing,
national emergencies, specify the threat that is posed, define the
characteristics for designation of the targets of the economic sanctions,
establish their effective date, and delegate authority for their
implementation. In most cases, this administrative and enforcement
authority is delegated to the Secretary of the Treasury, acting in consultation
with the Secretary of State and other specified cabinet officials. In turn, this
administrative and enforcement authority generally is delegated further to
the director of OFAC.

(e) OFAC Regulations

OFAC administers and enforces dozens of economic sanctions regulations
(codified at 31 C.F.R. chapter V) along with other economic sanctions
programs for which regulations have not yet been issued. In connection
with these programs, OFAC may promulgate implementing regulations,
require reports relating to targeted transactions, issue licenses authorizing
otherwise prohibited transactions, and take enforcement measures in
connection with violations. As discussed later in this chapter, OFAC also
identifies and adds new Sanctions Targets to its Specially Designated
Nationals and Blocked Persons List (SDN List) and reviews requests for
their removal. The SDN List is available online in various formats at
https://ofac.treasury.gov/ofac-sanctions-lists.


https://ofac.treasury.gov/ofac-sanctions-lists

The regulations implemented and enforced by OFAC are available
online at https://www.ecfr.gov/current/title-31/subtitle-B/chapter-V.
Summaries and other guidance related to the economic sanctions programs
administered by OFAC are available on its website at
https://ofac.treasury.gov/sanctions-programs-and-country-information.
However, regular changes to U.S. economic sanctions programs necessitate
that users of OFAC’s website materials check their associated dates and use
appropriate care to identify subsequent program changes.

OFAC has also increased its practice of issuing Frequently Asked
Questions on its website. While these do not have the authority of
regulations, they provide helpful guidance that is increasingly relied upon
by the regulated community.

1.2 Jurisdictional Reach of U.S. Economic Sanctions Laws

All U.S. economic sanctions programs are intrinsically extraterritorial in
nature. Indeed, OFAC’s outward focus is evident from its stated mission of
administering “economic and trade sanctions based on U.S. foreign policy
and national security goals against targeted foreign countries and regimes,
terrorists, international narcotics traffickers, those engaged in activities
related to the proliferation of weapons of mass destruction, and other threats

to national security, foreign policy or economy of the United States.”'® The
targets of U.S. economic sanctions laws are outside of U.S. territory and as
a result cannot typically be reached by laws that govern domestic U.S.
activity. As a consequence, U.S. economic sanctions laws inevitably restrict
activities outside the United States, thereby impacting non-U.S. persons,
including those that are not a target of the sanctions.

This extraterritorial effect can create challenges between U.S. and non-
U.S. counterparties and within diplomatic channels. U.S.-based
multinational companies seeking to comply with U.S. economic sanctions
laws often face resistance from their non-U.S. counterparties; including, in
some instances, a categorical rejection of proposed sanctions-related
restrictions on commercial activity on the grounds that U.S. laws do not
apply to non-U.S. counterparties. It can be helpful in such situations to
explain the applicable bases for jurisdiction over the activity in question.
All economic sanctions laws have a U.S. nexus that forms the basis for
asserting jurisdiction, although that nexus differs among those laws and
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depending on the circumstances at hand. This section describes the
principal bases for jurisdiction, and briefly highlights areas of compliance
risk that U.S. firms and their non-U.S. counterparties face as a result of the
reach of these laws.

(a) Persons with Territorial or Nationality Ties to the United
States

As noted earlier, IEEPA is the President’s general legal authority for
imposing economic sanctions measures targeting countries, regimes,
individuals, and entities. With some exceptions (e.g., Cuba), this law is the
authority underlying most existing U.S. sanctions programs. While
economic sanctions programs promulgated under IEEPA can be applied to

all persons “subject to the jurisdiction of the United States,”'® in practice,
most executive orders and regulations promulgated pursuant to TEEPA
apply to the somewhat narrower class of “U.S. persons.” That term is
defined to include (1) entities organized under the laws of the United States,
including foreign branches; (2) U.S. citizens and U.S. permanent residents;

and (3) any persons located in the United States.!” This definition is limited
to persons with U.S. nationality or territorial ties to the United States and

does not include foreign incorporated entities.'®

While most U.S. companies are generally aware that economic
sanctions regulations apply directly to them, they face more complicated
compliance challenges in connection with their activities with non-U.S.
business partners that may themselves engage in activities with Sanctions
Targets. For example, foreign subsidiaries of U.S. companies are not U.S.
persons and therefore not subject to sanctions under most IEEPA-based
sanctions programs. A U.S. parent must be careful, however, not to
facilitate the activities of foreign subsidiaries with Sanctions Targets, as
such facilitation actions are themselves prohibited under most IEEPA

programs.” This can be challenging, as many parent companies support
foreign subsidiaries in a variety of ways, from IT support to human
resources management to financial assistance. All of these support
mechanisms can potentially facilitate specific business with Sanctions
Targets.

Another compliance challenge that many multinational companies with
complicated organization structures face in connection with territorial- or



nationality-based jurisdiction resides in their foreign branches. Unlike
foreign subsidiaries, foreign branches of U.S. companies are “U.S.
persons.” Individuals employed by such foreign branches must be mindful
of that fact. Conversely, some enforcement actions reveal that non-U.S.
companies can also be caught unawares by the fact that their U.S. branches
—incorporated outside the United States but operating in U.S. territory—
are also directly subject to IEEPA sanctions programs.

All entities outside of the United States, whether U.S. subsidiaries or
completely foreign companies, also need to be aware that U.S. citizens or
permanent resident aliens are U.S. persons even when they are on foreign
soil. Accordingly, entities outside the United States need to take care to
ensure their U.S. person employees are not involved in sanctions-related
transactions.

(b) Jurisdiction over the Item

Relying on the limited scope of the “U.S. person” definition, non-U.S.
persons acting outside the United States often assume that they are never
subject to the restrictions of IEEPA programs. The origin of the property
involved in a particular transaction, however, provides an independent basis
for jurisdiction under IEEPA, other sanctions laws, and export control laws.

U.S. economic sanctions laws (and parallel export control laws) restrict
the export and re-export of U.S.-origin goods, software, and technology,
including defined levels of U.S.-origin content in foreign-assembled

products, to Sanctions Targets such as Iran, North Korea, and Syria.?" These
restrictions apply to U.S. and non-U.S. persons alike, although there can be
some differentiation between U.S. persons and non-U.S. persons with
respect to re-exports. Most notably, non-U.S. persons that are not owned or
controlled by a U.S. person are not prohibited from re-exporting
nonsensitive U.S. goods to Iran if those goods are in inventory outside the
United States (though in certain circumstances engaging in such
transactions could entail a risk of becoming a Sanctions Target through the
application of secondary sanctions).

The courts have confirmed that IEEPA’s authority extends to non-U.S.
persons handling U.S.-origin goods, even where such persons are not in the
United States. One First Circuit decision, for example, held that IEEPA

clearly applies to non-U.S. persons where U.S. goods are involved.?! That



case involved the conviction of a UK citizen for unauthorized exports to
Libya. There have also been numerous Department of Justice (DOJ)
criminal cases and OFAC and BIS civil enforcement investigations (the
Commerce Department enforces the EAR) targeting non-U.S. persons
involving unauthorized exports and re-exports of U.S.-origin goods to
sanctioned countries and other destinations, even where such persons acted
wholly outside the United States.

The consequence of this jurisdiction over originating items is that both
U.S. persons and non-U.S. persons must be concerned about unlawful
diversion to Sanctions Targets where U.S.-origin goods or technology is
involved. The most commonly used compliance mechanism is a contractual
geographical restriction, for example, in distribution arrangements,
contracts for the sale of goods and software, or technology licenses
involving U.S.-origin technology. OFAC and the Commerce Department
also advise companies to conduct careful due diligence on overseas
counterparties to ensure that such counterparties are aware of and will abide
by economic sanctions and export control laws. With respect to non-U.S.
counterparties that assert that such laws are inapplicable to their activities, it
is worthwhile bringing to their attention that the United States is not alone
in asserting jurisdiction over items originating in its territory. Most
jurisdictions maintain and enforce export control laws.

(c) Causing a Violation by Dealing in Property in the United
States or Procuring U.S.-Origin Services that Benefit
Sanctions Targets

IEEPA also provides jurisdiction over dealings in all property “in the
United States.” In enforcement actions involving financial institutions, the
U.S. government has taken the position that non-U.S. persons can be
reached by IEEPA and other U.S. statutes even where such persons are
acting outside the United States in a way that results in transactions
involving property (including services) within the United States.
Specifically, OFAC, DQOJ, and bank regulators have successfully pursued
non-U.S. financial institutions that allegedly used the U.S. banking system
to facilitate activities in sanctioned countries. These cases, which have often
involved removal of Sanctions Target-related information from funds
transfer information in a process called transaction stripping, have resulted



in very large criminal and civil fines against European banks. The various
Deferred Prosecution Agreements (DPAs) have differing characterizations
of the U.S. nexus that provides the jurisdictional basis for invoking U.S.
economic sanctions laws.

One of the first “transaction stripping” cases that targeted non-U.S.
actors involved the UK firm Lloyds TSB, which entered into a DPA in
January 2009, agreeing to forfeit US$350 million. The DPA alleges that
Lloyds UK branches (with no involvement from its U.S. branches, but with
unwitting involvement from other unrelated U.S. financial institutions)
allegedly stripped customer names, bank names and addresses, and other
identifying information from wire transfers to U.S. financial institutions
over a period of ten years. Similarly, Credit Suisse entered into a DPA in
December 2009, agreeing to forfeit US$536 million. The DPA alleges that
the Swiss and UK branches stripped customer names, bank names and
addresses, and other identifying information from wire transfers to U.S.
financial institutions.

With respect to IEEPA-based restrictions, the Credit Suisse DPA alleges
violations of 31 C.F.R. §§ 560.203 and 560.204 of the then-named Iranian
Transactions Regulations (ITRs), which “prohibit (a) the exportation from
the United States of a service to Iran without authorization, and (b) any
transaction within the United States that evaded and avoided, or had the

purpose of evading and avoiding such regulations.”??> The Lloyds TSB DPA
similarly alleges that Lloyds TSB violated the ITRs and the then-effective
Sudanese Sanctions Regulations’ prohibitions on the export of services

from the United States to Iran and Sudan, respectively.23

Barclays’ DPA, entered into in August 2010, characterizes the IEEPA-
based charges differently. The underlying activity is similar to Credit Suisse
and Lloyds TSB, with a similarly large settlement. Barclays agreed to
forfeit a total of US$298 million because it allegedly stripped identifying
information from sanctioned country customers and routed the payments
through U.S. banks. The Barclays DPA states that Barclays “engaged in
conduct and practices outside the United States that caused its New York
Branch and other financial institutions located in the United States to
process payments in violation of U.S. sanctions.”?*

This characterization of the IEEPA jurisdictional link is supported by an
amendment of IEEPA. In October 2007, IEEPA was amended to extend
civil and criminal penalties not only to those that engage in prohibited



activity directly but also to those that “cause” violations, stating now that it
shall “be unlawful for a person to violate, attempt to violate, conspire to

violate, or cause a violation of any . . . prohibition.”?> Many other
“transaction stripping” cases, including enforcement settlements with BNP
Paribas and HSBC, take similar approaches.

While the various DPAs and other settlements contain somewhat
differing characterizations of the U.S. nexus justifying application of
IEEPA, these non-U.S. financial institution cases all reflect a common
theme: non-U.S. persons that use the U.S. financial system must accept the
jurisdiction of U.S. law, even where all of their actions appear to them to
take place wholly outside the United States, and the U.S. actor is unaware
of the ultimate beneficiary of the services it provides. There is some
consistency between this position and that taken in Foreign Corrupt
Practices Act (FCPA) cases. The DOJ takes the position that anti-bribery
jurisdiction exists even where the only U.S. nexus is the transfer of funds
for illegal purposes through a U.S. bank account.

The jurisdictional theories in the transaction stripping cases have not
been tested in court. U.S. and non-U.S. companies (including those
operating outside the financial sphere) should nonetheless be mindful that
the U.S. government will pursue those outside the United States that
conduct business with Sanctions Targets, if in doing so they benefit in some
way from funds or other assets moving through, or services originating in,
the United States, particularly where such movement or services were
unwittingly provided.

(d) Jurisdiction through Ownership or Control

Prior to IEEPA, the TWEA was the most frequently invoked authority for
economic sanctions programs. Currently, the only TWEA program in effect
is the Cuban Asset Control Regulations (CACRs). The CACRs prohibit
almost all commercial transactions between the United States and Cuba.
The CACRs extend their jurisdiction beyond the narrower “U.S. person”
concept to the broader category including any “person subject to the
jurisdiction of the United States,” which is defined to include U.S. persons
plus “[alny corporation, partnership, association, or other organization,
wherever organized or doing business, that is owned or controlled by” U.S.

persons.?% Under the CACRs, therefore, entities outside of the United States



that are owned or controlled by U.S. persons are equally prohibited from
doing business in Cuba or with Cuban state-owned enterprises and from
exporting products, technology, or services to Cuba, even non-U.S.-origin
items from foreign locations. Unlike the IEEPA programs for Venezuela
and Syria, therefore, the CACRs apply to non-U.S. subsidiaries of U.S.
companies.

This broad extraterritorial jurisdiction on the basis of ownership or
control alone has led to tensions with the United States’ trading partners,
including the European Union. The EU, Mexico, and Canada all have
enacted blocking statutes intending to prohibit companies from complying
with U.S. laws considered to be wholly extraterritorial; most notably, these
laws target the CACRs and related statutes targeting Cuba. Therefore, in
addition to the IEEPA-based compliance risks just identified, U.S. and non-
U.S. companies must find ways to navigate these conflicting statutes.

Separately from Cuba, one other current sanctions program also directly
regulates the activities of foreign subsidiaries of U.S. companies. With the
enactment of the Iran Threat Reduction and Syria Human Rights Act in

2012,%7 the Iran sanctions also apply directly to non-U.S. subsidiaries of
U.S. firms. As discussed later, this prompted the EU to amend its blocking
regulation to counter U.S. laws and regulations targeting Iran that apply to
EU subsidiaries of U.S. firms.

(e) Denial of Access to U.S. Market and Other Benefits:
Secondary Sanctions

The enforcement posture underlying the transaction stripping cases (i.e.,
that non-U.S. persons should not be able to use the U.S.-based financial
infrastructure to advance activities inconsistent with U.S. foreign policy) is
taken one step further through U.S. secondary sanctions measures, also
called retaliatory sanctions. Secondary sanctions contrast with primary
sanctions because they reach persons that are not subject to U.S. jurisdiction
in relation to activity with a Sanctions Target. Although the United States
cannot prohibit activity in such circumstances, it can exert economic
coercion through secondary sanctions. The most notable of these measures
is the Iran Sanctions Act of 1996 (ISA), which was amended and
significantly expanded through passage of CISADA in 2010 and the Iran



Threat Reduction and Syria Human Rights Act in 2012. There are many
others, including ones imposed through executive order.

These measures typically apply to any person, but primarily target non-
U.S. persons (as U.S. persons are already prohibited from investing or
trading with the Sanctions Target under primary economic sanctions
programs). Under these measures, sanctions may be imposed if an
investigation concludes that certain “sanctionable” activity has occurred. As
a general matter, such “sanctionable activity” is typically tied to sectors that
are the most critical sources of revenue for the Sanctions Target or support
for malign activity. For Iran, secondary sanctions apply to a range of
sectors, including large investments in the Iranian energy sector, along with
activities that support the production of refined petroleum products in Iran
and the importation of refined petroleum products into Iran. The Trump
administration expanded the secondary sanctions on Iran to the iron, steel,
aluminum and copper, construction, mining, manufacturing, and textile
sectors in Iran. Non-U.S. entities (including foreign financial institutions)
that facilitate Iran’s nuclear program, its support for terrorism, or the
activities of Iran’s Islamic Revolutionary Guard Corps may also be
sanctioned under ISA.

Russia is another notable target of secondary sanctions. As with Iran,
those Sanctions Target industries that are key to the health of the Russian
economy (energy), or are a perceived source of problematic activity
(defense). Specifically, CAATSA, which came into force in August 2017,
focuses on the energy sector, through Title II (the Countering Russian
Influence in Europe and Eurasia Act of 2017, or CRIEEA). Among other
elements, these statutory measures impose secondary sanctions on persons
involved in certain activity related to Russia’s energy export pipelines;
significant investment in deepwater, Arctic offshore, or shale oil projects;
and foreign financial institutions that facilitate certain transactions for
Russia’s energy sector. The Protecting Europe’s Energy Security Act of
2019 requires sanctions on foreign persons who provide subsea pipe-laying
vessels for the construction of Nord Steam 2 and Turkstream.

Under most secondary sanctions measures, if the President determines
that a person engaged in specified activities should be sanctioned, the
President must select from a menu of sanctions, absent a presidential
waiver. ISA, for example, requires the President to select at least three of
nine enumerated sanctions:



 Denial of export-import bank loans, credits, or guarantees;

 Denial of licenses to export military or militarily useful technology;

 Prohibition on U.S. financial institutions making loans or providing
credit of more than US$10 million in any 12-month period (with
minor exceptions);

* Prohibition on obtaining U.S. government procurement contracts;

 Restrictions on imports into the United States;

« If the violator is a financial institution, prohibition on being
designated as a primary dealer in U.S. government debit and/or
prohibition on acting as an agent for U.S. government funds;

* Prohibition on foreign exchange transactions in the United States;

 Prohibition on transfer of credits or payments by financial institutions
in the United States; and

 Prohibition on any dealings in property in the United States.

The principal distinction between secondary sanctions (such as ISA)
and primary sanctions (such as IEEPA and TWEA) is that secondary
sanctions use different tools to influence behavior than the penalties applied
in primary programs. Since ISA and other secondary sanctions measures
seek to sanction enumerated activities where there is no U.S. nexus between
the activities in question and the United States, there is no jurisdictional
basis for civil or criminal fines. Rather, secondary sanctions measures
present actors with a choice: if you engage in certain enumerated activities,
then benefits originating in U.S. commerce that would otherwise be
available to you will no longer be available.

The most draconian secondary sanctions consequence for engaging in
specific activities contrary to U.S. interests (and the one used more
frequently in recent years) is the blocking order. As discussed further later
in the chapter, the blocking order is a very powerful tool because it
completely shuts down the Sanctions Target’s ability to move funds through
the U.S. financial system or otherwise deal with U.S. persons. The
increasing use of blocking orders as a threat under secondary sanctions has
been effective. Many non-U.S. firms have ceased activities with Sanctions
Targets to avoid that risk.

The frequent use of blocking orders in the secondary sanctions context
is most starkly illustrated in a number of executive orders authorizing the
sanctioning of persons that provide “material support” for Sanctions
Targets. This authority was used frequently in the case of Iran by the Trump



administration, as exemplified in the January 23, 2020, sanctioning of
various petrochemical companies in Asia and the Middle East that were
determined to be providing material support to the National Iranian Oil
Company (NIOC). In March 2020, OFAC then added two Rosneft affiliates,
Rosneft Trading and TNK Trading International, to the SDN list for
Venezuela oil trading activity. The threat of a blocking order pursuant to
secondary sanctions is also the point at which secondary sanctions
essentially converge with primary sanctions. From a primary sanctions
perspective, U.S. persons face civil and criminal liability for any dealings
with persons subject to blocking orders, regardless of whether that order is
imposed as a result of a secondary sanctions measure, or because the United
States is focusing on a newly recognized problematic or malign activity
(e.g., SDN listing for interference with a U.S. election).

(f) Conclusion

The United States has been criticized for the extraterritorial application of
its economic sanctions laws, many of which are unilateral programs with no
parallel, or significantly narrower, United Nations’ counterparts. As
explained earlier, however, non-U.S. persons will incur civil or criminal
liability only where there is a U.S. nexus. That nexus is admittedly more
attenuated in the transactions stripping cases, but it nonetheless exists. U.S.
and non-U.S. parties seeking to mitigate risk under U.S. economic sanctions
laws must therefore be alert to the existence of a U.S. nexus to activities
that may have a direct or indirect connection to Sanctions Targets. Even
without a U.S. nexus, however, non-U.S. persons must be alert to the
potential risk of secondary sanctions.

1.3 Core Restrictions and Obligations

This section summarizes the core tools OFAC uses in furtherance of the
goals of a given sanctions program. The tools generally fall within one of
three categories: blocking of property, vesting of property, and prohibiting
certain defined types of transactions.

(a) Blocking of Property



The blocking of property is a commonly used and very broad measure.
Subject to certain exemptions, blocking orders prohibit all transfers and
dealings in a target’s property or interests in property within the United

States or otherwise within the possession or control of a U.S. person’®
(regardless of where the U.S. person is located). Therefore, U.S. persons
have a duty to retain, or “freeze,” blocked property interests within their
possession or control, and they may not engage in any unauthorized

disposition of a “frozen” asset.”® Thus, U.S. persons may not perform
blocked contracts, and OFAC regulations normally require that they deposit
funds and liquid assets, including securities, into a blocked interest-bearing

account.3Y Commonly, blocking prohibitions catch U.S. dollar-denominated
wire transfers that pass through U.S. financial institutions, which then place
the wired funds into a blocked account and timely notify OFAC.

Various OFAC regulations define “property” and “interests in property”

extremely broadly,®! and they do not distinguish between real, personal,
mixed, or intangible property. Examples include money, securities, debts,
security rights, bills of lading, goods, accounts payable, judgments,
contracts of any nature, as well as any other present, future, or contingent
interests in them. Absent authorization from OFAC, U.S. persons cannot
credit or debit blocked bank accounts; sell or pledge blocked shares of stock
or pay related dividends; issue, confirm, or perform under letters of credit
for goods carried on a vessel that is an SDN or is owned by an SDN; or
trade commodity contracts benefiting an SDN.

OFAC regulations also include “services of any nature whatsoever”

within the definition of “property” and “property interests.”3> This step,
which goes significantly outside of a normal understanding of “property,”
allows OFAC blocking sanctions to effectively cut off all trade, whether in
merchandise or services, with a Sanctions Target.

Blocking measures apply to all property and interests in property of any
person on the SDN list; to the property and interests in property of the
governments of Cuba, Iran, North Korea, Venezuela, and Syria (including
agencies, instrumentalities, or entities controlled by them, such as central
banks); and to the property and interests in property of any person directly
or indirectly owned 50 percent or more, alone or in the aggregate, by one or
more blocked person.



The question of ownership by an SDN can create compliance
challenges, as entities owned 50 percent or more by an SDN are not
necessarily themselves on the list. For this reason, a thoughtful, risk-based
due diligence process is important. To compound the challenge, OFAC
urges caution regarding dealings with entities that are less than 50 percent
owned by a blocked person or persons; the blocked person(s) may have an
interest in the specific dealings at issue, and these entities may be added to
the SDN list by OFAC in the near future for acting on behalf of the blocked
person(s).

(b) Vesting of Property

In essence, vesting is the transfer by the U.S. government of title to blocked
property from a Sanctions Target to another person or agency. For example,
section 5(b) of TWEA permits assets to be vested and used by presidential
directive. In peacetime, this power is rarely used. However, vesting
authority was used in the early 2000s to transfer blocked Cuban funds to
pay compensation to the families of the “Brothers to the Rescue” pilots shot
down by Cuba in 1996.

In addition, section 106 of the 2001 Uniting and Strengthening America
by Providing Appropriate Tools Required to Intercept and Obstruct

Terrorism (USA PATRIOT) Act®® amended IEEPA to grant vesting
authority to the President with respect to the assets of governments or
persons found to have engaged in armed hostilities with, or attacks on, the
United States. This authority was used to transfer blocked assets of the
government of Iraq to the Development Fund for Iraq to benefit the Iraqi
people in compliance with United Nations Security Council Resolution
1483.

(c) Prohibitions on Transactions with Sanctions Targets

A variety of other building blocks of economic sanctions programs may be
chosen by the President to prohibit engaging in, facilitating, or exporting
services by U.S. persons or within the United States in support of certain
defined types of transactions, but shy of blocking property involved in those
transactions. These measures may focus on all transactions in a targeted
country, with a targeted government (including entities owned or controlled
by a targeted government), or involving targeted persons or targeted



activities. The definition of the specific transaction type can range from
being precise (such as the ban on transactions in debt of more than a certain
days maturity with certain listed Russian entities) to broad (such as the
prohibition on virtually all exports and re-exports of services to Syria).

(d) Reporting Requirements

The Reporting, Procedures, and Penalties Regulations (RPPRs) set forth the
reporting and recordkeeping requirements for economic sanctions programs
administered by OFAC. Most notably, these include requirements to report
blocked property and rejected transactions to OFAC. As discussed earlier, if
a person is added to the SDN list, OFAC’s regulations block all “property”
in which the party has an interest, including present, future, and contingent
interests. The RPPRs require any U.S. person or person subject to U.S.
jurisdiction that holds blocked property to submit relevant reports to OFAC

within ten business days of the property becoming blocked.>*

The RPPRs also require parties to report “rejected” transactions in
circumstances where the relevant sanctions program prohibits the
transaction, but it is not subject to a blocking order. For rejected
transactions, prior to June 21, 2019, only U.S. financial institutions were
required to submit reports to OFAC for rejected funds transfers.

Effective June 21, 2019, OFAC amended the RPPRs to require any U.S.
person or person subject to U.S. jurisdiction, including parties that are not
financial institutions, that rejects a transaction to submit a report to OFAC
within ten business days of the rejected transaction. “Transaction” is
defined to include “transactions related to wire transfers, trade finance,

securities, checks, foreign exchange, and goods or services.”3°

One question presented is what actions trigger reporting requirements
for “blocked” or “rejected” transactions. Clearly, these reporting
requirements are triggered if there is an actual or attempted exchange of
value (i.e., sending money or attempting to send money). The question is
whether the reporting is triggered prior to that point. FAQ 53 is somewhat
instructive, as it distinguishes between a mere inquiry (not reportable), and
an actual instruction (reportable). It explains:

In the case of a wire transfer, the bank will be holding blocked property upon the receipt of
concrete instructions from its customer to send the funds. In this case, the funds must be
blocked and reported to OFAC within ten days. If, on the other hand, a customer simply asks
“Can I send money to Cuba?” there is no blockable interest in the inquiry and the bank can



answer the question or direct the customer to OFAC. The same logic applies to cases where
the transaction would be required to be rejected under OFAC regulations. There is not
technically a “reject” item until the bank receives instructions from its customer to debit its
account and send the funds.

The reporting requirements, and the parallel deadlines, are affirmative
requirements. Failure to comply can lead to penalties, and therefore it is an
important part of any compliance program to have procedures to comply
with these rules. OFAC’s receipt of such reports gives it the ability to track
the effectiveness of a given program, and also provides an important
enforcement tool. It scrutinizes blocking and rejection reports to detect
illegal activity.

1.4 Country-Based Economic Sanctions Programs

Most U.S. economic sanctions adopted through the late 1990s targeted
specific countries and their governments. Often called comprehensive,
country-based, or territorial economic sanctions, these programs usually
function by blocking the government of the targeted country and imposing
prohibitions on certain defined types of transactions with or within the
territory of the targeted country.

More specifically, the country-based programs generally prohibit
regulated persons from engaging in or facilitating trade in goods, services,
technology, or financial transactions within a targeted country’s territory,
and prohibit all transactions with, and all property of, its government
(including its agencies, instrumentalities, and controlled entities). Most of
the country-based programs also incorporate some level of restriction on
imports into the United States of goods, software, or technology of targeted
country origin. Additionally, these country-based sanctions programs often
have certain list-based components for designating and blocking the assets
of SDNs associated with the targeted country and its government.

As a general matter, the more recently adopted country-based programs
tend to have a narrower range of targeted activities than their predecessors
do. The oldest of the current country-based programs is the sanctions
program against Cuba. The program was developed against the backdrop of
the Cuban revolution, taking of American property, missile crisis, and
concern about communism on the United States’ doorstep. These concerns
are reflected in the program’s broad blocking of and prohibition on dealings



with all Cuban individuals and entities—even when dealing with
nongovernmental persons or when they are located in third countries
outside of Cuba—unless such persons’ assets have been unblocked by an
OFAC license.

By contrast with the Cuba sanctions, the later broad-based U.S.
economic sanctions programs (currently including Iran; North Korea; Syria;
and the Crimea, Donetsk, and Luhansk regions of Ukraine) and sectoral
sanctions programs (discussed later and currently including Venezuela,
Russia, and China) generally do not restrict U.S. persons from engaging in
or facilitating transactions with nationals of those countries that occur
entirely outside the targeted country. However, these programs generally
would prohibit a U.S. person from engaging in or facilitating a transaction
outside the targeted country either with an individual acting as an agent for
a targeted government or in a context that places that U.S. person on notice
that the transaction—for example, a transfer of goods or technology—is
intended to lead to a prohibited export or other targeted transaction or
activity.

While third countries’ economic sanctions programs may mirror certain
aspects of U.S. country-based economic sanctions (particularly where they
are based on UN Security Council resolutions), the United States has often
adopted country-based programs unilaterally. The unilateral nature of these
economic sanctions programs creates business and compliance challenges
for U.S. businesses. These programs place U.S. firms at a competitive
disadvantage in global markets where non-U.S. firms are not required to
comply with similar restrictions.

Appendix A includes a detailed chart of the distinguishing features of
each of the comprehensive country programs, including key prohibitions,
general licenses, and secondary sanctions.

1.5 List-Based Economic Sanctions Programs

As noted earlier, the United States generally followed a country-based
model when implementing its earliest economic sanctions programs. These
programs typically targeted the countries and governments of wartime
enemies and imposed blocking prohibitions that restricted all dealing with
those enemies, their nationals, and the territories they controlled. However,
an integral part of such programs was the identification of and imposition of



economic sanctions on SDNs of the targeted country. In general, SDNs
were persons that were owned, controlled, or acting for or on behalf of
those enemy governments and were often located in third countries. Insofar
as they were treated with the same blocking restrictions as all the nationals
of the targeted country but were often specifically identified and designated
for sanctions, they were termed “specially designated” nationals. Over time,
however, U.S. economic sanctions began to target persons who were not
tied to specific countries or regimes, such as international terrorist
organizations or narcotics traffickers, and more recently organizations that
have engaged in human rights violations, malicious cyber-enabled
activities, corruption, and interference with U.S. elections. Therefore, the
name of this list was broadened to be the “List of Specially Designated
Nationals and Blocked Persons,” although its shorthand reference remains
the “SDN list.”

Diverging from the mix of territorial restrictions and restricted party
designations in country-based programs, economic sanctions programs that
primarily rely on the designation of targeted persons and entities are called
list-based programs. U.S. list-based programs typically target specific
individuals, entities, or government agencies involved in activities
threatening the national security, foreign policy, or economy of the United
States. Among others, these targeted threats stem from terrorism, narcotics
trafficking, weapons proliferation, human rights abuses, suppression of civil
rights, genocide, corruption, and transnational organized crime. The United
States also uses list-based economic sanctions to implement mandatory UN
Security Council resolutions (e.g., resolutions related to al-Qa’ida, Iran,
Somalia, and Syria), and certain cooperative programs adopted with the
European Union (such as programs addressing terrorism or targeting the
governments of Belarus and Zimbabwe).

The U.S. government’s current preference (and that of both the
European Union and the UN Security Council) for list-based programs
reflects two key traits of these programs. First, list-based programs target
specific “bad actors” rather than placing the burden of economic sanctions
on a country’s population at large. Second, list-based programs can be
implemented with relative ease through automated screening, which has
become one of the most important instruments for compliance with
economic sanctions. However, this current preference for list-based



economic sanctions is not without exceptions, as evidenced by the broader
features of both the Russia and the Venezuela programs.

1.6 Sectoral Sanctions

In addition to blocking sanctions prohibiting transactions with specific
countries, entities, and individuals, OFAC imposes sanctions targeting
specific sectors of a country’s economy. The most notable example is
Russia. With the 2022 invasion of Ukraine, the United States has
significantly expanded its strategy of sanctioning key sectors of that
economy while avoiding a comprehensive embargo.

(a) Russia

Following Russia’s annexation of Crimea in 2014, OFAC adopted sectoral
sanctions, focused on Russia’s energy, defense, and finance sectors, that
prohibit U.S. persons from engaging in certain transactions with entities
designated on a new Sectoral Sanctions Identification (SSI) list. OFAC
Directives 1, 2, and 3 under Executive Order 13662 implement sectoral
sanctions restricting the issuance of debt and equity for designated financial
institutions, defense companies, and oil and gas companies beyond short
periods of time (tenor varies from 14 to 60 days). Debt and equity are
broadly defined. Debt includes “bonds, loans, extensions of credit, loan
guarantees, letters of credit, drafts, bankers acceptances, discount notes or
bills, or commercial paper”; equity includes “stocks, share issuances,

depositary receipts, or any other evidence of title or ownership.”3® Because
the concept of “debt” includes extensions of credit, the sale of products and
services to entities designated under Directives 1, 2, and 3 can violate the
directive if the terms of payment exceed the number of days specified in the
relevant directive; as well, if the customer pays late, a license is needed to
accept such payment. Key designations include Gazprombank, VTB Bank,
and Sberbank under Directive 1, and Gazprom Neft, Novatek, and Rosneft
under Directive 2. Directive 4 prohibits U.S. persons from providing goods,
services, and technology in support of exploration or production of oil in
deepwater, Artic offshore, or shale projects in Russia or with designated
companies outside Russia. Gazprom, GazpromNeft, Lukoil, and Rosneft
have been designated under Directive 4.



In 2022, in response to Russia’s invasion of Ukraine and occupation of
the Donetsk and Luhansk regions of Ukraine, the United States imposed
additional sanctions, largely in coordination with its allies. OFAC
Directives 1A, 2, 3, and 4 (under E.O. 14024) implement sectoral sanctions
restrictions on financial sector and capital market access. Directive 1A
prohibits participation in the primary and secondary markets for bonds
issued by the Russian Central Bank, National Wealth Fund, or the Ministry
of Finance. Directive 2 prohibits the opening or maintaining of
correspondent or payable-through accounts and processing of transactions
involving foreign financial institutions at designated financial institutions.
Directive 3 prohibits dealings in new debt and equity of certain Russian
financial institutions and Russian-owned state enterprises. Directive 4
prohibits U.S. persons from engaging in transactions involving the Central
Bank of the Russian Federation, the National Wealth Fund of the Russian
Federation, and the Ministry of Finance of the Russian Federation,
including any transfer of assets to such entities or any foreign exchange
transaction for or on behalf of such entities, except for certain energy-
related transactions licensed by OFAC.

In addition, the United States imposed restrictions on new investment in
any economic sector, as well as restrictions on the provisions of additional
types of services. To date, these include the provision of certain accounting,
trust and corporate formation, and management consulting services by U.S.
persons in Russia. The United States also banned the import into the United
States of the following products from Russia: gold, crude oil, petroleum,
petroleum fuels, oils and related distilled products, liquefied natural gas,
coal and coal products, fish and seafood, alcohol, and nonindustrial
diamonds, and imposed export licensing requirements of all items on the
Commerce Control List and a long list of industrial, commercial, and luxury

items.3”

(b) Venezuela

In May 2018, the United States imposed sectoral sanctions restricting

transactions in debt and equity involving the Venezuelan government.3®
Like those imposed on Russia, these restrictions were designed to restrict
access to capital, but also restricted what terms of payment could be
provided to the listed entities in the context of trade in goods and services.



Sectoral sanctions on Venezuela expanded in November 2018, with
Executive Order 13850, authorizing blocking orders on persons determined
to operate in Venezuela’s gold sector. In January 2019, OFAC broadened
the sectoral sanctions further to target persons operating in Venezuela’s oil
sector and added PAVSA (Petroleos de Venezuela, S.A.), Venezuela’s state

oil company, to the SDN list.?? Ultimately, in August 2019, the government
of Venezuela was itself blocked pursuant to President Trump’s Executive
Order 13884.

(c) China

Sectoral measures restricting access to U.S. capital were most recently
imposed on China. On November 12, 2020, President Trump issued
Executive Order 13959, prohibiting U.S. individuals and entities from
investing in Chinese companies that the U.S. government identified as
having ties with the Chinese military. In July 2021, President Biden issued
Executive Order 14032, replacing E.O. 13959, which prohibits U.S.
individuals and entities from engaging in transactions in publicly traded
securities, or securities derivative of or designed to provide investment
exposure to entities determined to be operating or having operated in the
defense and related material, and surveillance technology sectors of the
Chinese economy.

These sectoral sanctions show another area of overlap between primary
and secondary sanctions. Both tools seek to influence the behavior of
governmental Sanctions Targets by undermining the functioning and health
of key sectors of the economies of their countries.

1.7 Exemptions and Licenses

The drafters of sanctions measures (whether statutes, executive orders,
regulations, or specific OFAC actions) recognize that there may be
circumstances where a given restriction may have collateral consequences
that conflict with the measure’s underlying purpose or other important
policies, or create short-term challenges for U.S. persons. Exemptions and
licenses are tools used in order to avoid such unintended or unwanted
consequences.



The terms “exemption” and “license” are often used interchangeably to
denote relief from the application of an economic sanctions prohibition.
They are different tools however. An “exemption” is either a statutory
provision that removes particular categories of transactions from the
President’s congressionally authorized power to impose economic
sanctions, or refers to a limitation in an executive order that removes stated
classes of transactions from the scope of the imposed economic sanctions.
The term “license” is a regulatory provision or independent OFAC action
establishing an exception to an economic sanctions prohibition.

(a) The Berman Amendments

The most notable statutory exemptions are the so-called Berman
Amendments, which circumscribe the President’s authorities under IEEPA
and TWEA to restrict the flow of information and personal travel. In 1988
and 1994, Congress enacted amendments to IEEPA and TWEA proposed
by Representative Howard Berman resulting in exemptions for the import
and export from/to any country of certain information and informational
materials. IEEPA was also amended to exempt certain transactions related
to travel to or from any county. The IEEPA travel exemption of the Berman
Amendments is limited to international travel and related in-country
maintenance transactions (including related in-country domestic travel).
However, it does not cover activities that are not purely incidental to such
exempted travel (such as prohibited contracting or trade transactions), even
if they occur during otherwise exempted travel.

The exemption for trade in information and informational materials
broadly covers both tangible and electronic media, but there are some
important carve outs. First, the Berman Amendments do not exempt exports
of information and informational materials that are controlled under U.S.
export control laws. Second, items covered by espionage laws are also not

exempted by the Berman Amendments.* Third, and most importantly, the
OFAC regulations implementing the exemption narrow it to exclude
transactions in informational materials that are not “fully created and in

existence at the date of the transaction.”*! This qualifier makes clear that
the exemption is not intended to cover services provided in the course of
creating informational materials (e.g., the commissioning of a report or
piece of art). OFAC has issued guidance on where that line is drawn: for



example, holding conferences (services), providing internet access
(informational materials, but to a point), and publishing (not exempt, but
covered by a general license). An OFAC advisory also offers another
interpretation that has the effect of circumscribing this exemption in another
important way. In its advisory regarding sanctions risks in dealing in high-
value artwork, OFAC states that, notwithstanding the fact that art is
expressly included in the Berman Amendment, it “does not interpret this
exemption to allow blocked persons or their facilitators to evade sanctions
by exchanging financial assets such as cash, gold, or cryptocurrency for

high-value artwork or vice versa.”*? This interpretation introduces an
intentional limitation to the use of the exemption. One cannot use the
exemption opportunistically to evade sanctions through a cross-border
transaction in preexisting informational materials if the purpose of that
transaction is to exchange value with seeming indifference to the aesthetic
or cultural value of the underlying informational materials.

(b) OFAC Licensing

There are two kinds of licenses: general and specific. OFAC often employs
a combination of each to calibrate the breadth of a particular sanctions
program.

General licenses. A general license is a published OFAC authorization
covering any transaction that meets its stated conditions. General licenses
are standing authorizations (albeit sometimes with an expiration date) that
apply without any further government action. They typically relate to
particularly important objectives, relationships, and humanitarian or civic
values of the United States. They are also frequently used as temporary
measures at the outset of a blocking order, providing U.S. persons with a
limited period of time in which to wind down their activities with a blocked
entity. Licenses may dictate the manner in which the licensed transactions
can be performed, and they may require that certain notifications or reports
be submitted to OFAC before, during, or after the licensed transactions.

OFAC normally publishes general licenses in the regulations of a
particular economic sanctions program, although it sometimes publishes
them as “freestanding” licenses in the Federal Register. In either situation,
OFAC may first publish a general license on its website in order to make it
immediately available in response to an urgent situation. The Venezuela



program is an example of a program where general licenses have been
frequently used. In that context, OFAC has carved out many areas of
allowable activity from its broader blocking measures, particularly the order
applying to the government of Venezuela.

Some general licenses are required by statute. Most notably, Congress
has adopted statutes that mandate certain licensing programs, such as
section 906 of the Trade Sanctions Reform and Export Enhancement Act of

2000 (TSRA).*3 TSRA generally eliminated the authority to impose certain
unilateral economic sanctions on exports of agricultural commodities,
medicine, or medical devices to most countries, but directed the creation of
a licensing program for exports of these items to certain targeted countries.
OFAC has issued general licenses to ensure its programs are consistent with
TSRA.

Finally, OFAC’s regulations for most programs include general licenses
permitting the provision of certain legal services for the benefit of Sanctions
Targets. Among other limitations, such legal advice cannot facilitate
targeted transactions in violation of U.S. economic sanctions, and there are
strict limitations on how payment can be received for such legal advice.
Consistent with such general licenses, OFAC has also issued guidance
stating that U.S. persons can provide economic sanctions compliance advice
concerning activity with Sanctions Targets.

Specific licenses. When general licenses or exemptions do not apply to
a proposed activity, a person may seek a specific OFAC license. OFAC has
discretion to issue or deny a specific license in response to a written
application, which should contain the elements required by 31 C.F.R. §

501.801(b) of the Reporting, Procedures, and Penalties Regulations.**
Licenses must be submitted through OFAC’s web portal, using a prescribed
form, available at https://ofac.treasury.gov/ofac-license-application-page.
While there is no required content for most specific license applications,
successful requests generally (1) provide a comprehensive explanation of
the facts, parties, and proposed transactions (explaining any technical terms
that are unique to the type of transaction); (2) explain why OFAC has
jurisdiction to issue the license; and (3) indicate why authorization of the
requested transaction(s) would be consistent with U.S. economic sanctions
policy, with the objectives of the relevant economic sanctions program or, if
relevant, with a compelling national interest on which the U.S. government
should act. It is also useful to include the precise language desired for the


https://ofac.treasury.gov/ofac-license-application-page

text of the authorization, particularly where loose or nontechnical language
may undermine the applicant’s objectives.

OFAC generally will not issue a specific license involving novel
circumstances without first receiving foreign policy guidance from the U.S.
Department of State. Therefore, if a license application advocates that it be
granted for foreign policy reasons, the party requesting the license should
include information that would assist in the review by the State Department
and may wish to contact the State Department separately.

Any person with an interest in the prohibited transaction may apply for
a specific license. Unless otherwise specified in the license, anyone
participating in a licensed transaction may rely on the terms of the specific
license. Persons relying upon a specific license obtained by another person
must ensure their own compliance with all license conditions, including any
recordkeeping, reporting, or expiration provisions. Therefore, since OFAC
generally will not provide copies of licenses to third parties, it is critical to
obtain a copy of the relevant license directly from the named licensee and to
review its text; determine its scope; and understand the conditions,
expiration, and other requirements of the license. OFAC often issues
specific licenses for a transaction “as described in the application”; in such
cases, obtaining the application is also critical to a person’s ability to
reasonably rely on the OFAC license.

While some specific license requests take significantly longer, OFAC
aims to process license requests within two to three months. There is no
deadline for OFAC to take action on a license request. OFAC’s current
practice is to include an expiration date in any specific license, which is
typically one to two years from the date of issuance but may be much
shorter. OFAC may be responsive to a request for a period required to
accomplish the licensed transactions.

Finally, for some situations, OFAC regulations or more informal
communications include guidance on specific licensing policies for
frequently encountered situations in which OFAC is prepared to grant
specific licenses to resolve problems created by an economic sanctions
program, such as a humanitarian crisis.

1.8 Risk of Providing Indirect Support to Sanctioned Targets



While most companies operating internationally have a heightened
awareness that they cannot engage in direct activity with Sanctions Targets,
and have controls to prevent such activities (such as screening), mitigating
the risk of providing indirect support to Sanctioned Targets can be more
challenging. This is both because the breadth of the law in this area is
unclear, and because the nexus between any given commercial activity and
a Sanctions Target can be hard to discern. An area of particular compliance
focus is the prohibition on “facilitation.”

(a) Facilitation/Indirect Services

Many economic sanctions programs administered by OFAC prohibit the
exportation or re-exportation of services and facilitation. (The “exportation
of services” is made directly from the United States, and the “re-
exportation” of services occurs from a third country if those services
originated in the United States.) In general, the restrictions on the
exportation or re-exportation of services prohibit U.S. persons from
providing services that generate a benefit that is received in a targeted
country or by a targeted government. The restrictions on facilitation
prohibit U.S. persons from facilitating any transaction by non-U.S. persons
if U.S. economic sanctions would prohibit a U.S. person from directly
participating in the same transaction.

Programs that include blocking prohibitions are also understood to
implicitly encompass a prohibition on the export/re-export of services and
facilitation related to Sanctions Targets, because those transactions would
themselves be dealings in property (the export, re-export, or facilitation
service) in which a Sanctions Target has an interest.

Since the act of facilitating a transaction essentially involves a service,
the prohibitions in practice are essentially interchangeable. The concept of
facilitation has a slightly different connotation, however, as it was intended
to circumscribe acts that are ancillary, but critical, to moving a transaction
forward. The prohibition first originated in the context of the Iranian
sanctions to address the support that a U.S. parent company might provide
its foreign subsidiaries (which at the time were not subject to the broad

restrictions of that embargo).*> The concept more broadly means to enable,
or to support, a given transaction.



The Iran Transactions and Sanctions Regulations (ITSRs) contain the
most detailed facilitation provision. Section 560.208 of the ITSRs provides
that “no United States person, wherever located, may approve, finance,
facilitate, or guarantee any transaction by a foreign person where the
transaction by that foreign person would be prohibited . . . if performed by a
United States person or within the United States.” The ITSRs contain
examples of conduct that fall within the scope of this prohibition, including
(1) the referral of specific business opportunities with Iran to a foreign
person; and (2) the institution by a U.S. person of changes in a foreign
affiliate’s operating policies to facilitate transactions that would be
prohibited if performed by a U.S. person, even if such changes are not made
in anticipation of any particular transaction involving Iran.

To the extent that “but for” a U.S. person’s activity with a foreign entity
that foreign entity would not be able to in turn conduct business with a
Sanctions Target, there is some risk of a facilitation violation. A notable
example in this context is that OFAC has made clear that for a U.S. parent
to host an “automated and globally integrated computer, accounting, email,
or other business support systems necessary to store, collect, transmit,
generate, or otherwise process documents or information related to
transactions” to a foreign person requires authorization under the Iran

sanctions. (See Iran General License H.*%)

In sum, risk arises when there is a clear nexus between services offered
by a U.S. person and a third-country entity’s business with Sanctions
Targets. If a U.S. person enables activity with a sanctioned target, then there
is a facilitation risk.

Appendix B includes a more detailed discussion of considerations for
multinational companies with respect to facilitation risk.

(b) The Limits on Indirect Risk

While broad, the breadth of the facilitation prohibition is not unlimited.
Outside of the defined circumstances that secondary sanctions measures
target, OFAC’s regulations do not, as a general policy matter, prohibit U.S.
persons from doing business with third-country entities that in turn do
business with a Sanctions Target, as long as the U.S. person is not involved
in that business, and as long as any connection is sufficiently attenuated.



One regulatory provision that has served as a broader guiding principle
for when a link to a Sanctions Target is sufficiently attenuated is the so-
called inventory rule in the ITSRs.

When a U.S. person engages in an international transaction for the sale
of goods, technology, or services, he or she risks facilitating the resale and
re-exportation of those goods, technology, or services in a subsequent
transaction by the purchaser with a Sanctions Target or in an otherwise
targeted transaction. Section 560.204 of the ITSRs provides that the
“exportation, re-exportation, sale or supply of goods, technology or services
to a third country is only prohibited when: (1) they are intended specifically
to be directly or indirectly supplied, transshipped or re-exported to Iran or
the Government of Iran or (2) they are intended specifically for use in the
production of, commingling with or incorporation into goods, technology or
services to be directly or indirectly supplied, transshipped or re-exported
exclusively or predominantly to Iran or the Government of Iran” (emphasis
added). The inventory rule allows U.S. persons to export or re-export to a
third-country manufacturer or distributor if two conditions exist. First, the
predominant business of the third-country manufacturer or distributor in the
specific item to be exported or re-exported, or in goods produced from that
item, must not be with Sanctions Targets. Second, the U.S. exporter or re-
exporter must not have knowledge or notice that the specific item it is
exporting to that third country is directly or indirectly destined for, or for
the benefit of, a Sanctions Target. Under this rule, the original exportation is
lawful even though the U.S. exporter or re-exporter may know that a
minority of the items shipped could potentially come to rest in the
sanctioned country.

The inventory rule arose from a perception that, to remain globally
competitive, U.S. exporters must be allowed to do business with distributors
and other importers in third countries, even if a third country has a different
economic sanctions or foreign trade policy toward a U.S. targeted country.
While OFAC has not expressly acknowledged that the principles underlying
this rule can be applied in other sanctions programs, it is generally
understood that it does, provided the reexport activity is not circumscribed

by independent re-export restrictions in the EAR.#” The general principle
underlying this rule is that if a U.S. person’s activity is not intended to
support a Sanctions Target, but results in minor incidental benefit to a
Sanctions Target, it is not prohibited.



1.9 Compliance Programs

OFAC regulations do not mandate compliance programs.*® That said, a
compliance program is critical to avoiding liability and to mitigating
penalties that arise in an enforcement action.

In May 2019, OFAC issued A Framework for OFAC Compliance
Commitments, a new guidance document outlining the key features of a
sanctions compliance program. The Framework adopts key elements that
are generally common to compliance programs, identifying five key
elements: (1) a firm compliance commitment from management; (2) a risk
assessment that serves as the basis for the company’s compliance program;
(3) internal controls, such as policies and procedures; (4) testing and
auditing to evaluate the program’s effectiveness on an ongoing basis; and
(5) annual training for relevant employees, with more frequent training to
be provided if required by the company’s risk profile. The guidance builds
upon OFAC’s risk matrices, adopted by OFAC in 2006 and later affirmed in
OFAC’s Economic Sanctions Enforcement Guidelines, which provide
guidance on how a financial institution can assess whether its business

model presents low, moderate, or high sanctions risk.4?

The Framework provides a particular emphasis on the importance of
risk assessments; that is, a company’s ability to effectively identify and
address risks that result from its particular management structure, business
partners, and business activities. Therefore, before a company designs and
implements an economic sanctions compliance program, it should conduct
a risk assessment. The Framework explains that, while there is no one-size-
fits-all approach to conducting a risk assessment, OFAC has high
expectations of how most companies should approach risk assessments.

The Framework is generally consistent with other government
enforcement agency guidance in other compliance areas, such as anti-
corruption. It includes some sanctions-specific perspectives however. The
Framework identifies common root causes of noncompliance, including
different standards and awareness between U.S. and non-U.S. business
partners. The Framework also focuses on facilitation risks, noting that areas
presenting a high risk of prohibited facilitation often result from the
company’s corporate and management structure as well as its provision of
consolidated support functions, including human resources, information
technology, and financial administration. Another notable observation is the



Framework’s suggestion that compliance policies focus on influencing the
behavior of counter-parties and encouraging compliant behavior by its
agents, customers, and vendors.

1.10 Voluntary Self-Disclosures, Enforcement, and Penalties

When a compliance program fails to prevent a violation of U.S. economic
sanctions, a company or an individual must decide whether to disclose the
violation to OFAC. While circumstances may exist where a person may
choose not to self-disclose, OFAC considers voluntary self-disclosures as a
strong mitigating factor. Penalties are often significantly lower in
enforcement actions where voluntary self-disclosures occur.

(a) Voluntary Self-Disclosures

OFAC’s determination of whether a self-disclosure is “voluntary” depends
largely on two factors. A self-disclosure is likely to be deemed voluntary if
the disclosed information would not have otherwise been available to
OFAC and if no other person had an obligation to report the information to
OFAC. Pursuant to OFAC’s Economic Sanctions Enforcement Guidelines,
the potential civil penalty amount from the voluntary portion of a self-

disclosure will be reduced by 50 percent.”°

OFAC will not view a self-disclosure as “voluntary” if a mandatory
report is required of, and is ultimately made by, another participant in a
transaction (such as an intermediary bank in a funds transfer) or even if
OFAC learns of the matter from another source, including another agency.
Nevertheless, even in such cases, strong cooperation with OFAC may lead
to very substantial (25%—40%) mitigation of the base amount of a penalty,

pursuant to OFAC’s Economic Sanctions Enforcement Guidelines.>!

While OFAC does not prescribe the format for voluntary self-
disclosures, a voluntary self-disclosure should provide OFAC the facts and
context of a potential violation, including the parties and transactions
involved, and the results of the transaction. When a determination is made
to file a voluntary self-disclosure and an internal investigation will be
required, it is generally advisable to notify OFAC of the potential violation
as soon as it is discovered through an abbreviated initial filing that
identifies the potential violation and states that further information will be



submitted in the future. This avoids the possibility that OFAC or a third
party participant in the transaction will become aware of the issue and
report it first, which could potentially destroy the “voluntary” nature of the
self-disclosure and resulting mitigation.

If an abbreviated initial filing is submitted, OFAC requires that a final
report containing full details required for the case’s adjudication be

submitted within “a reasonable time.”®? This time period depends on the
circumstances; however, many practitioners apply a “rule of thumb” of 60
to 90 days after the initial filing absent special circumstances (which should
be discussed on a continuing basis with the OFAC case agent). If the
disclosing party is engaged in business where it is required to certify to
potential customers that it has had no allegations or findings of legal
violations, it may be helpful to request that no pre-penalty notice be issued
and that settlement negotiations commence immediately. If a settlement is
reached under this approach, OFAC’s settlement agreement and website
publicity will indicate no allegation or finding of violations and will speak
in neutral terms of “apparent violations” (meaning “actual or possible”)

rather than “alleged violations” (meaning “alleged by OFAC”).>3

(b) Enforcement

An enforcement case for violations of U.S. economic sanctions may be
triggered by a self-disclosure by a potential violator, by a report from a third
party (private, state, federal or foreign), or by the U.S. government’s own
investigation. Federal criminal prosecutions for violations of U.S. economic
sanctions are handled by the DOJ. However, OFAC’s Economic Sanctions
Enforcement Guidelines establish the procedures and concepts applicable to
enforcement matters handled by OFAC. These guidelines provide a number
of “general factors” used by OFAC to determine the gravity of a violation,
including whether it is an “egregious case” deserving the maximum civil
penalty available. The general factors also suggest certain mitigating or
aggravating circumstances that OFAC will consider.

Where no self-disclosure has been received, an OFAC enforcement
action typically starts with an administrative subpoena (also called a 602
request, from its regulatory citation, 31 C.F.R. § 501.602). A 602 request
requires the recipient to provide a report with information and documents
about a specific transaction or series of transactions. The subpoena specifies



the scope of information that the report should contain, the documents that
must be submitted and the time period for response. Although it is very
rarely exercised, OFAC also has the authority to require the recipient of the
602 request, also known as the respondent, to be present at a hearing.
Failure to comply with a 602 request is itself a violation of OFAC’s
regulations and could result in a penalty.

If the respondent fails to answer or to cooperate in the investigation by
OFAC’s Sanctions Compliance & Evaluation Division (for financial
institution respondents) or Enforcement Division (for other respondents),
OFAC may send a pre-penalty notice to the respondent. The pre-penalty
notice states the alleged violations (which may include failure to respond to
a 602 request), the relevant general factors, the maximum penalty to which
the respondent could be subjected, the civil penalty proposed for the
respondent (based on the information then currently known to OFAC), and
the deadline for a required response. The respondent may then respond to
the pre-penalty notice’s elements and furnish relevant documents to support
its assertions before that deadline. For potential violations of IEEPA-based
economic sanctions programs, the response will be due in 30 days. For
violations of the TWEA-based program against Cuba, the response will be
due in 60 days. (Either period may be extended for good cause.) The
respondent can also contact OFAC to request that negotiations toward
settlement of the allegations in the pre-penalty notice commence and that no
final penalty notice be issued while those negotiations are continuing.

If OFAC does not receive a timely response to a pre-penalty notice from
the respondent, OFAC will likely issue a final penalty notice requiring
payment of the penalty amount proposed in the pre-penalty notice. For
cases involving a violation of an IEEPA-based economic sanctions
program, this final agency action triggers the right to appeal into the
appropriate federal district court to challenge OFAC’s determination. A
request to OFAC for reconsideration is also possible. For violations of the
TWEA-based program against Cuba, a respondent has a right to appeal to
an administrative law judge, but the determination of that administrative
law judge can be overturned by a non-OFAC Treasury Department official.
The decision of that Treasury Department official constitutes a final agency
action, which may be appealed to a federal district court.

(c) Penalties and Non-penalty Outcomes



Violations of U.S. economic sanctions are resolved through a combination
of civil and criminal enforcement tools. On the civil side, OFAC’s
enforcement authority consists of the right to levy civil monetary penalties
under the President’s statutory authority to impose economic sanctions.
This authority is found in IEEPA, TWEA, and special purpose economic
sanctions statutes, such as the Foreign Narcotics Kingpin Designation Act

(Kingpin Act).>* Maximum civil penalties vary widely. For the Cuba

program under TWEA, the maximum penalty per violation is $97, 529.%°
For IEEPA programs, the maximum penalty per violation is the greater of

$330,947 or twice the value of the violative transaction.”® Under the

Kingpin Act, the maximum penalty is $1,644,396.°” Each maximum
penalty is annually updated to reflect inflation adjustments.

Additionally, the DOJ can initiate its own investigations and criminal
prosecutions for violations of U.S. economic sanctions. Furthermore, OFAC
and the other federal agencies with enforcement responsibility for violations
of OFAC economic sanctions (such as the Department of Homeland
Security’s U.S. Customs and Border Protection, the Federal Bureau of
Investigation, and the Department of Commerce’s Office of Export
Enforcement) can refer serious cases to the DOJ. As part of the adoption of
CISADA, the criminal penalties for most U.S. economic sanctions
violations were made uniform and now result in fines of up to $1 million
and/or 20 years of imprisonment. (Maximum Kingpin Act fines are up to
$10 million and/or 30 years of imprisonment.) Moreover, criminal
prosecutions may result in the forfeiture of property involved in a violation.

Frequently, however, enforcement cases are resolved through the
respondent’s negotiation of a settlement with OFAC. These settlements can
result in the payment of a settlement amount without a finding or admission
of a violation. Other possible outcomes established in OFAC’s enforcement
guidelines include taking no action, cautionary letters warning the
respondent to be more vigilant, a formal finding of a violation, or other
administrative actions (such as a cease and desist order issued by OFAC or
a denial, suspension, modification, or revocation of an OFAC license).
OFAC will often publish a notice providing the public with the facts related
to the violation, including mitigating and aggravating factors and any

penalties paid.>®



1.11 Conflicts with Non-U.S. Laws

As noted earlier, compliance with U.S. economic sanctions outside the
United States may violate local non-U.S. laws in certain cases. These non-
U.S. laws may prohibit discrimination based on nationality or prohibit the
application of extraterritorial laws if they contravene domestic public
policy. They also may specifically identify and prohibit compliance with
particular U.S. economic sanctions laws and regulations.

These conflicts of law issues can be particularly problematic. The fact
that compliance with U.S. economic sanctions may violate an applicable
non-U.S. law does not, however, excuse noncompliance under U.S. law.
The preamble to OFAC’s Economic Sanctions Enforcement Guidelines
states:

OFAC does not agree that the permissibility of conduct under the applicable laws of another
jurisdiction should be a factor in assessing an apparent violation of U.S. laws. In cases where
the applicable laws of another jurisdiction require conduct prohibited by OFAC economic
sanctions (or vice versa), OFAC will consider the conflict under [a general factor], which
provides for the consideration of relevant factors on a case-by-case basis. OFAC notes that
Subject Persons can seek a license from OFAC to engage in otherwise prohibited transactions
and that the absence of such a license request will be considered in assessing an apparent

violation where conflict of laws is raised by the Subject Person.”?

While potentially applicable to any U.S. economic sanctions program,
conflicts of law issues are particularly common in connection with the
CACR and the ITSRs because of their explicit requirement for
extraterritorial compliance by non-U.S. subsidiaries of U.S. firms.

In response to the United States’ extraterritorial assertion of jurisdiction
with respect to Cuba, the European Union, Canada, and Mexico adopted
measures that prohibit compliance with U.S. economic sanctions against
Cuba. Through the European Union’s Council Regulation (EC) No. 2271/96
(EU Blocking Statute), Canada’s Foreign Extraterritorial Measures Act
(FEMA), Mexico’s Law of Protection of Commerce and Investments from
Foreign Policies that Contravene International Law (Antidote Law), and
other related laws and implementing orders, these governments made it
unlawful for persons in their territories to comply with certain aspects of the
U.S. economic sanctions against Cuba. FEMA, the Antidote Law, and, to a
lesser extent, the EU Blocking Statute require domestic government
notification under certain circumstances (such as requests for cooperation
with U.S. government investigations or requests by a U.S. parent company



that the non-U.S. subsidiary comply with U.S. economic sanctions against
Cuba).

In 2018, the European Commission expanded the EU Blocking Statute
to counteract the extraterritorial effects of the United States’ reimposition of
sanctions on Iran. After the United States announced in May 2018 that it
would withdraw from the Iran nuclear deal (Joint Comprehensive Plan of
Action) and reimpose sanctions on Iran, including secondary sanctions on
non-U.S. persons who conduct business with or in Iran, the European
Commission adopted an expanded Blocking Statute (Commission
Delegated Regulation (EU) No. 2018/1100) forbidding EU persons from
complying with U.S. sanctions on Iran, allowing EU economic operators to
recover damages arising from U.S. extraterritorial sanctions, and nullifying
the effect in the European Union of any foreign court rulings purporting to

enforce U.S. sanctions on Iran.%° Each EU member state is responsible for
the implementation and enforcement of the amended EU Blocking Statute,
including the application of penalties. Some member states have adopted
more stringent measures than other states. These blocking laws are
addressed in more detail in Chapter 9 of the Handbook.

The extraterritorial effect of the Trump administration’s May 2019
announcement that it would cease waiving Title III of the 1996 Helms-
Burton Act has also sparked an international response, particularly from the
European Union and Canada. Under this action, U.S. citizens are now
permitted to file lawsuits against companies that benefited from properties
seized by the Cuban government. The EU Blocking Statute, as originally
adopted, prohibited compliance and enforcement of the Helms-Burton Act,
and the change in U.S. policy brings these provisions to life. The EU also
threatened to seek further relief from the Trump administration’s policy at
the World Trade Organization. Similarly, under FEMA, the Canadian
attorney general prohibited persons from complying with the Helms-Burton
Act and authorized the imposition of significant fines for violations (up to
approximately US$1.15 million per violation for corporations;
approximately US$115,000 and five years in prison per violation for
individuals). Canadian persons are also permitted to file counterclaims
against Helms-Burton claimants in Canadian court.

While there is no fully effective resolution of these conflicts of law
issues for multinational companies, more workable solutions are generally



customized and unique to the specific circumstances under which the
conflicts arise.
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Appendix A

Chart of Country/Territory Programs

U.S. Economic Sanctions Currently in Place (as of July 22, 2022)

China

China has recently been targeted by a variety of U.S. economic sanctions measures in response to
the country’s interference in Hong Kong, see, for example, E.O. 13936, Hong Kong Autonomy Act
(HKAA) (P.L. 116-149), and human rights abuses against Muslim ethnic minorities in the Xinjiang
province in northwest China, see, for example, E.O. 13818, Uyghur Human Rights Policy Act of
2020 (P.L. 116-145). These measures include SDN designations and restrictions on U.S. travel. A
newly enacted U.S. law (HKAA) also authorizes OFAC to impose secondary sanctions on foreign
financial institutions that conducted a significant transaction with certain individuals designated by
the State Department. The U.S. also restricts dealing in the securities of certain Chinese companies
identified as operating in the defense and related material sector or the surveillance technology
sector of the PRC economy.

Other U.S. federal agencies have also taken actions targeting certain exports and re-exports,
suspending the Fulbright exchange program with regard to China and Hong Kong, and suspending
preferential treatment for Hong Kong under U.S. trade laws.

Primary sanctions apply to:
» U.S. entities
» U.S. citizens
» U.S. permanent residents
 Persons in the United States
+ Foreign branches of U.S. entities

Principal Prohibitions Select Exemptions and Observations

Primary

» Any transaction involving publicly traded
securities, derivatives of such securities, or
any securities designed to provide
investment exposure to such securities of
companies determined to be operating in the
defense and related material sector and




surveillance technology sector of the PRC

economy (E.O. 14032, 31 C.F.R. 586)

 The following persons may be designated as

SDNs:

— Persons determined to be involved, directly
or indirectly, in the coercing, arresting,
detaining, or imprisoning of individuals
under the authority of, or to be or have been
responsible for or involved in developing,
adopting, or implementing, the China
National Security Law (E.O. 13936)

— Persons who with respect to Hong Kong are
determined to be responsible for, complicit
in, or to have engaged in (1) actions or
policies that undermine democratic
processes or institutions; (2) actions or
policies that threaten the peace, security,
stability, or autonomy; (3) censorship that
restricts the exercise of freedom of
expression or assembly or that limits access
to free and independent print, online, or
broadcast media; or (4) extrajudicial
rendition, arbitrary detention, or torture or
other gross violations of internationally
recognized human rights or serious human
rights abuse (E.O. 13936)

— Persons determined to be leaders or officials
of entities, including government entities,
that have engaged in or supported the
preceding activities, which are owned or
controlled by or have acted on behalf of
entities designated under this sanctions
authority, or who are members of the board
of directors or a senior executive officer of
entities designed under this sanctions
authority (E.O. 13936)

— Persons who are materially contributing to,
have materially contributed to, or attempts
to materially contribute to the failure of the
government of China to meet its
international obligations regarding Hong
Kong as identified by the State and Treasury
Departments (Hong Kong Autonomy Act
(HKAA))

— Persons responsible for or complicit in, or
have directly or indirectly engaged in,
serious human rights abuses (E.O. 13818)

Secondary




 Foreign financial institutions that knowingly
conduct a significant transaction with a
foreign person identified by the State and
Treasury Departments pursuant to the
HKAA (HKAA)

Cuba

U.S. measures against Cuba are implemented under the United States’ most long-standing
comprehensive country-based program, and which is authorized under the Trading with the Enemy
IAct. In 2014, the Obama administration moved to normalize relations with Cuba, lifting select U.S.
sanctions against the country. In 2017, the Trump administration rolled back some of the Obama
administration’s efforts to normalize relations with Cuba and introduced new sanctions. The Trump
administration imposed additional sanctions in 2019 and 2020 in response to the Cuban
government’s support of Nicolas Maduro’s regime in Venezuela and human rights abuses carried out
by the Cuban regime. The Trump administration also relisted Cuba as a State Sponsor of Terrorism

in January 2021.

Primary sanctions apply to:

» U.S. entities

» U.S. citizens

» U.S. permanent residents

* Persons in the United States

» Foreign branches of U.S. entities

+ Foreign entities that are owned/controlled by U.S. persons (subsidiaries of U.S. entities)
» Foreign entities/persons involved in a transaction of property subject to U.S. jurisdiction

15 C.F.R. Part 746
31 C.F.R. Part 515

Principal Prohibitions

Select Exemptions and Observations

Primary

Exports or re-exports of goods, technology,
and services (sections 515.201, 746.1(1),
and 746.2)

Direct and indirect imports from Cuba
(section 515.204)

Transactions involving property in which
Cuba or a Cuban national has an interest
(sections 515.201 and 515.202)
Transactions with Cuban nationals, even
those not physically located in Cuba (section
515.201)

Cuban property in possession/control of a
U.S. person is blocked (section 515.205)
Travel to Cuba without a license (section
515.420)

Approval or facilitation of transactions by
non-U.S. persons that are prohibited as to
U.S. persons (section 515.201)

» General observation: specific licenses and,
in some cases, general licenses are available
for certain activities. Both the Office of
Foreign Assets Control (OFAC) and the
Bureau of Industry and Security (BIS)
continue to regulate in this area, and both
sets of rules need to be consulted in
determining whether a particular activity
will qualify for a specific or general license.

» Some areas of activity that may be subject
to a license include infrastructure projects
(except tourism-related infrastructure),
healthcare, sanitation, and activity that
fosters the Cuban private sector. Some other
specific areas are:

+ Transactions related to the dissemination of
informational materials (sections 515.206
and 515.545)




. Transactions with entities and sub-entities + Transactions ordinarily incident to a
identified on the State Department’s Cuba licensed transaction, with certain exceptions
Restricted List (section 515.209) (section 515.421)

* Processing remittances through any entity + Certain transactions relating to intellectual
on the Cuba Restricted List (31 C.F.R. property (section 515.527)

515.421) + Transactions incident to the exportation of

+ Transactions involving “U-turn items from the United States or the re-
transactions” (section 515.584(d)) exportation of items from a third country,

+ Transactions with entities identified on the with certain exceptions (section 515.533)
State Department’s Cuba Prohibited  Transactions incident to the establishment of
Accommodations List (section 515.210) facilities to provide telecommunications

* License is required for the export of all services linking the United States and Cuba
items subject to the EAR, with certain (section 515.542)
exceptions (section 746.2) » Travel to Cuba within 12 existing travel

+ Exports from a third country of a foreign- categories, such as educational, journalistic,
made product with more than 10 percent and religious activities, without case by case
controlled de minimis U.S. content (15 specific licensing (section 515.560)

C.F.R. part 734) » Travel to Cuba for group people to people
education and other academic educational
Secondary activities (section 515.565)
« N/A « Provision of authorized travel and carrier
services by travel agents and airlines
(section 515.572)

» Export of certain services incident to
internet-based services (section 515.578)

* Physical presence and operations in Cuba in
support of authorized activities (section
515.573)

» Use of U.S. credit and debit cards in Cuba
for authorized travel-related transactions
(section 515.584)

Iran

Since 1995, the United States has maintained comprehensive economic sanctions against Iran. These
sanctions are implemented through the Iranian Transactions and Sanctions Regulations (the ITSRs,
or Regulations, 31 C.F.R. part 560). The United States has also imposed secondary sanctions against
[ran in response to its nuclear weapons program and malign activities. Under the Joint
Comprehensive Plan of Action (“Iran Nuclear Deal”), the United States lifted some of its primary
and secondary sanctions against Iran in January 2016. In May 2018, President Trump withdrew the
United States from the Iran Nuclear Deal and reimposed nearly all sanctions that had been lifted|
under the Iran Nuclear Deal. Thereafter, the Trump administration issued additional sectoral
sanctions to target various aspects of Iran’s economy, including Iran’s construction, mining,
manufacturing, energy, and financial sectors. The Biden administration is engaging in negotiations
with Iran related to restarting the Nuclear Deal, but no agreement has been reached at present.

Primary sanctions apply to:
» U.S. entities
» U.S. citizens
» U.S. permanent residents
* Persons in the United States




* Foreign branches of U.S. entities

» A U.S. parent may be sanctioned for actions of controlled foreign subsidiaries in Iran

prohibited as to the parent company

» Foreign persons are subject to controls on U.S. goods and technology and may not procure

U.S.-based services for activity in Iran

31 C.E.R. Part 560
15 C.ER. Part 746 (export controls)

Principal Prohibitions

Select Exemptions and Observations

Primary

Direct or indirect exports or re-exports to
Iran or the government of Iran of goods,
technology (including technical data or other
information subject to the Export
Administration Regulations (EAR)), or
services (including brokerage) from the
United States or by a U.S. person wherever
located (section 560.204)

Exports or re-exports of goods, technology,
or services from the United States to a third
country with knowledge or reason to know
that the goods are intended for Iran or that
the third country entity sells predominantly
to Iran (section 560.204) (predominant sales
exist where Iran is the largest market for that
entity)

Direct or indirect imports of goods or
services of Iranian origin (section 560.201)

Dealing abroad. Transactions or dealings by
U.S. persons, wherever located, in goods,
technology, or services of Iranian origin, or
goods, technology, or services directly or
indirectly destined for Iran or the
government of Iran (section 560.206)
Transshipment of goods through Iranian
territory to third countries (section 560.403)
New investments in Iran and property or
entities owned by the government of Iran
(section 560.207)

Approval, financing, facilitation, or
guaranteeing of transactions by U.S. persons
for transactions by non-U.S. persons that are
prohibited as to U.S. persons (sections
560.208 and 560.417)

Actions designed to evade the sanctions
(section 560.203(a))

Imports or exports of gifts valued at $100 or
less (section 560.506)

Imports or exports of information or
informational materials (section 560.210(c))
Personal communication, which does not
involve the transfer of anything of value
(section 560.210(a))

Re-exports by non-U.S. persons of low-
level goods or technology to Iran, provided
that the goods were not exported to a third
country for the purpose of re-exporting the
goods to ITran, and provided the goods are
not subject to U.S. export licensing
requirements (sections 560.204 and
560.205)

Re-exports from a third country to Iran by
non-U.S. persons of U.S. goods or
technology that have been substantially
transformed into a foreign-made product
outside the United States (section
560.205(b)(1))

Re-exports from a third country to Iran by
non-U.S. persons of foreign-made products
containing de minimis (below 10 percent)
levels of “controlled” U.S. content (sections
560.205(b)(2) and 560.420)

Certain transactions related to patents,
trademarks, and copyrights (section
560.509)

Exportation of certain medicine and medical
supplies (section 560.530(a)(3)(i))
Exportation of certain agricultural
commodities (section 560.530(a)(2)(i))
Certain transactions related to humanitarian
efforts (Gen. License 8A; see also section
560.210(b))

Transactions involving Iranian financial
institutions designated pursuant to E.O.
13902 that are authorized, exempt, or
otherwise not prohibited under the Iranian




» Exports from a third country of a foreign-
made product with more than 10 percent
controlled U.S. content (15 C.F.R. part 736)

+ Significant transactions by U.S. persons
related to the iron, steel, aluminum, or
copper sectors of Iran (E.O. 13871)

+ Significant transactions by U.S. persons
related to the construction, mining,
manufacturing, textiles, or financial sectors
of the Iranian economy (E.O. 13902; see
also https://ofac.treasury.gov/recent-
actions/20201008)

* Transactions involving the purchase of
certain oil, petroleum, or petrochemical
products from Iran or transactions with the
National Iranian Oil Company or Naftiran
Intertrade Company (E.O. 13622, E.O.
13846)

* Transactions with Iranian Specially
Designated Nationals and Blocked Persons
(SDNs), including but not limited to Iranian
government entities

* Iran Sanctions Act (as amended, 50
U.S.C. 1701 App.) makes 31 C.F.R. part
560 applicable to all entities controlled by
U.S. persons

* Subjects to sanctions U.S. persons who
engage in trade with Iran with respect to the
procurement of Iranian petrochemical
products and the supply to Iran of
petrochemical products above certain dollar
thresholds

Secondary
U.S. secondary sanctions generally fall into two
categories. First, those aimed at hindering

Iran’s revenue generating capacity, such as:

+ Significant transactions, by non-U.S.
persons, related to the iron, steel, aluminum,
copper, construction, mining,
manufacturing, textiles, or financial sectors
of Iran (E.O, 13871, E.O. 13902; see also
https://ofac.treasury.gov/recent-
actions/20201008)

» Any person that, on or after August 7, 2018,
knowingly engages in any significant
financial transaction for the sale, supply, or
transfer to Iran of significant goods or

Transactions and Sanctions Regulations
(Gen. License L)



https://ofac.treasury.gov/recent-actions/20201008
https://ofac.treasury.gov/recent-actions/20201008

services used in connection with the

automotive sector of Iran (E.O. 13846)

Any person that, on or after November 5,

2018, knowingly engages in any significant

financial transaction for the purchase,

acquisition, sale, transport, or marketing of
petroleum, petroleum products, or

petrochemical products from Iran (E.O.

13846)

Any person that materially assists, sponsors,

or provides financial, material, or

technological support for, or goods or
services in support of, the purchase or
acquisition of U.S. bank notes, precious
metals, precious stones, or precious jewels

by the government of Iran (E.O. 13846, E.O.

13645)

Any person who knowingly provides

significant financial, material, technological,

or other support to, or goods or services in
support of, any activity or transaction on
behalf of designated persons involved in the
energy, shipping, or shipbuilding sectors of

Iran (E.O. 13846)

Any person who knowingly engages in the

sale, supply, or transfer to or from Iran of

raw and semi-finished metals, graphite, coal,
and software for integrating industrial
processes to be used in connection with the
construction sector in Iran or certain
strategic materials designated by the State

Department (Iran Freedom and Counter

Proliferation Act of 2012, P.L.. 112-239,

sections 1245-1246)

Any foreign financial institution who

knowingly conducts or facilitates any

significant financial transaction involving
various aspects of the Iranian economy,
including but not limited to:

— significant goods or services used in
connection with iron, steel, aluminum, or
copper sectors of Iran, or for or on behalf of
any person whose property and interests in
property are blocked pursuant to E.O. 13871
(E.O. 13871)

— significant goods or services used in
connection with the construction, mining,
manufacturing, or textiles sectors of the
Iranian economy, or for or on behalf of any
person whose property and interests in




property are blocked pursuant to E.O. 13902
(E.O. 13902)

— the sale, supply, or transfer to Iran of
significant goods or services used in
connection with the automotive sector of
Iran, on or after August 7, 2018 (E.O.
13846)

— the purchase, acquisition, sale, transport, or
marketing of petroleum, petroleum
products, or petrochemical products from
Iran, on or after November 5, 2018 (E.O.
13846)

— the purchase or sale of Iranian rials, or any
financial institution that maintains
significant funds outside of Iran
denominated in Iranian rial on or after
August 7, 2018 (E.O. 13846)

Second, those responding to the regime’s

malign activities, including:

» Any entity or person who facilitates or
finances a transaction involving the supply,
sale, or transfer, directly or indirectly, to or
from Iran, or for the use in or benefit of Iran,
of arms or related material, including spare
parts (E.O. 13949)

» Any foreign financial institution that
conducts significant transactions with the
Islamic Revolutionary Guard Corps or any
of its agents or affiliates sanctioned by the
United States (Comprehensive Iran
Sanctions, Accountability, and Divestment
Act, P.L. 112-239, section 104)

» Any foreign financial institution that
facilitates the government of Iran’s efforts to
acquire or develop weapons of mass
destruction or delivery systems, or to
provide support for organizations designated
as foreign terrorist organizations
(Comprehensive Iran Sanctions,
Accountability, and Divestment Act, P.L.
112-239, section 104)

North Korea

The United States has imposed comprehensive sanctions against North Korea, restricting most trade
in goods and services, financial transactions, and arms sales and transfers. New U.S. investment in
INorth Korea is also prohibited. During his term, President Trump imposed a variety of secondary
sanctions to in response to certain North Korea actions.

Primary sanctions apply to:
» U.S. entities




» U.S. citizens

» U.S. permanent residents

* Persons in the United States

» Foreign branches of U.S. entities

» Foreign persons subject only to controls on U.S. goods

31 C.E.R. Part 510
15 C.E.R. Part 746 (export controls)

Principal Prohibitions

Select Exemptions and Observations

Primary

Property blocked as of June 16, 2000,
remains blocked (dection 510.201(a)(2))
Transactions with North Korean vessels are
prohibited, as are transactions with persons
involved in the North Korean regime’s illicit
activities (sections 510.207, 510.201(a)(3))
Imports of North Korean-origin goods
(including indirect) without OFAC’s prior
approval (31 C.F.R. section 500.586(a))
Exports of goods, services, and technology
by a U.S. person to North Korea (section
510.206)

New investment in North Korea by U.S.
persons without a license (section 510.209)
Approval, financing, facilitation, or
guarantee by a U.S. person of a transaction
by a foreign person (section 510.211)
Funds that pass through a foreign bank
account owned, controlled, or used by a
North Korean person required to be blocked
by U.S. financial institutions (section
510.210)

Secondary

Any person who operates in the
construction, energy, financial services,
fishing, information technology,
manufacturing, medical, mining, textiles, or
transportation industries in North Korea
(section 510.201(a)(3)(V)(A))

Any person who owns, controls, or operates
any port in North Korea, including any
seaport, airport, or land port of entry
(section 510.201(a)(3)(v)(B))

Any person who has engaged in at least one
significant importation from or exportation
to North Korea of any goods, services, or
technology (section 510.201(a)(3)(v)(C))
Any foreign financial institution that

* Imports of items from North Korea into the
United States with OFAC’s permission
(section 510.205(b)(2))

» Any transaction necessary to comply with
U.S. obligations under international
agreements (section 510.213(f))

* Activities subject to the reporting
requirements under the National Security
Act of 1947 or to any authorized
intelligence activities of the United States
(section 510.213(f))




knowingly conducts or facilitates any
significant transaction with a blocked North
Korean person or any transaction in
connection with trade with North Korea
(section 510.210(b))

* Any person involved in certain North-
Korea-related activities, including persons
who, directly or indirectly, maintain a
correspondent account with any North
Korean financial institution, except as
specifically approved by the United Nations
Security Council (section 510.201(a)(3)(vii)
(N)), and persons who, directly or indirectly,
import, export, or re-export luxury goods to
or into North Korea (section 510.201(a)(3)
(vii)(D))

» Any foreign financial institution that, on or
after April 18, 2020, knowingly provides
significant financial services to any person
designated for the imposition of sanctions
with respect to North Korea (section
510.210(c))

Specially Designated Nationals and Blocked Persons

OFAC designates sanctions targets for inclusion on its SDN list. Individuals from the following
countries and programs are currently listed on the SDN list:

Afghanistan, Balkans, Belarus, Burma, Central African Republic, China, Cuba, Democratic
Republic of the Congo, Ethiopia, Hong Kong, Iran, Iraq, Lebanon, Libya, Mali, Nicaragua,
North Korea, Russia, Somalia, South Sudan, Sudan, Syria, Ukraine, Venezuela, Yemen,
Zimbabwe, terrorists, rough diamond traders, cyberattackers, narcotics traffickers, human
rights violators, actors involved in corruption, transnational criminal organizations, weapons
of Mass destruction proliferators, foreign interferers in U.S. elections

Primary sanctions apply to:

» U.S. entities

» U.S. citizens

+ U.S. permanent residents

* Persons in the United States

+ Foreign branches of U.S. entities

* For Cuba and Iran, foreign subsidiaries of U.S. firms

Various executive orders and regulations. List is maintained by OFAC at
https://sanctionssearch.ofac.treas.gov/.

Principal Prohibitions Select Exemptions and Observations

Primary + Transactions involving the export or import

+ Transfer of assets and property in which of informational materials are permitted
such persons/entities have an interest (see, e.g., section 542.206(b))



https://sanctionssearch.ofac.treas.gov/

Financial or technical assistance to these
persons/entities

* Dealings or any business transactions with
these persons/entities

» Approval or facilitation of transactions by
non-U.S. persons that are prohibited as to
U.S. persons

* Actions designed to evade the sanctions

* Any entity owned 50 percent or more by a
blocked entity is also automatically
blocked by operation of law

Secondary

» May apply to significant transactions
involving SDNss, particularly those in Iran or
Russia

Transactions involving humanitarian, safety,
and sanitation-related goods and services to
certain SDNs (see, e.g., OFAC FAQ 830-
33)

Syria

The United States has maintained a comprehensive program against Syria since 2011. Prior to that
point there had been targeted sanctions stemming from Syria’s designation as a state sponsor of
terrorism, as well as strict export controls since 2004.

More recently, in June 2020, the Trump administration issued regulations pursuant to the
Caesar Syria Civilian Protection Act (P.L. 116-92, sections 7411-7413), named for a photographer
who documented the Syrian regime’s torture against civilians. The Caesar Act authorized the
President to imposed various secondary sanctions.

Primary sanctions apply to:

» U.S. citizens

» U.S. entities

» U.S. permanent residents

* Persons in the United States

+ Foreign branches of U.S. entities

31 C.F.R. Part 542
15 C.E.R. Part 746 (export controls)

Principal Prohibitions Select Exemptions and Observations

Primary .

Personal communications and informational

* All transactions with the government of
Syria are prohibited as to U.S. persons

 All imports, transactions, and dealing of
Syrian petroleum or petroleum products are
prohibited (sections 542.208 and 542.209)

» The export of services to Syria are
prohibited as to U.S. persons (section
542.207)

» All investment in Syria is prohibited as to
U.S. persons (section 542.206)

materials are exempt (section 542.211)
Transactions necessary and ordinarily
incident to publishing (section 542.532)
Authorizes transactions related to the
prevention, diagnosis, and treatment of
Covid-19 through June 17, 2023 (Gen
License 21A)




Facilitation of transactions by non-U.S.
persons that are prohibited as to U.S.
persons (section 542.210)

Prohibition on export to Syria of all items on
the Commerce Control List and the export to
Syria of products of the United States, other
than food and medicine (section 746.9)
Exports from a third country of a foreign-
made product with more than 10 percent
controlled U.S. content (15 C.F.R. part 736)

Secondary

Any foreign person who knowingly
provides significant financial, material, or
technological support to, or knowingly
engages in a significant transaction with the
government of Syria (including any entity
owned or controlled by the government of
Syria); a foreign person that is a military
contractor, mercenary, or a paramilitary
force knowingly operating in a military
capacity for or on behalf of the government
of Syria, Russia, or Iran; or a foreign person
subject to sanctions with respect to Syria
(Caesar Syria Civilian Protection Act, P.L.
116-92, section 7412(a)(2)(A))

Any foreign person who knowingly sells or
provides significant goods, services,
technology, information, or other support
that significantly facilitates the maintenance
or expansion of the government of Syria’s
domestic production of natural gas,
petroleum, or petroleum products (P.L. 116-
92, section 7412(a)(2)(B))

Any foreign person who knowingly sells or
provides aircraft or spare aircraft parts that
are used for military purposes in Syria for or
on behalf of the government of Syria to any
foreign person operating in an area directly
or indirectly controlled by the government
of Syria or foreign forces associated with the
government of Syria (P.L. 116-92, section
7412(a)(2)(C))

Any foreign person who knowingly
provides significant goods or services
associated with the operation of aircraft that
are used for military purposes in Syria for or
on behalf of the government of Syria to any
foreign person operating in an area




described in section 7412(a)(2)(C) (P.L.
116-92, section 7412(a)(2)(D))

* Any foreign person who knowingly, directly
or indirectly, provides significant
construction or engineering services to the
government of Syria (P.L. 116-92, section
7412(a)(2)(E))

[Ukraine/Russia

In 2014, the United States imposed sanctions on Russia and certain persons in Ukraine in response to
Russia’s occupation and annexation of Crimea, a region in Ukraine. The program was later expanded
in 2017 under the Countering America’s Adversaries Through Sanctions Act (CAATSA) (P.L. 115-
14), which imposed additional sanctions in response to Russia’s involvement in the Syrian civil war,
interference with the 2016 U.S. election, and poisoning of a former agent. In 2022, in response to
Russia’s invasion of Ukraine and occupation of the Donetsk and Luhansk regions of Ukraine, the
United States imposed additional sanctions, largely in coordination with its allies. Today, the United
States’ comprehensive program against Russia includes both primary and secondary sanctions,
sectoral sanctions to target specific aspects of the Russian economy, and bans on investment in
Russia, the provision of certain services in Russia, and the import from and export to Russia of
various products.

As well, there are comprehensive sanctions applicable to the Crimea, Donetsk, and Luhansk

regions of Ukraine.

Primary sanctions apply to:
» U.S. entities
» U.S. citizens
» U.S. permanent residents
* Persons in the United States
+ Foreign branches of U.S. entities

15 C.ER. Part 746
31 C.E.R. Part 587
31 C.F.R. Part 589

 Foreign persons are subject to controls on U.S. goods and technology

Principal Prohibitions

Select Exemptions and Observations

Primary

* All transactions with designated blocked
persons and entities deemed to be
contributing to the situation in Ukraine
(sections 589.201 and 587.201)

» All new investment in the Crimea, Donetsk,
and Luhansk regions of Ukraine by a U.S.
person (E.O. 13685, E.O. 14065)

» The importation into the U.S., directly or
indirectly, of any goods, services, or
technology from the Crimea, Donetsk, and
Luhansk regions of Ukraine (E.O. 13685,
E.O. 14065)

* General observations: The Russian
sanctions operate on many levels targeting
the political leadership of Russia; oligarchs
and their families; and financial, defense,
and energy sectors of the Russian economy.
Commercial activity in Russia is permitted
generally. However, major Russian
companies, including most large Russian
financial institutions, are subject to
sanctions, which create significant practical
and legal challenges to conducting business
in Russia. Diligence is warranted to ensure
that there is no inadvertent conflict with




The export, sale, or supply, directly or
indirectly, from the U.S. or by a U.S. person
of any goods, services, or technology to the
Crimea, Donetsk, and Luhansk regions of
Ukraine (E.O. 13685, E.O. 14065)

Any financing, facilitation, or guarantee by
a U.S. person of a transaction by a foreign
person, where the transaction would be
prohibited if performed by a U.S. person or
in the United States (E.O. 13685, E.O.
14065)

U.S. banks are prohibited from participating
in the market for non-ruble denominated
bonds issued by any Russian government
entity and from lending non-ruble
denominated funds to any Russian
government entity (E.O. 13883)
Transactions involving the sale of arms (83
Fed. Reg. 43723)

Transactions financing the Russian military
(83 Fed. Reg. 43723)

New investments in the Russian Federation
by a U.S. person, wherever located (E.O.
14071)

Export, sale, or supply from the United
States or by a U.S. persons, wherever
located, of certain services to Russia. At
present, the prohibitions apply to the
provision of services related to accounting,
trust and corporation formation, and
management consulting (E.O. 14071). The
prohibition does not apply to the provision
of such services to entities in Russia owned
or controlled by U.S. persons or in
connection with a wind down or divestiture
of an entity in Russia owned or controlled
by a non-Russian person (determination
pursuant to section 1(a)(ii) of E.O. 14071).
Ban on the import into the United States of
the following products from Russia: gold,
crude oil, petroleum, petroleum fuels, oils
and related distilled products, liquefied
natural gas, coal and coal products, fish and
seafood, alcohol, and nonindustrial
diamonds (E.O. 14068, E.O. 14066)

Ban on the export to Russia of luxury goods
and U.S. dollar denominated banknotes
(E.O. 14068)

All items (goods, software, technology)
specifically described on the Commerce

these rules, many of which target specific

entities, but some of which relate more

broadly to the energy sector.

The sanctions with respect to the Crimea,

Donetsk, and Luhansk regions of Ukraine

are comprehensive, with a few narrowly

tailored exemptions and general licenses.

Crimea,- Donetsk-, and Luhansk-related

exemptions:

— Export of agricultural commodities,
medicine, medical supplies, and
replacement parts to Crimea, Donetsk,
and Luhansk regions of Ukraine (section
589.513, Ukraine Gen. License 18)

— Transactions related to
telecommunications and mail to Crimea,
Donetsk, and Luhansk regions of Ukraine
(section 589.516, Ukraine Gen. License
19)

Other Russia sanctions exemptions:

— Transactions related to energy involving
one or more the following entities are
authorized (Russia-related Gen. License
No. 8C):

1. State Corporation Bank for
Development and Foreign Economic
Affairs Vnesheconombank

2. Public Joint Stock Company Bank
Financial Corporation Otkritie

3. Sovcombank Open Joint Stock
Company

4. Public Joint Stock Company Sberbank
of Russia

5. VTB Bank Public Joint Stock
Company

6. Joint Stock Company Alfa-Bank

. Any entity in which one or more of the

above persons, own, directly or
indirectly, individually or in the
aggregate, a 50 percent or greater
interest

8. Central Bank of the Russian Federation

Authorizing certain administrative

transactions prohibited by Directive 4 under

E.O. 14024 (Russia-related Gen. License

No. 13A)

~




Control List require a license from BIS to
export to Russia. Approximately 500
industrial and commercial items classified as
EAR99 also require export licenses (15
C.F.R. 746.5)

» Export licenses are required for exports of
certain items used in exploration for, or
production of oil or gas in, Russian
deepwater, Arctic offshore, or shale
formations in Russia (15 C.F.R. 746.5)

» Export license is required for export of any
item subject to the EAR to the Crimea,
Donetsk, and Luhansk regions of Ukraine,
except food, medicine, and software for
internet communications (15 C.F.R. 746.6)

Sectoral Sanctions Restrictions on Raising
Capital
« E.O. 13662, Directive 1:

— For new debt or new equity issued on or
after July 16, 2014, and before September
12, 2014, all transactions in, provision of
financing for, and other dealings in new debt
of longer than 90 days maturity or new
equity of persons determined to be subject
to Directive 1 or any earlier version thereof,
their property, or their interests in property.

— For new debt or new equity issued on or
after September 12, 2014, and before
November 28, 2017, all transactions in,
provision of financing for, and other
dealings in new debt of longer than 30 days
maturity or new equity of persons
determined to be subject to Directive 1 or
any earlier version thereof, their property, or
their interests in property.

— For new debt or new equity issued on or
after November 28, 2017, all transactions in,
provision of financing for, and other
dealings in new debt of longer than 14 days
maturity or new equity of persons
determined to be subject to Directive 1 or
any earlier version thereof, their property, or
their interests in property (E.O. 13662,
CAATSA section 223)

* E.O. 13662, Directive 2:

— For new debt issued on or after July 16,
2014, and before November 28, 2017, all
transactions in, provision of financing for,




and other dealings in new debt of longer
than 90 days maturity of persons determined
to be subject to Directive 2 or any earlier
version thereof, their property, or their
interests in property.

— For new debt issued on or after November
28, 2017, all transactions in, provision of
financing for, and other dealings in new debt
of longer than 60 days maturity of persons
determined to be subject to Directive 2 or
any earlier version thereof, their property, or
their interests in property (E.O. 13662,
CAATSA section 223)

+ E.O. 13662, Directive 3:

— All transactions in new debt of longer than
30 days with certain defense sector entities
designated under Sectoral Sanctions
Identifications List Directive 3 (E.O. 13662)

Sectoral Sanctions Restrictions on Financial
Sector and Capital Market Access
» E.O. 14024, Directive 1A: Prohibitions

Related to Certain Sovereign Debt of the

Russian Federation

— A prohibition on participation in the primary
and secondary markets for bonds issued by
the Russian Central Bank, National Wealth
Fund, or the Ministry of Finance

E.O. 14024, Directive 2: Prohibitions

Related to Correspondent or Payable-

Through Accounts and Processing of

Transactions Involving Certain Financial

Institutions

— Prohibits the opening or maintaining of
correspondent or payable-through accounts
and processing of transactions involving
foreign financial institutions at designated
financial institutions (The Directive
designated Sberbank and certain of its
subsidiaries, which were subsequently
blocked after being designated as SDN5s)

E.O. 14024, Directive 3: Prohibitions

Related to New Debt and Equity of Certain

Russia-related Entities

— Prohibits transactions and dealings by U.S.
persons in new debt of longer than 14 days
maturity and new equity of certain Russian
state-owned enterprises
and entities that operate in the financial




services sector of the Russian Federation
economy. Thirteen Russian entities,
including Alfa Bank, Sberbank, and
Gazprom, are subject to these new debt-
related restrictions, six of which were
already subject to certain debt or other
restrictions under U.S. sectoral sanctions.
» E.O. 14024, Directive 4: Prohibitions

Related to Transactions Involving the

Central Bank of the Russian Federation, the

National Wealth Fund of the Russian

Federation, and the Ministry of Finance of

the Russian Federation

— Prohibits U.S. persons from engaging in
transactions involving the Central Bank of
the Russian Federation, the National Wealth
Fund of the Russian Federation, and the
Ministry of Finance of the Russian
Federation, including any transfer of assets
to such entities or any foreign exchange
transaction for or on behalf of such entities,
except for certain energy-related
transactions licensed by OFAC

Sectoral Sanctions Related to the Energy
Sector
* E.O. 13662, Directive 4:

— The provision of goods, services (except
financial services), or technology in support
of exploration or production for deepwater,
Arctic offshore, or shale projects that (1)
have the potential to produce oil and that
involve any person determined to be subject
to Directive 4, their property, or their
interests in property; or (2) that are initiated
on or after January 29, 2018, that have the
potential to produce oil in any location, and
in which any person determined to be
subject to Directive 4, their property, or their
interests in property has a 33 percent or
greater ownership interest, or ownership of
a majority of the voting interests (E.O.
13622, CAATSA section 223)

Secondary
» Anyone that facilitates a significant
transaction or transactions, including




deceptive or structured transactions, on
behalf of any person subject to any U.S.
sanctions imposed with respect to the Russia
Federation (CAATSA section 228)

* Any foreign financial institution that
knowingly engages in significant
transactions involving any of the Directive
4-type oil projects in Russia, certain
defense-related activities, or Gazprom’s
withholding of gas supplies or knowingly
facilitates significant financial transactions
on behalf of any Russian person added to
OFAC’s Specially Designated Nationals and
Blocked Persons List (SDN List) (CAATSA
section 226)

* Any foreign person who knowingly makes a
significant investment in a special Russian
crude oil project (CAATSA section 225)

» Any person who engages in a significant
transaction with a person that is part of, or
operates for or on behalf of, the defense or
intelligence sectors of the Russian
government (CAATSA section 231)

* Any person who knowingly makes an
investment that directly and significantly
contributes to the enhancement of the ability
of the Russian Federation to construct
energy export pipelines, or sells, leases, or
provides to the Russian Federation, for the
construction of Russian energy export
pipelines, certain goods, services,
technology, information, or support that
have a certain fair market value (CAATSA
section 232)

* Any person that knowingly engages in
significant activities undermining
cybersecurity on behalf of the Russian
government, or materially assists, sponsors,
or provides support for or provides financial
services in support of same (CAATSA
section 224)

Venezuela

The United States has increased sanctions targeting the Maduro regime in recent years. Perhaps
most notably, on August 5, 2019, President Trump issued Executive Order 13884, which blocked
the property and assets of the Venezuelan government, thereby prohibiting U.S. persons from
transacting with the Venezuelan government unless approved by OFAC. The principle goal of these
sanctions is to undermine Nicolas Maduro’s regime and its main source of revenue: oil. OFAC has
issued more than 25 general licenses permitting humanitarian and other activities to reduce the




order’s negative impact on Venezuela’s general population. The sanctions also target non-U.S.
persons providing material support for the Maduro regime.

Primary sanctions apply to:
» U.S. entities
» U.S. citizens
» U.S. permanent residents
* Persons in the United States
» Foreign branches of U.S. entities

31 C.F.R. Part 591

Principal Prohibitions

Select Exemptions and Observations

Primary

* All property of the government of Venezuela
and entities owned 50 percent or more or
otherwise controlled by the government of
Venezuela is blocked (section 591.201, see
also E.O. 13884)

— Definition of the “government of
Venezuela” includes any political
subdivision of the government (including
the Central Bank of Venezuela and Petroleos
de Venezuela, S.A. (PdVSA)), any person
owned or controlled by the government, and
any person who has acted on behalf of the
government (section 591.201, see also E.O.
13884)

* Transactions related to, providing financing
for, or otherwise dealing in new debt with a
maturity of greater than 90 days and that is
issued by, on behalf of, or for the benefit of
PdAVSA, its property, or its interests in
property (section 591.201, see also E.O.
13808(1)(a)(i))

* Transactions related to, providing financing
for, or otherwise dealing in new debt with a
maturity of longer than 30 days issued by,
on behalf of, or for the benefit of any other
segment of the government of Venezuela, its
property, or its interests in property (section
591.201, see also E.O. 13808(1)(a)(ii))

 Transactions related to, providing financing
for, or otherwise dealing in bonds issued by
the government of Venezuela prior to
August 25, 2017 (section 591.201, see also
E.O. 13808(1)(a)(iii))

+ Transactions related to, providing financing
for, or otherwise dealing in dividend

* Authorizes all transactions otherwise
prohibited by subsections 1(a)(i), (a)(ii), and
(b) of E.O. 13808 provided that the only
government of Venezuela entities involved
in the transactions are PDV Holding, Inc.,
CITGO Holding, Inc., and any of its
subsidiaries (Gen. License 2A)

 Authorizes all transactions related to the
provision of financing for and other dealings
in bonds contained in the Annex to General
License 3H that would otherwise be
prohibited by section 1(a)(iii) of E.O. 13808
or by E.O. 13850, provided that any
divestment or transfer of, or facilitation of
divestment or transfer of, any holdings in
such bonds must be to a non-U.S. person
(Gen. License 3H)

» Authorizes all transactions related to the
provision of financing for and other dealings
in bonds issued prior to August 25, 2017, if
such bonds were issued by U.S. person
entities owned or controlled, directly or
indirectly, by the government of Venezuela,
other than PDV Holding, Inc., CITGO
Holding, Inc., and any of their subsidiaries
(Gen. License 3H)

» Authorizes all transactions related to the
provision of financing for and other dealings
in debt issued on or after August 25, 2017,
related to the exportation or re-exportation
of agricultural commodities, medicine,
medical devices, replacement parts and
components for medical devices, or
software updates for medical devices to
Venezuela, or to persons in third countries




payments or other distributions of profits to
the government of Venezuela by any entity
owned or controlled, directly or indirectly,
by the government of Venezuela (section
591.201, see also E.O. 13808(1)(a)(iv))
Purchasing any securities from the
government of Venezuela other than
securities issued on or after August 25,
2017, with a maturity of less than or equal to
90 days (for PAVSA) or 30 days (for the rest
of the government of Venezuela) (section
591.201, see also E.O. 13808(1)(b))
Transactions related to, provision of
financing for, and other dealings in any
digital currency, digital coin, or digital token
that was issued by, for, or on behalf of the
government of Venezuela (section 591.201,
see also E.O. 13827)

Involvement in the transfer by the
government of Venezuela of any equity
interest in any entity owned 50 percent or
more by the government of Venezuela, as
well as related transactions in the United
States (section 591.201, see also E.O.
13835)

Transactions involving persons determined
to operate in Venezuela’s gold and oil
sectors (section 591.201, see also E.O.
13850)

Secondary

Any person who materially assists, supports,
or provides financial, material, or
technological support for, or services to or in
support of, a blocked Venezuelan person or
a person who is owned or controlled by a
blocked Venezuelan person (sections
591.201 and 591.304, see also E.O. 13884)

purchasing specifically for resale to
Venezuela (Gen. License 4C)

Authorizes certain transactions related to
PdAVSA 2020 8.5 percent bond (Gen.
License 5I)

Authorizes certain transactions involving
PdVSA and Chevron, Halliburton,
Schlumberger, Baker Hughes, or
Weatherford through December 1, 2022
(Gen. License 8J)

Authorizes all transactions that are
otherwise prohibited by E.O. 13808 or E.O.
13850, as amended, that are ordinarily
incident and necessary to dealings in any
debt (including the bonds listed on the
Annex to this general license, promissory
notes, and other receivables) of, or any
equity in, PAVSA or any entity in which
PdVSA owns, directly or indirectly, a 50
percent or greater interest, issued prior to
August 25, 2017, provided that any
divestment or transfer of, or facilitation of
divestment or transfer of, any holdings in
such PAVSA securities must be to a non-
U.S. person (Gen. License 9G)

Authorizes U.S. persons in Venezuela to
purchase refined petroleum products for
personal, commercial, or humanitarian use
from PdVSA or any entity in which PAVSA
owns, directly or indirectly, a 50 percent or
greater interest (Gen. License 10A)
Authorizes certain transactions to protect
intellectual property rights (Gen. License
27)

Authorizes all transactions with Venezuelan
National Assembly and Interim President
Juan Guaido and staff (in recognition of
Juan Guaido as the Interim President of
Venezuela) (Gen. License 31A)

Authorizes all transactions ordinarily
incident and necessary to operation of ports
and airports in Venezuela (Gen. License
30A)

Authorizes U.S. financial institutions to
conduct certain limited transactions with
blocked persons, such as debiting a blocked
account for payment of custody fees (Gen.
License 21)

Authorizes transactions involving certain
humanitarian goods and services (Gen.




Licenses 20B, 22-26, 29)

Authorizes all transactions and activities
prohibited by E.O. 13844 by U.S. citizens
and other U.S. residents, former government
of Venezuela employees, and current
government of Venezuela employees who
provide health or education services (Gen.
License 34A)

Authorizes certain administrative
transactions with the government of
Venezuela otherwise prohibited by E.O.
13884, such as paying taxes, fees, and
import duties, where such transactions are
necessary and ordinarily incident to such
persons’ day-to-day operations (Gen.
License 35)

Authorizes transactions involving the
government of Venezuela related to the
prevention, diagnosis, and treatment of
Covid-19 through June 17, 2023 (Gen
License 39A)

Authorizes all transactions and activities
related to the export of liquefied petroleum
gas to Venezuela (Gen. License 40A)




Appendix B



Important Considerations for
Multinational Companies

The prohibitions on facilitation found in U.S. economic sanctions programs
presents unique compliance challenges for multinational companies. In
particular, the risk of noncompliance with these prohibitions is elevated
because, in many cases, persons who must comply with U.S. economic
sanctions may unknowingly or unintentionally facilitate targeted activities
undertaken by other persons who have no obligations under U.S. economic
sanctions (such as non-U.S. agents, co-workers, customers, or vendors).
There is enforcement risk if OFAC determines, after the fact, that a person
required to comply with U.S. economic sanctions “should have known” of
these targeted activities by others.

The concept of facilitation potentially covers some corporate support
functions performed by U.S. persons if they facilitate activities by non-U.S.
affiliates in or with U.S. economic sanctions targets. Examples of these
prohibited support activities include workflow approvals, guidance,
feedback, and, if intended for use in support of targeted transactions, even
certain recordkeeping or data storage functions. Among many other
potential risk areas, the following chart lists circumstances where U.S.
persons working for multinational companies should exercise caution to
avoid facilitating specific transactions and activities conducted by non-U.S.
persons working for the same company involving sanctions targets.

Financial Matters Information Technology

» Mandatory approval procedures that require | Global electronic networks that are accessible
U.S. persons to approve expenditures by by both U.S. and non-U.S. persons, including;:

* non-U.S. persons Processing of bank * Processing and enterprise software
transfers and payments by U.S. persons on programs

* behalf of non-U.S. persons Reallocations of » Inventory management systems
“overhead” costs, such as management + Servers maintained by U.S. person
services or other support services, of U.S. employees or owned by entities that are
persons to non-U.S. affiliates that engage in » U.S. persons Network connections routed

» targeted activities Revenue allocations of through the United States
customer contracts between U.S. and non-  Help desks staffed by U.S. persons
U.S. affiliates where subsequent * Email and other electronic correspondence
performance could potentially involve that allow non-U.S. persons to freely
activities with economic sanctions targets communicate with U.S. persons without
performed by non-U.S. affiliates (such as a procedures that prohibit discussion of



master customer contract regulating future
purchase orders) Financial arrangements and
payments between U.S. parent companies
and non-U.S. subsidiaries Commingling of
assets and shared bank accounts by U.S. and
non-U.S. affiliates

Inadequate capitalization of non-U.S.
subsidiaries creating exposure for future
capital calls against U.S. affiliates
Accounting and auditing services performed
by U.S. affiliates for non-U.S. affiliates

activities prohibited by U.S. economic
sanctions with U.S. persons International
movement of cell phones, software, and
laptops with U.S. content

Management Practices

Approval by a U.S. company of its non-U.S.
affiliate’s activities with economic sanctions
targets Policies developed or implemented
by U.S. persons that predominantly impact
non-U.S. affiliates Provision of general
management or administrative services by
U.S. persons for the benefit of non-U.S.
affiliates whose activities may have shifted
to predominantly targeted transactions
Administration of the benefits of global
purchases, such as individual claims under a
global insurance policy, by U.S. persons on
behalf of non-U.S. affiliates or employees
Transfers of certain business activities, and
the motives for doing so, from U.S. persons
to non-U.S. persons Business referrals of
potentially targeted transactions by U.S.
persons to non-U.S. persons Changes to
U.S. persons’ business practices that have
the effect of accommodating non-U.S.
affiliates’ transactions with economic
sanctions targets

Human Resources and Personnel
Management

Involvement by U.S. persons in the hiring
processes of non-U.S. affiliates

Failure to terminate U.S. companies’
employment contracts with employees who
have been transferred to non-U.S. affiliates
Consolidated compensation and benefits
administration (payroll, life insurance,
pension plans) conducted by U.S. persons
on behalf of non-U.S. affiliates and their
employees Reassignment of employees, and
the motives for doing so, between U.S. and
non-U.S. affiliates Employment of targeted
country nationals by U.S. persons

Non-U.S. persons working on, or
facilitating, prohibited activities without
appropriate restrictions on generic support
and advice from U.S. persons (such as
professional guidance on increasing revenue
generation) U.S. person involvement in
hiring decisions in regions where non-U.S.
colleagues may discourage hiring U.S.
persons who cannot engage in targeted
transactions Training programs that mix
U.S. person and non-U.S. person instructors
and trainees

Corporate Structure and Corporate
Formalities

Divergence of functional structure from
corporate legal structure

Interlocking officers, directors, or
employees among U.S. and non-U.S.
affiliates

Lack of maintenance of separate corporate
formalities leading to a “piercing” of non-
U.S. subsidiaries’ “corporate veils” and




causing their actions to be attributed to their
U.S. parent companies




Appendix C

Key Court Decisions Interpreting U.S.
Economic Sanctions Laws



Federal Preemption

Crosby v. National Foreign Trade Council, 530 U.S. 363 (2000). The Court
found that a Massachusetts law restricting state agencies from buying goods
or services from designated persons doing business with Burma (Myanmar)
was preempted under the Supremacy Clause of the U.S. Constitution by
federal legislation imposing economic sanctions on Burma (Myanmar),
implemented in part by executive order. (Note: CISADA and the Sudan
Accountability and Divestment Act of 2007 purport to remove federal
preemption and to permit state and local governments to adopt legislation,
and university endowments to adopt policies, prohibiting those
governments and endowments from investing in companies or corporate
groups that engage in certain activities in Iran and Sudan. Courts have
continued to hold state sanctions programs preempted, however. See, e.g.,
Odebrecht Const., Inc. v. Sec’y, Fla. Dep’t of Transp., 715 F.3d 1268, 1281
(11th Cir. 2013).)



Executive Authority

United States v. Curtiss-Wright Export Corp., 299 U.S. 304 (1936). The
Court held that the delegation by Congress to the President of the authority
to prohibit arms sales to foreign countries was not an invalid delegation of
legislative power to the executive branch. The authority to conduct foreign
affairs vests in the federal government independently of the authority
granted in the Constitution and constitutes, “the very delicate, plenary and
exclusive power of the President as the sole organ of the federal
government in the field of international relations—a power which does not
require as a basis for its exercise an act of Congress . ..” 299 U.S. at 320.

Regan v. Wald, 468 U.S. 222 (1984). The President’s grandfathered
authority under section 5(b) of TWEA provides the basis for executive
action restricting transactions related to travel to Cuba. The Court also
concluded, in part because “[m]atters relating ‘to the conduct of foreign
relations . . . are so exclusively entrusted to the political branches of
government,’” that the travel restrictions do not violate the freedom to
travel protected by the Due Process Clause of the Fifth Amendment.



Legality of TWEA and IEEPA

Dames & Moore v. Regan, 453 U.S. 654 (1981). The Court upheld the
President’s broad exercise of authority under IEEPA, including the authority
to impose and modify blocking actions, and the authority to nullify judicial
attachments and judgments involving blocked property in connection with
the implementation of an agreement between the governments of Iran and
the United States. Courts have continued to reject arguments that IEEPA is
unconstitutional. See, e.g., United States v. Amirnazmi, 645 F.3d 564, 596
(3d Cir. 2011); United States v. Dhdfir, 461 F.3d 211 (2d Cir. 2006).

Sardino v. Federal Reserve Bank of New York, 361 F.2d 106 (2d Cir.
1965). The President’s exercise of authority under TWEA to declare a
national emergency and to delegate authority to the secretary of the treasury
to issue regulations blocking the assets of Cuban nationals does not violate
the Constitution.

Blocked Property and Property Interests: Cases Illustrating a
Narrow Interpretation of “Property Interest”

Centrifugal Casting Machine Co. v. American Bank & Trust Co., 966 F.2d
1348 (10th Cir. 1992). The court rejected OFAC’s interpretation of property
interest because it was inconsistent with the law governing the letters of
credit at issue.

Consarc Corp. v. Iraqi Ministry, 27 F.3d 695 (D.C. Cir. 1994). The court
followed the reasoning of Centrifugal in affirming OFAC’s interpretation of
“property” and “property interest” where “OFAC’s determination was fully
in accord with the general law governing letters of credit and thus
survive[d]” judicial review. Id. at 702.

Consarc Corp. v. U.S. Department of the Treasury, Office of Foreign
Assets Control, 71 F.3d 909 (D.C. Cir. 1995). This case illustrates the broad
authority granted to OFAC to interpret its regulations and notes “the general
interpretive principle that exceptions to a broad regulatory scheme are to be
read narrowly.” Id. at 915.



Blocked Property and Property Interests: Cases Illustrating a Broad
Interpretation of “Property Interest”

Milena Ship Management v. Newcomb, 995 F.2d 620 (5th Cir. 1993). OFAC
acted reasonably in finding a blocked property interest of the government of
Yugoslavia in vessels based on its interpretation of Yugoslav law and
resulting presumption of state ownership of the vessels. See also Behring
Int’l, Inc. v. Miller, 504 F. Supp. 552 (D.N.J. 1980); United States v.
Broverman, 180 F. Supp. 631 (S.D.N.Y. 1959).

Terrorism / Material Support

Holder v. Humanitarian Law Project, 561 U.S. 1 (2010). It is not a violation
of the First Amendment to the Constitution for the federal government to
prohibit nonviolent “material support” (including legal services, advice,
advocacy) to a foreign terrorist organization—even if that support is limited
to humanitarian activities—provided that the material support is
coordinated with, directed by, or controlled by the foreign terrorist
organization.

Blocking versus Takings under the Fifth Amendment

Nielsen v. Secretary of the Treasury, 424 F.2d 833 (D.C. Cir. 1970). The
blocking of Cuban assets pursuant to TWEA is not subject to the “takings
clause” of the Fifth Amendment to the Constitution, although the court
states that the question whether blocking constitutes a taking subject to due
process becomes more difficult if the blocking continues indefinitely.

Tran Qui Than v. Regan, 658 F.2d 1296 (9th Cir. 1981). Neither the
blocking of the assets of a Vietnamese bank under TWEA nor prohibiting a
Vietnamese shareholder of the bank from obtaining the bank’s blocked
assets constitute a taking without just compensation in violation of the Fifth
Amendment to the Constitution.

Chas. T. Main International, Inc. v. Khuzestan Water & Power
Authority, 651 F.2d 800 (1st Cir. 1981). Neither the nullification of judicial
attachments nor the transfer of Iranian blocked property pursuant to IEEPA



constitutes a taking without just compensation in violation of the Fifth
Amendment to the Constitution.

Civil Penalties Subject to Reversal If “Arbitrary and Capricious”

Epsilon Elecs., Inc. v. United States Dep’t of Treasury, Office of Foreign
Assets Control, 857 F.3d 913, 927 (D.C. Cir. 2017). Reversing civil penalty
on five shipments allegedly intended for end-use in Iran on the grounds that
“OFAC failed to adequately explain why it discounted” evidence suggesting
the company was unaware the shipments were intended for reexport to Iran.
The court declined to uphold the penalty, which applied to 34 shipments in
total, on the grounds that severance of the five unsupported shipments
would not be appropriate.

Reversal is an unusual outcome, however, as courts often affirm the
agency’s action under the “highly deferential” arbitrary and capricious
standard. Zevallos v. Obama, 793 F.3d 106, 114 (D.C. Cir. 2015); Holy
Land Found. for Relief & Dev. v. Ashcroft, 333 F.3d 156, 162 (D.C. Cir.
2003).



Obligation to Provide Clear Guidance

In December 2019, the U.S. District Court for the Northern District of
Texas held that a company could not be liable for sanctions violations
where OFAC’s guidance on the scope of prohibited conduct was not clear.
The case concerned a 2017 penalty levied against Exxon Mobil, which
signed contracts with a non-sanctioned entity that were signed by its
principal, Igor Sechin, who was listed as an SDN. OFAC took the position
that, because Sechin signed the contracts, Exxon had engaged in business
with an SDN in violation of U.S. sanctions; OFAC maintained that its
business was with the entity itself, which was not listed. The court held that
OFAC'’s guidance at the time was insufficiently clear and as a result the
company “lacked fair notice that [its] conduct was prohibited.”

Although OFAC has since issued guidance making clear that U.S.
persons cannot enter into contracts signed by SDNs (see FAQ 400), the
decision signals that OFAC has an obligation to clearly articulate the scope
of prohibited conduct. Where the agency declines to clarify whether
conduct is prohibited, or a company operates in a “gray area,” it may have
be able to leverage this uncertainty to avoid penalties.



U.S. International Traffic in Arms
Regulations
Geoffrey M. Goodale and Douglas N. Jacobson!

2.1 Overview

What is regulated: Temporary and permanent exports, as well as
temporary imports, of defense articles identified on the U.S. Munitions List
(USML) set forth under section 121.2 of the International Traffic in Arms

Regulations (ITAR) and defense services relating to defense articles.?
Brokering of defense articles/services is also covered in Section 2.10. It is
important to note that many parts and components for defense articles are
regulated by the U.S. Department of Commerce’s Bureau of Industry and
Security (BIS), as described in Chapter 3.

Where to find the regulations: The ITAR are found in parts 120 through
130 of chapter 22 of the Code of Federal Regulations.>

Who is the regulator: The ITAR are administered by the U.S. Department
of State, Directorate of Defense Trade Controls (DDTC). Section 2.3, later
in the chapter, provides additional details.

How to get a license: Requests for ITAR licenses and other types of
authorizations are filed electronically via DDTC’s Defense Export Control
and Compliance System (DECCS), found at
https://deccs.pmddtc.state.gov/deccs.


https://deccs.pmddtc.state.gov/deccs

Key website: https://www.pmddtc.state.gov/ddtc_public.

2.2 A Brief History of U.S. Defense Trade Controls

The U.S. government has long sought to prevent foreign adversaries from
obtaining access to items or technology that could harm U.S. national
security. Beginning in the 1930s, the Congress and the President focused on
achieving this objective through the passage of legislation that placed
significant restrictions on the export of defense-related items.

Initially, Congress passed the Neutrality Act of 1935, prohibiting the
export of “arms, ammunition, and implements of war” from the United
States to “belligerent countries” and establishing the National Munitions
Control Board, chaired by the Secretary of State and including the

Departments of Treasury, War, Navy, and Commerce.* The Neutrality Act
of 1935 prohibited any company or individual “to export, or attempt to
export, from the United States . . . arms, ammunition, or implements of war
. . . to any other country or to import, or attempt to import, to the United
States from any other country . . . arms, ammunition, or implements of war”

without first obtaining a license.” On September 19, 1935, the State

Department established the Office of Arms and Munitions Control® to
register manufacturers of military items and to issue export and import
licenses as required by the 1935 Neutrality Act. The Neutrality Act of 1939,
which superseded the 1935 Neutrality Act, subsequently constituted the
authority of the President to control exports of arms, ammunition, and

implements of war.”

Congress subsequently expanded the U.S. Department of State’s role in
defense-related exports through the passage the Mutual Security Acts of
1951 and 1954, the Foreign Military Sales Act of 1968, and the Arms
Export Control Act of 1976. The Mutual Security Act of 1951 prohibited
the shipment of arms, ammunition, implements of war, and certain items
used to produce arms, ammunition, and implements of war “to any nation
or combination of nations threatening the security of the United States,
including the Union of Soviet Socialist Republics and all countries under its
domination. . . .”® The Mutual Security Act of 1954 empowered the
President to “designate those articles which shall be considered as arms,
ammunition, and implements of war, including technical data” for purposes
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of controlling the export of such items, which authority the President

delegated to the Secretary of State.” The Mutual Security Act of 1954 also
included for the first time a statutory registration requirement for persons
engaged in the “business of manufacturing, exporting, or importing”
controlled items, and required registered parties to pay a registration fee.
In accordance with section 414 of the Mutual Security Act of 1954, the
International Traffic in Arms Regulations (ITAR) were first published on

August 26, 1955.11

The Foreign Military Sales Act of 1968 required, among other things,
that the Secretary of State submit a semi-annual report to Congress on all
exports “of significant defense articles on the United States munitions

list.”12

Section 38 of the Arms Export Controls Act of 1976 (AECA),'3 which
replaced the Foreign Military Sales Act of 1968 and continues to serve as
the primary statutory authority for U.S. defense export controls, authorized
the President to “designate those items which shall be considered as defense
articles and defense services . . . and to promulgate regulations for the
import and export of such articles and services,” with the items so
designated “constitut[ing] the United States Munitions List,” which
authority the President subsequently delegated to the Secretary of State
pursuant to Executive Order 11958 of January 18, 1977.' Following the
passage of the AECA, in 1979, the Department of State began a process to
revise the ITAR, and significant amendments to the ITAR were published

on December 6, 1984.1°

2.3 U.S. Export Control Reform Initiative

On August 13, 2009, then-President Obama announced the launch of a
comprehensive review of the U.S. export control system in order to
“address the threats [the U.S.] face[s] today and the changing economic and
technological landscape.”'® This review determined that the existing U.S.
export control system was “overly complicated, contain[ed] too many
redundancies, and, in trying to protect too much, diminishes [the] ability to
focus [U.S.] efforts on the most critical national security priorities.”!”

This review led to a multi-year process known as the Export Control
Reform Initiative (ECRI or ECR) intended to simplify the U.S. export



control system by enacting “a system where higher walls are placed around

fewer, more critical items.”'® As proposed, the ECR originally included
four elements, known as the “four singularities,” that were to be

implemented in three phases:

1.

2.
3.
4.

19

Creation of a single primary export control licensing agency for
both dual-use and munitions exports;

Adoption of a unified export control list;

Establishment of a single enforcement coordination agency; and
Creation of a single integrated information technology system,
which would include a single database of sanctioned and denied
parties.

Although not all of the proposed ECR elements were ultimately enacted,
the ECR led to significant changes to the U.S. export control and licensing
system. Some of the key changes included:

Transforming the list of controlled items on the USML to a positive
list that includes objective criteria and parameters.

Moving many parts and components that are “specially designed” for
defense articles from the USML to the “600 Series” on the
Commerce Control List (CCL) administered by the Department of
Commerce’s Bureau of Industry and Security (BIS). See Chapter 3.
Moving certain nonautomatic and semiautomatic firearms, related
parts and components, software, and technology, as well as certain
small-arms ammunition previously included on USML Categories I,
I1, or IITI to the “500 Series” or “600 Series” in CCL Category 0.
Modifying the definition of many terms in the ITAR and harmonizing
many terms with BIS’s Export Administration Regulations (EAR).
Establishing an Export Enforcement Coordination Center (E2C2) to
deconflict criminal and administrative enforcement operations and
coordination of industry enforcement outreach activity.

Implementing a single information technology system for use by the
agencies involved in licensing of items controlled by the ITAR and
EAR.

Creating a single “destination control statement” for exports of items
subject to the ITAR and the EAR.



The ECR-related changes to the USML and CCL published in numerous
“bookend rules” required an extensive, multi-year effort of proposed and
final rules issued by DDTC and BIS. The first of the final rules
implementing changes to the USML, which was to USML Category VIII
covering military aircraft, was published in the Federal Register on April

16, 2013, and became effective on October 15, 2013.20 Subsequently, after
the issuance of numerous other bookend rules relating to various other
USML categories, the latest round of ECR-related changes, which pertained
to USML Categories I, II, and III, were published in the Federal Register

on January 23, 2020, and took effect on March 9, 2020.2! DDTC intends to
continue to issue updates to the USML on a periodic basis.

As a result of the changes made by the ECR, U.S. exporters and non-
U.S. re-exporters involved in the defense sector must be familiar with both
the ITAR and EAR and understand the “order of review” process used to
determine whether a defense-related item and related technical data or
software are subject to the export controls jurisdiction of the ITAR or

EAR. 22

2.4 Administration and Enforcement of the ITAR

The ITAR are administered and enforced by the U.S. Department of State’s
Directorate of Defense Trade Controls (DDTC), which is located within the
State Department’s Bureau of Political-Military Affairs, the agency’s
principal link to the Department of Defense. While DDTC’s organizational
structure has changed over the years, DDTC is currently led by the Deputy
Assistant Secretary for Defense Trade.

Within DDTGC, there are three offices that report to the Deputy Assistant
Secretary for Defense Trade:

(1) Office of Defense Trade Controls Licensing (ODTCL), which is
responsible for reviewing and adjudicating export license
applications and other authorizations, such as technical assistance
agreements. ODTCL is led by a Director and Deputy Director of
Licensing and consists of various licensing divisions based on
USML categories;

(2) Office of Defense Trade Controls Policy, which is responsible for
general policies of defense trade, including developing and



implementing changes to the ITAR as well as the commodity
jurisdiction process that can be used by exporters to obtain guidance
on the proper export controls jurisdiction and classification of items
to be exported; and

(3) Office of Defense Trade Controls Compliance, which is responsible
for compliance and civil enforcement of the ITAR, including
overseeing consent agreements and serving as a liaison with law
enforcement, overseeing the ITAR’s registration process for
manufacturers and brokers of defense articles, and working closely
with the Committee on Foreign Investment in the United States

(CFIUS).%3

Useful information about DDTC’s policies and procedures can be accessed
at www.pmddtc.state.gov/ddtc_public.

With respect to enforcement of the ITAR, DDTC also receives
assistance from two agencies within the U.S. Department of Homeland
Security: (1) U.S. Customs and Border Protection (CBP) and (2) U.S.
Immigration and Customs Enforcement (ICE), both of which have the
authority to investigate, detain, or seize any export or attempted export of
ITAR-controlled defense articles or technical data.?* DDTC also receives
enforcement assistance from the Federal Bureau of Investigation, and in
cases involving classified technical data or defense articles, advisory
assistance from the U.S. Department of Defense’s Defense Security Service

(DSS).%°

2.5 Scope of the ITAR

The ITAR govern temporary and permanent exports, re-exports, and
retransfers of defense articles (including software and technical data)

enumerated on the USML, as well as temporary imports of such items.?®
Permanent imports of defense articles enumerated on the U.S. Munitions
Import List, which is a list separate from the USML, that is maintained by
the U.S. Department of Justice’s Bureau of Alcohol, Tobacco, Firearms, and
Explosives (ATF), are regulated and enforced by ATF.?”

To understand the breadth of the ITAR, it is necessary to review how
certain key terms are defined.


http://www.pmddtc.state.gov/ddtc_public

Under the ITAR, a “defense article” is defined to include any item

designated on the USML.?® In addition, the ITAR cover items that “meets
the criteria of a defense article . . . on the [USML]” or “provide[] the

equivalent performance capabilities of a defense article on the [USML].”%°
The definition of “defense article” also includes “technical data”

specified on the USML.3? Technical data includes “information which is
required for the design, development, production, manufacture, assembly,
operation, repair, testing, maintenance, or modification of defense

articles.”3! This includes, but is not limited to, “information in the form of

blueprints, drawings, photographs, plans, instructions or documentation.”3?
In addition, technical data includes:

* Classified information relating to defense articles and defense
services on the USML;

 Information covered by an invention secrecy order; or

» Software (as defined in Section 120.40(g) of the ITAR), directly
related to defense articles (including, but not limited to, system
functional design, logic flow, algorithms, application programs,
operating systems, and support software for design, implementation,

test, operation, diagnosis, and repair).33

However, ITAR-controlled technical data does not include information
concerning: general scientific, mathematical or engineering principles
commonly taught in schools; basic marketing information on function or

purposes; general system descriptions of defense articles.>* In addition,
information in the “public domain” is not subject to the ITAR, including
information that is published and is generally accessible or available to the
public through various means, such as through sale at newsstands or
bookstores; through publicly available patents; through unlimited
distribution at conferences, seminars, or trade shows; and at libraries open

to the public.?®> The ITAR also does not cover technical data approved for
public release by a cognizant government agency, provided it is

subsequently placed in the public domain.3®

Exports of “defense services” also are controlled under the ITAR. A
“defense service” is defined as “[t]he furnishing of assistance (including
training) to foreign persons, whether in the United States or abroad in the



design, development, engineering, manufacture, repair, maintenance,
modification, operation, demilitarization, destruction, processing or use of

defense articles.”” In addition, a “defense service” includes the furnishing
to foreign persons of “any technical data controlled under the ITAR,
whether in the United States or abroad,” and “military training of foreign
units and forces, regular and irregular, including formal or informal
instruction of foreign persons in the United States or abroad or by
correspondence courses, technical, educational, or information publications
and media of all kinds, training aid, orientation, training exercise, and

military advice.”3® The concept of a “defense service” is not limited to
providing ITAR-controlled technical data. If the assistance or training is
limited to providing publicly available information, under DDTC’s current
interpretation of the current definition of defense service, its delivery still
constitutes a “defense service” if the purpose of that information is to
support the use of defense articles or to train military units.

The ITAR regulates the export of defense articles, technical data, and
software that are listed on the USML. The term “export” is defined to
include:

* An actual shipment or transmission out of the United States,
including the sending or taking of a defense article out of the United
States in any manner;

» Releasing or otherwise transferring technical data to a foreign person
in the United States (known as a “deemed export™);

 Transferring registration, control, or ownership of any aircraft, vessel,
or satellite subject to the ITAR by a U.S. person to a foreign person;

» Releasing or otherwise transferring a defense article to an embassy or
to any of its agencies or subdivisions, such as a diplomatic mission or
consulate, in the United States;

» Performing a defense service on behalf of, or for the benefit of, a
foreign person, whether in the United States or abroad; or

» The release of previously encrypted technical data as described in §

120.56(a)(3) and (4) of the ITAR.%®

As can be seen from this broad definition, an export can occur in numerous
ways. For example, if ITAR-controlled technical data is “released” or
transferred to a foreign person, including an employee of the company that



receives the technical data, the information is “deemed” to have been
exported to that person’s home country. The term “release,” which was
added to the ITAR during the ECR process, states that technical data is
released through:

(1) Visual or other inspection by foreign persons of a defense article that reveals technical data to
a foreign person; or

(2) Oral or written exchanges with foreign persons of technical data in the United States or
abroad.

(3) The use of access information to cause or enable a foreign person, including yourself, to
access, view, or possess unencrypted technical data; or

(4) The use of access information to cause technical data outside of the United States to be in

unencrypted form.*0

This definition makes clear that “authorization [from DDTC] for a release
of technical data to a foreign person is required to provide access
information to that foreign person, if that access information can cause or

enable access, viewing, or possession of the unencrypted technical data.”*!
It is important to understand the ITAR’s distinction between “U.S.
persons” and “foreign persons.” In the absence of an ITAR exemption, an
authorization from DDTC is required for “U.S. persons” to export ITAR-
controlled items and technical data to “foreign persons” or for “foreign
persons” to re-export or transfer such items to other “foreign persons.” The
term “U.S. person” includes (1) U.S. citizens; (2) lawful permanent
residents (i.e., green card holders); (3) protected individuals, as defined by 8
U.S.C. § 1324b(a)(3); (4) any corporation and other business entity
authorized to do business in the United States; and (5) any U.S. federal,

state, or local government entity.*> As such, the ITAR treats permanent
resident aliens and persons granted political asylum, under certain
circumstances, as U.S. persons. Thus, dual nationals who are also citizens
of the United States, and non-U.S. citizens who hold U.S. green cards, are
U.S. persons for purposes of the ITAR.

The ITAR’s definition of a “foreign person” includes anyone who is not
a U.S. person.* This includes any person who is not a citizen, a lawful
permanent resident, or a “protected person” of the United States, any
foreign corporation or other entity that is not incorporated or organized to
do business in the United States, and any foreign government.** Thus,
persons who are in the United States under visas (e.g., H-1B, L-1, and F-1



visas) are considered to be foreign persons. In addition, care must be taken
to consider dual nationals as well. It is DDTC’s policy that foreign persons
who are not U.S. persons can be considered to be citizens of more than one
country (i.e., dual nationals). DDTC considers country of birth, even in
cases where a person does not hold a passport from his country of birth, and
countries of subsequent citizenship, as factors in determining the nationality
of the foreign persons for licensing and other purposes.*> When a U.S.
company employs a foreign person, the U.S. company is obligated to ensure
compliance with U.S. export control laws and regulations, including the
ITAR, with respect to that employee. This means, among other things, that a
U.S. company would be required to obtain authorization from DDTC3
before ITAR-controlled items or technical data could be released to that
employee.

2.6 Determining What Is Subject to the ITAR

As the preceding discussion indicates, it is critical to understand whether an
item is subject to the ITAR or EAR. The first step in evaluating whether an
item is subject to the ITAR is to determine whether the item is identified on
the USML. The USML includes the following categories:

Category I: Firearms and Related Articles
Category II: Guns and Armament
Category III: Ammunition/Ordnance

Category IV: Launch Vehicles, Guided Missiles, Ballistic Missiles,
Rockets, Torpedoes, Bombs, and Mines

Category V: Explosives and Energetic Materials, Propellants,
Incendiary Agents, and Their Constituents

Category VI: Surface Vessels of War and Special Naval Equipment
Category VII: Ground Vehicles

Category VIII: Aircraft and Related Articles

Category IX: Military Training Equipment and Training

Category X: Personal Protective Equipment



Category XI: Military Electronics

Category XII: Fire Control, Laser, Imaging, and Guidance
Equipment

Category XIII: Materials and Miscellaneous Articles

Category XIV: Toxicological Agents, including Chemical Agents,
Biological Agents, and Associated Equipment

Category XV: Spacecraft and Related Equipment
Category XVI: Nuclear Weapons—Related Items

Category XVII: Classified Articles, Technical Data, and Defense
Services Not Otherwise Enumerated

Category XVIII: Directed Energy Weapons
Category XIX: Gas Turbine Engines and Associated Equipment
Category XX: Submersible Vessels and Related Articles

Category XXI: Articles, Technical Data, and Defense Services Not
Otherwise Enumerated#®

USML categories are organized by paragraphs and subparagraphs identified
alphanumerically. They start by enumerating or otherwise describing end-
platforms, followed by major systems and equipment, and parts,

components, accessories, and attachments.*” Most USML categories
contain an entry for technical data and defense services directly related to
the defense articles of that USML category. It is important to review the
notes contained within the text of the USML categories, since these notes
contain useful explanatory information.

Items on the USML that are preceded by an asterisk (*) are considered
to be “Significant Military Equipment” (SME) and are subject to additional
controls “because of their capacity for substantial military utility or
capability.”*® Technical data directly related to the manufacture of
production of defense articles designated as SME is also considered to be
SME.*

Category XXI is a “catchall” category that can be used by DDTC to
control items that are not found elsewhere on the USML until the relevant
category has been amended. However, items can only be designated in



Category XXI by the Director of the Office of Defense Trade Controls
Policy.”®

An important concept in understanding whether an item is controlled by
the ITAR or EAR is the “order of review”, a concept introduced by ECR.>!
As a result of ECR, an item that has defense or military applications may
not be subject to the ITAR. This is particularly true for parts and
components for military end-items. The following steps should be used in
determining whether an item (and related technical data or software) is
subject to the export controls jurisdiction of the ITAR or the EAR:

1. Begin by reviewing the general characteristics of an item. This
should guide you to the appropriate USML category where you
should attempt to match the particular characteristics and functions
of the article to a specific entry within that category. Be sure to
review the notes contained with the USML category.

2. If the USML entry includes the term “specially designed,” refer to
the definition of that term in section 120.41 of the ITAR to
determine if the article qualifies for one or more of the releases
articulated in section 120.41(b). This is particularly important for
parts, components, accessories, and attachments.

3. In cases where an item is described in multiple USML entries, an
enumerated entry takes precedence over an entry controlling the
item by virtue of a “specially designed” catchall. The exception to
this rule is where an SME entry is involved, where an SME entry
will take precedence over a non-SME entry.

4. If it is determined that an item is not subject to the ITAR, because it
is not within the scope of any USML categories, the item will be

subject to the export controls jurisdiction of the EAR in most

cases.”?

When a USML category includes “specially designed” as a criteria, it is

important to understand the ITAR’s definition of “specially designed.”>3
The specially designed criteria was introduced during ECR as a way to
determine whether an item is “caught” by the ITAR or not, rather than
having to determine whether it was originally designed for military or
commercial applications. One can determine whether an item is “specially
designed” by answering a series of yes/no questions. The first two questions



in subsection (a) of the specially designed definition are intended to
determine whether an item is “caught” by the specially designed definition:

(a)(1). As a result of development, does the item have properties peculiarly responsible for
achieving or exceeding the controlled performance levels, characteristics, or functions
described in the relevant U.S. Munitions List paragraph”; or

(a)(2). Is it a part, component, accessory, attachment, or software for use in or with a defense
article?

If a part, component, accessory, attachment, or software is caught by
subsection (a), the next step is to determine whether the item is released for
any of the five reasons included in subsection (b) of the “specially
designed” definition:

(b)(1). Is the item subject to the EAR pursuant to a commodity jurisdiction (CJ) (discussed
next)?

(b)(2). Is the part a fastener (e.g., screws, bolts, nuts, etc.), washer, spacer, insulator, grommet,
bushing, spring, wire, or solder?

(b)(3). Does the item have the same function, performance capabilities, and the same or
“equivalent” form and fit as a commodity or software that is or was in production and is not
enumerated on the USML?

(b)(4). Was the item developed with knowledge that it would be for use in or with both
USML and non-USML items?

(b)(5). Was the item developed as a general-purpose commodity with no knowledge it was
intended to be used with a particular commodity?

If the answer is yes to any of the five questions in subsection (b), the part is
“released” from the ITAR and is subject to the export controls jurisdiction
of the EAR.

In most cases, the ITAR’s order of review process allows exporters to
make jurisdictional and classification self-determinations and there is no
need to seek confirmation from DDTC. However, if there is still doubt as to
whether an item is covered by the USML, DDTC has established
procedures for applicants to request a commodity jurisdiction (CJ)
determination.>* The CJ issued by DDTC will state whether the item is
subject to the ITAR or EAR and indicate the relevant USML category. If an
item is determined to be subject to the export controls jurisdiction of the
EAR, in most cases the CJ will indicate the ECCN classification.



CJ requests must be submitted to DDTC via DECCS using form DS-

4076.>> Applicants do not need to be registered with DDTC to submit a CJ.
DECCS will request the applicant to provide detailed information regarding
the item for which a CJ, including the characteristics, end use, product
origin, funding history, sales information, and so on. It is also useful to
submit attachments with the CJ request to assist the reviewers in making
their determination, such as product brochures, technical specifications, and
other relevant information. Additional information on CJ requests,
including an example form and instructions that can be accessed without
logging into DECCS can be found on the Commodity Jurisdiction page of
DDTC'’s website.

Once a CJ request has been submitted, DDTC will consult with the
Bureau of Industry and Security, the U.S. Department of Defense (DOD),
and other relevant U.S. government agencies to determine the classification,
and any disputes among the agencies will be resolved in accordance with

established procedures.”® It can take several months for a CJ determination
to be issued. The timing will vary depending on the complexity of the
product and the quality of the CJ submission.

The final CJ determination is issued in the form of a letter to the
applicant that contains the final determination. If the applicant disagrees
with the determination, CJ determinations can be appealed by submitting a
written request for reconsideration to the Deputy Assistant Secretary of
State for Defense Trade Controls (DAS). If the applicant disagrees with the
DAS’s determination, which must be issued within 30 days from the date
the request for reconsideration was filed, the applicant may appeal the
decision to the Assistant Secretary for Political-Military Affairs, although

such appeals are rare.”’

While the information contained in a CJ application is confidential,
DDTC posts summaries of CJ final determinations on its website.
Summaries include the model name, description, final determination date,
final determination (USML or EAR), and manufacturer name, unless

requested by the applicant not to do so0.°® The posted CJ final
determinations are a useful tool for companies seeking to understand the
classification of their products to review the classification of other products
for which CJs have been requested and issued.

It is important to note that DDTC’s jurisdiction over ITAR-controlled
items is extremely broad and extends to the ITAR-controlled items



wherever they are located. In addition, under DDTC’s “see-through rule,”
an ITAR-controlled item remains subject to the ITAR even after it is
incorporated into a larger non-ITAR controlled system.

While the “see-through rule” has been DDTC’s long-standing policy,
this important concept was finally added to the text of the ITAR in March

2022 when the following language was added to section 120.11(c):>°

Defense articles described on the USML are controlled and remain subject to this subchapter
following incorporation or integration into any item not described on the USML, unless

specifically provided otherwise in this subchaptelr.60

As a result, a non-U.S. origin end-item incorporating ITAR-controlled
components or technical data are subject to the ITAR and require
authorization from DDTC before the non-U.S. item can be re-exported or
transferred, even if the non-U.S. item was designed for civil end uses. The
“see through” rule has resulted in some foreign companies trying to ensure
that their products are “ITAR-free,” that is, the products do not contain
ITAR parts, components, or technical data, and in some cases “ITAR-free”
is used as a marketing strategy in order to avoid being subject to the export
controls jurisdiction of the ITAR.

2.7 Registration Requirements

To ensure that the U.S. government has current information regarding
which entities are involved in the manufacture, export, and brokering of
defense articles and services, DDTC maintains certain registration
requirements. Specifically, as discussed next, and subject to few
exemptions, any person who engages in the United States in the business of
either manufacturing or exporting of defense articles or furnishing of
defense services must register with DDTC, and any person subject to U.S.
jurisdiction in any location that is engaged in brokering activities is required
to register with DDTC.®!

The only entities that are exempt from the registration requirement
relating to the manufacture or export of defense articles or the furnishing of
defense services are:

 Officers and employees of the U.S. government acting in an official
capacity;



. Persons whose pertinent business activity is limited to the production
of unclassified technical data only;

» Persons whose manufacturing and export activities are limited
exclusively to activities licensed under the Atomic Energy Act of
1954, as amended; and

* Persons who engage only in the production of articles for
experimental or scientific purposes, including research and

development.®?

With respect to brokering activities, the only persons that are exempt
from registering with DDTC are:

« Employees of the U.S. Government acting in an official capacity;

« Employees of foreign governments or international organizations
acting in an official capacity; and

» Persons exclusively in the business of financing, transporting, or
freight forwarding, whose business activities do not also include

brokering defense articles or defense services.53

Aside from these exempt entities, any U.S. person that engages in the
manufacture or export of defense articles or the furnishing of defense
services and any person subject to U.S. jurisdiction that performs brokering
activities must register with DDTC. It is important to note that
manufacturers of defense articles are required to register with DDTC, even

if they do not export defense articles.® Registration with DDTC should not
be used in marketing materials since it is simply a requirement that all
manufacturers and exporters of defense articles must comply with and does
not confer any rights or privileges. While a company may ask a supplier if it
is registered with DDTC, which is reasonable from a compliance
standpoint, DDTC encourages a company’s registration number to be kept
confidential.

To register, a company must submit to DDTC a Statement of
Registration (Form DS-2032) using DDTC’s online DECCS system. The
registrant must also include a document evidencing that the company is
authorized to do business in the United States (e.g., a state incorporation
certificate or state certificate of good standing) and pay an annual

registration fee.®> Pursuant to DDTC’s guidelines, the parent U.S. legal
entity is required to register using the Form DS-2032, which must, among



other things, list all wholly owned or partially owned subsidiaries that
manufacture or export defense articles or furnish defense services and

provide information relating to the company’s officers and directors.®® The
completed registration statement must be submitted by a senior officer of
the applicant, which requires that a senior officer of the applicant be
registered with DECCS.

Unless the information submitted to DDTC is incomplete or there are
additional questions, DDTC will then notify the applicant of the registration
fee to be paid. Once the registration fee has been paid DDTC will send a
letter to the applicant via DECCSs providing the registration number
(which remains the same from year-to-year) and requesting that the
applicant maintain the following records that are required by section 122.5
of the ITAR:

(1) The name of the “key senior officer” listed on the registration who will oversee the
compliance program and be responsible for designating the direct employees who will serve
as “empowered officials” at their place of employment, and

(2) A list of qualified, direct employees who will serve as “empowered officials” by name,
position, business unit, and their contact information.

Such “empowered officials” must be U.S. persons who are:

(1) Directly employed by the applicant or a subsidiary in a position having authority for
policy or management within the applicant’s organization;

(2) Legally empowered in writing by the applicant to sign license applications or other export
approval requests on behalf of the applicant;

(3) Understand the provisions and requirements of U.S. export control laws and regulations,
including the AECA and the ITAR; and

(4) Have independent authority to enquire into any aspect of a proposed export or temporary
import by the applicant, verify the legality of the transaction and accuracy of the information
to be submitted, and refuse to sign any license application or other approval request without

prejudice or other adverse recourse.%”

As discussed in the Darling Industries case in the enforcement section
later in the chapter, it is important that the “empowered official” be
independent, knowledgeable, and empowered.

A registrant must renew its registration with DDTC on an annual basis.
DDTC will send the registrant a notice of the fee due for the following
year’s registration approximately 60 days prior to its expiration date. While



DDTC now processes new registrations and renewals of existing
registrations in a matter of weeks, the registration renewal should be
submitted to DDTC no earlier than 60 days prior to the expiration date of
the current registration and no later than 30 days prior to the expiration
date. In the event a registrant allows their registration to expire, the
registrant must ensure that they do not engage in any ITAR-controlled
exports or imports until the registration is reinstated by DDTC.

Registrants must notify DDTC in DECCS within five days of the
effective date of any “material change” to its statement of registration. Such
“material changes” include (1) a change in senior officers of the registrant;
(2) changes to the registrant’s name or address; (3) the establishment,
acquisition, or divestment of a subsidiary or foreign affiliate; (4) the dealing
in an additional categories of defense articles or services than those
included on the DS-2032; or (5) the indictment, debarment, or denial of

import-export privileges of a registrant, board member, or senior officer.%®
A registrant also is required to notify DDTC at least 60 days in advance of

any intended sale or transfer of ownership or control to a foreign person.®?

In addition, when a new entity is formed when a registrant merges with
another company or acquires, or is acquired by, another company, the entity
must submit a “5-day notice” to DDTC within five days of the event. The 5-
day notice includes (1) the new firm name and all previous firm names
being disclosed; (2) the registration number that will survive and those that
are to be discontinued (if any); (3) the license numbers of all approvals on
which unshipped balances will be shipped under the surviving registration
number; and (4) amendments to agreements approved by DDTC to change
the name of a party to those agreements.”’ Detailed information on
registration statement changes are included on DDTC’s website.

Due to the volume of authorizations requiring amendments or changes,
DDTC has waived the requirement for amendments to change currently
approved license authorizations and DDTC publishes on its website a list of
name and address changes.

It also should be noted that DDTC registrants are required to maintain
certain records concerning the manufacture, acquisition, and disposal of
defense articles, technical data, brokering activities, and the provision of

defense services.”! Registrants must store such records in a way that is
legible and, for electronic information, in a manner that prevents alterations



without a record of all changes and who made them.”” In addition,
registrants must track information regarding political contributions, fees,
and commissions, and they must keep such records for five years after the

expiration of the registrant’s approval.”® As discussed in the enforcement
cases that follow, DDTC has entered into number of Consent Agreements
with companies for failing to comply with the political contribution, fees,
and commissions recordkeeping requirements set forth in Part 130 of the
ITAR.

2.8 Exportation of Defense Articles

Pursuant to section 123.1 of the ITAR, any person who intends to export,
re-export, or temporarily import a defense article into the United States
must obtain approval from DDTC prior to the export, re-export, or the
temporary import, unless the export, re-export, or temporary import
qualifies for an exemption specified under the ITAR.”* The ITAR requires
that applications for the export or temporary import of unclassified defense
articles must be made in the following manner:

(1) Applications for licenses for permanent export must be made on Form DSP-5;
(2) Applications for licenses for temporary export must be made on Form DSP-73; and

(3) Applications for licenses for temporary import must be made on Form DSP-61.7°

The ITAR further specifies that applications for the export or temporary
import of classified defense articles or classified technical data must be

made on a Form DSP-85.7® With the exception of Form DSP-85 license
applications, all of the other referenced license applications just referenced
may be submitted via DECCS, DDTC’s web-based licensing system.

A DSP-5 application relating to a commercial sale must be
accompanied by a copy of a purchase order, a letter of intent, or other
appropriate documentation.”” If the export involves articles or services
valued at $500,000 or more being sold commercially to or for the use of the
armed forces of a foreign country or international organization, a statement
concerning the payment of political contributions, fees, and commissions

must accompany the export application.”®



With respect to applications involving defense articles designated in the
USML as SME (*) or classified defense articles or services, the exporter is
required to obtain from the foreign consignee and end user a Non-transfer
and Use Certificate (Form DSP-83), pursuant to which the foreign
consignee, the end user, and the applicant agree not to re-export such
equipment outside the authorized country of destination and not to resell or
otherwise dispose of the licensed item to any foreign person, except as may

be authorized by DDTC.” In addition, DDTC may require the applicant to
provide a Form DSP-83 for the export of any defense articles to any
destination, and when the foreign customer is a nongovernmental foreign
end user, DDTC may also require that the foreign government be a
signatory to the Form DSP-83.8°

It is the general policy of the U.S. government to deny licenses and
other approvals for exports and temporary imports of defense articles and
defense services destined for or originating in certain countries, commonly
referred to as “proscribed countries.” This policy applies to all of the
countries specified in section 126.1 of the ITAR, which can change from
time to time. The countries that are currently subject to a general policy of
denial include Belarus, Burma (Myanmar), China, Cuba, Iran, North Korea,

Syria, and Venezuela.?!

The countries that are currently subject to a policy of denial, except for
certain limited types of ITAR-related activities currently include
Afghanistan, Cambodia, Central African Republic, Cyprus, Democratic
Republic of Congo, Eritrea, Ethiopia, Haiti, Iraq, Lebanon, Libya, Russia,
Somalia, South Sudan, Sudan, and Zimbabwe.%2

A current list of proscribed countries and countries currently subject to
restrictive licensing policies is available on DDTC’s website and in the
latest version of the Code of Federal Regulations and should be checked
prior to submission of a license application in DECCS.

Licenses issued by DDTC are valid for a period of four years.?3 The
license expires when the total value or quantity authorized has been shipped
or when the date of expiration has been reached, whichever occurs first.
Specific procedures for the filing of Electronic Export Information for
shipments containing ITAR-controlled goods via the Automated Export
System (AES), as well as for filing, retaining, and returning licenses, are set

forth in section 123.22 of the ITAR.8* However, section 123.22 should be



read with care, since some of its provisions have never been put into effect.
For example, DDTC intended to set up an electronic notification process for
export of technical data, as noted in section 123.22(3)(i), that was exported
pursuant to license or exemption, but this process has never been
implemented, although exporters are required to notify DDTC of the first
export of technical data pursuant to DDTC agreements via a notification
letter.

Minor amendments to approved licenses can be sought and obtained
from DDTC for small changes, such as corrections of typographical errors,
a change in the source of commodity, and the addition of a U.S. freight

forwarder or U.S. consignor.®> However, amendments for more significant
changes, such as additional quantity; changes in the kind of commodity
covered; alterations to the country of ultimate destination, end use, end user,
or foreign consignee; and/or extension of duration, will be rejected and a

new license must be sought and obtained from DDTC.8¢
DDTC authorization is required prior to the re-export, resale, retransfer,
transshipment, or disposal to a different end user, end use, or destination

that is not specified in the license.?” Re-export, retransfer, and disposition
requests must be submitted to DDTC in DECCS using the DS-6004 form,
which is the only ITAR authorization that a non-U.S. company can obtain.
A company does not have to be registered with DDTC to submit the DS-
6004 form; however, registration with DECCS is required. The DS-6004 re-
export/retransfer form requires the following information to be submitted:
the DDTC license number under which the defense article was previously
authorized for export from the United States; a description of the defense
article, including quantity and value; a description of the new end use; and

the new end user.?? It is highly recommended that the applicant include a
transmittal letter with details on the proposed re-export/retransfer.

DSP-5 license applications are also used as the authorization for ITAR-
controlled technical data since all technical data exports are considered to
be permanent exports. DSP-5s can also be used to obtain prior approval for
other types of ITAR controlled information, such as marketing presentations
(commonly referred to as a “marketing license”) and the training of foreign
persons where it would be impractical to obtain a Technical Assistance
Agreement (TAA).

DSP-5s are also used to obtain authorization to permit the transfer of
ITAR-controlled technical data to foreign persons that are employed by



U.S. companies (referred to as “deemed exports”).8% A license approved for
foreign person employment is valid only for a period of four years or until
expiration of their authorized stay from U.S. Department of Homeland
Security (DHS), whichever is shorter.

There also are a number of exemptions set forth under the ITAR that
permit unclassified defense articles to be exported without obtaining a
license from DDTC. Most of the exemptions are applicable to U.S.
companies only. Some pertinent exemptions that are used for such purposes
include:

« Components or spare parts for a defense article previously exported
with DDTC approval so long as the value does not exceed $500 in a
single transaction;>°

» Exports, re-exports, retransfers of defense articles conducted by or for
use by U.S. government agencies under specified circumstances;”"

» Unclassified components, parts, tools, or test equipment exported to a
subsidiary, affiliate, or facility owned or controlled by a U.S. person
if the components, parts, tools, or test equipment are to be used for
manufacture, assembly, testing, production, or modification subject to

certain conditions;”?
» Defense articles being exported in furtherance of a technical
assistance agreement, manufacturing license agreement, or

distribution agreement;>
» Unclassified models or mock-ups of defense articles so long as the
models or mock-ups are non-operable, do not reveal controlled

technical data, and do not contain USML Components;94
» Unclassified defense articles exported to any public exhibition, trade
show, air show, or related event if the article has previously been

licensed for such an event and the license is still valid;>>

» Re-exports and retransfers of U.S.-origin components incorporated
into a foreign defense article to a government of a NATO country, or
the governments of Australia or Japan to NATO, Australia, or
Japan;%®

» Certain items on the USML may be exported to Canada without a
license when the article is for end use in Canada by Canadian federal
or provincial governmental authorities or by Canadian companies that



are registered with the government of Canada under the Defense
Production Act, or the item will be returned to the United States;
and”’

» Temporary exports of certain firearms, ammunition, and body armor
for the personal use of a U.S. citizen or permanent resident subject to

safeguarding, use, recordkeeping, and other conditions.%®

Exporters and importers of ITAR-controlled items should carefully
review the specific requirements and limitations before seeking to use the
exemptions, including the recordkeeping requirements. The Society for
International Affairs’ ITAR Exemptions Handbook is a good resource for

reviewing the requirements associated with the use of ITAR exemptions.””

2.9 Exportation of Defense Services and Technical Data

Like the export of ITAR-controlled hardware, the export of defense services
and technical data generally require approval from DDTC, unless an ITAR
exemption can be used. The ITAR provides for the use of certain types of
agreements for the export of defense services and technical data, the most

common of which is a Technical Assistance Agreement (TAA).!%0 TAAs
are typically used in situations in which the exporter anticipates the need for
an unrestricted two-way exchange of technical data with a foreign person or
entity over a period of time within certain predetermined technical
parameters. TAAs are structured as contracts for the exchange of ITAR-
controlled technical data with mutual rights and obligations based on
specific required clauses that are required by the ITAR (referred to as
“verbatim clauses”) and contained in DDTC’s “Guidelines for Preparing
Agreements” found on DDTC’s website. Once the draft TAA has been
agreed to between the parties, the TAA is submitted to DDTC in DECCS
using a DSP-5 as the licensing “vehicle” to transmit the TAA to DDTC for
review by DDTC'’s licensing officers and the reviewing agencies, including
the U.S. Department of Defense. Once the TAA has been approved by
DDTC, the final TAA is then signed by all parties. The applicant must
provide DDTC with an electronic copy of the signature page plus a cover
letter identifying all of the current signatories within 30 days from the date
on which the TAA was approved by DDTC. Once the TAA has been



approved and signed, the U.S. parties to the TAA may commence the
activities authorized by the TAA.

A Manufacturing License Agreement (MLA) is an agreement whereby a
U.S. person grants a foreign person an authorization to manufacture defense

articles abroad.'®" An MLA covers the export of technical data or defense
articles or the performance of a defense service, or the use by the foreign
person of technical data or defense articles previously exported by the U.S.

person.'%? It also can establish a sales territory in which defense articles
manufactured abroad may be sold.

A Warehouse and Distribution Agreement (WDA) is an agreement to
establish a warehouse or distribution point abroad for defense articles to be
exported from the United States for subsequent distribution to entities in an

approved sales territory.'%> Both MLAs and WDAs require the filing of

annual reports on sales of the defense articles made abroad to DDTC.%
The following information must be included in all proposed agreements.

* A description of the defense articles to be manufactured and all
defense articles (including technical data) to be exported;

» A specific description of any assistance or technical data to be
provided (including design and manufacturing know-how) and any
manufacturing rights to be granted;

* The duration of the agreement, which can be up to ten years; and

» The specific countries where manufacturing, production, processing,

or sale is to be licensed.10°

As noted, agreements also must include certain specified clauses.!%® These
clauses are contained in sections 124.8 and 124.9 of the ITAR and must be
copied into the agreements verbatim.

While TAAs are normally valid for ten years, the U.S. applicant of a
TAA or MLA must provide written notice to DDTC of the impending
termination of the agreement at least 30 days prior to the expiration date of
such agreement.'%” Additional filing requirements are set forth under
section 123.22 of the ITAR.1%8

In some instances, it may be appropriate to submit a DSP-5 to seek
authorization to export technical data. For example, it may be beneficial to
submit a DSP-5 application when seeking to allow a U.S. person to be able



to disclose ITAR-controlled technical data to foreign persons in connection
with a plant visit or an international conference that is not open to the
public or when desiring to export technical data for purposes of filing a
patent application in a foreign country when the technical data required

exceeds that required for a patent application filing in the United States.!%9

There also are a number of exemptions set forth under the ITAR that
permit technical data and defense services to be exported without a license
from DDTC, which are primarily included in sections 123.16 and 125.4 of
the ITAR. Some pertinent exemptions that are frequently used for such
purposes include:

» Technical data in furtherance of an approved Manufacturing License
Agreement or Technical Assistance Agreement; "

» Technical data in furtherance of a contract between the exporter and
an agency of the U.S. government, if the contract provides for the
export of the data and such data does not disclose the details of
design, development, production, or manufacture of any defense
article; 111

» Technical data to be disclosed pursuant to an official written request
or directive from the DOD;112

» Copies of technical data previously authorized for export to the same
recipient, including revisions provided that the revisions are solely
editorial and do not add to the content of the technology previously
authorized for export;'!3

» Technical data sent by a U.S. corporation to a U.S. employee
overseas or to a U.S. government agency subject to certain
limitations; 114

» Technical data in the form of basic operations, maintenance, and
training information relating to a defense article lawfully exported or
authorized to export to the same recipient; !>

» Technical data for which the exporter has been granted an exemption
in writing pursuant to an arrangement with the DOD, DOE, or
NASA;!16

» Technical data approved for public release by the cognizant U.S.

government department or agency;''” and



» Defense services and related unclassified technical data necessary to
respond to a written request from the DOD for a quote or bid
proposal are exempt when transmitted to nationals of NATO

countries, Australia, Japan, and Sweden.8

Finally, a commonly used exemption authorizes the temporary import into
the United States and the subsequent export from the United States of

ITAR-controlled items for overhaul, service, and/or repair.'?

There are numerous requirements and limitations associated with each
of the preceding exemptions. For example, section 123.26 of the ITAR
requires that the exporter maintain a record of each export of technical data
made via an exemption, including a description of the unclassified technical
data, the name of the recipient end user, the date and time of the export, and

the method of transmission.'2°

As noted earlier, companies should carefully review the requirements
and limitations set forth under the ITAR when using exemptions and may
wish to consult the STA’s ITAR Exemptions Handbook.

There are additional authorizations required for U.S. Persons Abroad
(USPAB) who reside outside of the United States, are employed by a
foreign company involved with defense articles and provide defense
services to their foreign employer or other foreign parties.

DDTC has issued on its website Guidance for USPAB Authorizations
Requests and various FAQs describing the process for USPABs to obtain
authorizations to provide defense services.

While individuals residing outside of the U.S. do not have to register
with DDTC, the USPAB authorization must be submitted in DECCS via a
Form DS-6004, along with a submission letter using DDTC’s recommended
template, resume, detailed job description, an ITAR section 126.13(a)
certification, and other information to assist DDTC in evaluating the case.

In many cases, the USPAB authorizations contain numerous provisos
that may make it difficult or impractical for the USPAB and the foreign
employer to comply with.

2.10 Brokering Under the ITAR

In addition to exports and temporary imports of defense articles and defense
services, the ITAR also control the “brokering” of defense articles and



defense services.!?! Under the ITAR, a “broker” is defined as any U.S.
person, wherever located, any foreign person located in the United States,
or any foreign person located outside the United States where the foreign
person is owned or controlled by a U.S. person that engages in the business

of “brokering activities.”'? The term “brokering activities” is broadly
defined as “any action on behalf of another to facilitate the manufacture,
export, permanent import, transfer, reexport, or retransfer of a U.S. or

foreign defense article or defense service, regardless of its origin.”'?3 This
includes, among other things, financing, insuring, transporting, or freight
forwarding defense articles or service as well as “soliciting, promoting,
negotiating, contracting for, arranging, or otherwise assisting in the

purchase, sale, transfer, loan, or lease of a defense article or defense

service.”124

Persons who engage in “brokering activities” are required to register

with DDTC via DECCS on an annual basis.'?> There are limited exceptions
to the registration requirement, including:

 Employees of foreign governments or international organizations
acting in an official capacity; and

» Persons exclusively in the business of financing, transporting, or
freight forwarding, whose business activities do not also include

brokering defense articles or defense services.?®

Additional details and guidance regarding registration requirements and
procedures are set forth in Section 2.7.

Brokers must obtain prior approval from DDTC before engaging in
certain brokering activities. Section 129.4 of the ITAR provides that prior
approval from DDTC is required before a person can engage in brokering
activities involving certain defense articles and services, such as those
described in specified subcategories of USML Categories I, II, III, TV, VI,
VII, VIII, XII, XIV XX, and XXI.1%7 Section 129.5 of the ITAR identifies
the limited situations when prior approval to engage in brokering activities
is exempt from the approval requirements, such as when the brokering
activities are undertaken pursuant to a contract between the broker and a

U.S. government agency.!?8



As of this writing, requests for prior approval must be submitted to
DDTC in hard copy, although it is contemplated that prior approval request
will eventually be able to be submitted via DECCS. The current procedures
for obtaining prior brokering approvals are detailed in section 129.6 of the
ITAR and are submitted in the form of a letter. The brokering request must
include details on the parties to the proposed transaction, information on the
defense articles and technical data, and the specific end use(s) and end

user(s).'? The proposed brokering activity may not be engaged in until the
approval is issued by DDTC.

If doubt exists as to whether an activity is a brokering activity within the
scope of the ITAR or whether the prior approval requirements apply, parties
can seek written guidance from DDTC, using the same procedures for
submitting advisory opinions.!3

Brokers also are subject to certain reporting requirements under the
ITAR. Specifically, any person who is required to register as a broker with

DDTC must file a report to DDTC on an annual basis.'>! For persons
already registered as a broker, the brokering report must be submitted to
DDTC with the brokering registration renewal submission and must cover
all brokering activities undertaken within the past 12 months that were not
the subject of a prior brokering report. Brokering reports must cover all
brokering activity up to three months prior to the expiration of the

brokering registration.!3?

2.11 ITAR Requirements Concerning Fees, Commissions, and
Political Contributions

Another section of the ITAR warranting special attention relates to fees,
commissions, and political contributions that are paid in connection with
the sale of defense articles or defense services and regulated by Part 130 of

the ITAR.'33 As discussed later in the chapter, there are important reporting
requirements relating to such payments, and significant penalties can be,
and have been, imposed by DDTC when companies have filed inaccurate
reports or have failed to file reports at all.

By way of background, due to concerns on the use of agents, advisers,
and consultants to obtain business in the international defense trade in 1976
the U.S. Congress amended the Arms Export Control Act requiring the



State Department to require the reporting of certain fees, commissions, and

political contributions associated with sales of defense articles and

services.!34

The Part 130 reporting requirements apply to “applicants” who have
applied for licenses or other approvals from DDTC for the export, re-
export, or retransfer of defense articles or defense services valued in an
amount of $500,000 or more, which are being sold commercially to or for
the use of the armed forces of a foreign country or international

organization (i.e., direct commercial sales).!3> The reporting requirements
also apply to “suppliers” and “vendors” who are involved in direct
commercial sales or foreign military sales. “Suppliers” are defined in Part
130 to mean any person who enters into a contract with the DOD for the
sale of defense articles or defense services valued in an amount of

$500,000.13% “Vendors” include (1) any distributor or manufacturer who,
directly or indirectly, furnishes to an applicant or supplier defense articles
valued at $500,000 or more that are end-items or major components; or (2)
any person who, directly or indirectly, furnishes to an applicant or supplier
defense articles or defense services valued at $500,000 or more when such
defense articles or defense services are to be delivered or incorporated into
defense articles or defense services to be delivered to or for the use of the
armed forces of a foreign country or international organization under a sale
requiring a license from DDTC or a sale pursuant to a contract with the

DOD.1%7

Information on the payment of fees, commissions, and political
contributions are obtained by DDTC in several ways. First, when
submitting a license application or other approval from DDTC in
connection with the sale of defense articles or defense services via DECCS,
the application form includes a section on “Compliance with 22 CFR 130”
that asks several questions. An applicant must state whether the transaction
meets the $500,000 threshold. If the transaction meets the $500,000
threshold, the applicant must then state whether the applicant or its vendors
have paid, offered, or agreed to pay political contributions, fees, or
commissions in the amounts specified in section 130.9(a) of the ITAR,
which currently include political contributions in an aggregate amount of
$5,000 or more or fees and commissions in aggregate amount of $100,000
or more. If such fees and commissions have been paid, the applicant must
include in the application the detailed information required under section



130.10 of the ITAR.'38 This requirement applies regardless of whether such
political contributions or fees and commissions are paid directly by the
applicant or any of its vendors or by anyone on their behalf or at their
direction.'3?

The information that must be provided includes:

(1) The total contract price of the sale to the foreign purchaser;

(2) The name, nationality, address, and principal place of business of the applicant or the
supplier, and, if applicable, the employer and title;

(3) The name, nationality, address, and principal place of business, and if applicable,
employer and title of each foreign purchaser, including the ultimate end user involved in the
sale;

(4) The amount of each political contribution paid, or offered or agreed to be paid, or the
amount of each fee or commission paid, or offered or agreed to be paid;

(5) The date(s) on which each reported amount was paid, or offered or agreed to be paid;
(6) The recipient of each such amount paid, or the intended recipient if not yet paid,;
(7) The person who paid, or offered or agreed to pay such amount;

(8) The aggregate amount of political contributions and of fees or commissions, respectively,

which shall have been reported.140

When providing information regarding each recipient, the following
information must be provided: (1) name; (2) nationality; (3) address and
principal place of business; (4) its employer and title; and (5) its
relationship, if any, to the applicant, supplier, or vendor, and to any foreign
purchaser or end user.!*! However, the information regarding the recipients
does not need to be provided if the payments do not exceed $2,500 in the
case of political contributions or $50,000 in the case of fees or

commissions.'*> Any person filing such a report may request that
confidential business information contained in the report not be published,
divulged, disclosed, or made known in any manner, and no such
confidential business information may be made known in any manner
unless authorized by law.43

It should be noted that applicants and suppliers who file such reports
have an obligation to file supplementary reports in certain circumstances.'4*

For example, every applicant or supplier who is required under section
130.9 to furnish the information specified in section 130.10 must submit a



supplementary report in connection with each sale in respect of which
applicant or supplier has previously been required to furnish information if
any political contributions aggregating $2,500 or more or fees or
commissions aggregating $50,000 or more not previously reported or paid,

or offered or agreed to be paid by applicant or supplier or any vendor.'#®

To determine their reporting requirements, applicants and vendors must
determine from each of their applicable vendors a full disclosure by the
vendor of all political contributions and fees or commissions paid by the

vendor with respect to the sale at issue.'*® Any vendor to whom such a
request is made must provide a response within 20 days of the initial
request, although if the vendor believes that furnishing the information
required would unreasonably risk injury to the vendor’s commercial
interests, the vendor may provide an abbreviated statement that discloses
only the aggregate amount of all political contributions and the aggregate
amount of all fees and commissions that have been paid, or offered or

agreed to be paid, by the vendor with respect to the sale.'” If no response is
received from the vendor within 25 days of its request to the vendor, the
applicant or supplier must file a written submission with DDTC attesting to
the applicant’s or supplier’s attempt to obtain from the vendor the initial
statement required under section 130.10(a) of the ITAR, the vendor’s failure
to comply with the request, and the amount of time that has elapsed
between the date of the applicant’s or supplier’s request and the date of the

signed submission to DDTC.'® Even in such instances, the applicant or
supplier still must file with DDTC the report required pursuant to section

130.9 of the ITAR.!#

In addition, to determine their reporting requirements, applicants,
suppliers, and vendors must obtain from each person to whom they have
paid, or offered or agreed to pay a fee or commission relating to a covered
sale, a statement containing a full disclosure by such a person of all political
contributions paid, or offered or agreed to be paid, by itself or on its behalf,

or at its discretion, relating to such sale.'>® Moreover, applicants, suppliers,
and vendors also may request that each person to whom a fee or
commission is paid to provide periodic reports of its political contributions
to the extent that such reports may be necessary for the applicants,
suppliers, and vendors to comply with their ITAR reporting

requirements.'®’ Any person who provides such information may request



that confidential business information not be published, divulged, disclosed,
or made known in any manner, and no such confidential business
information may be made known in any manner unless authorized by

law. 1>

There are recordkeeping requirements associated with such reports.
Specifically, each applicant, supplier, and vendor must maintain a record of
any information that it was required to furnish or obtain under Part 130 of
the ITAR for at least five years following the date of the report to which

they pertain.'>3
To assist companies with their Part 130 reporting requirements, DDTC

has included a “Part 130 Decision Tree Tool” on its website.!>*

Significant penalties can be imposed by DDTC for the filing of
materially inaccurate reports or the failure to file such reports at all. For
example, in 2020, Airbus SE and its affiliates (Airbus) entered into a
Consent Agreement with DDTC pursuant to which Airbus agreed to pay a
civil penalty of $10 million for numerous violations of the ITAR, including
the Part 130 requirements on reporting and recordkeeping of political

contributions, fees, and commissions.'®> This civil penalty was in addition
to $237.7 million in criminal penalties that Airbus agreed to pay for
violations of the Arms Export Control Act and millions more in additional
criminal penalties for violating anti-corruption laws.'® In view of the
potential civil and criminal penalties that can be imposed, exporters must
understand and follow the ITAR’s Part 130 provisions relating to brokering
and reporting of political contributions, fees, and commissions.

2.12 Penalties and Enforcement

Significant penalties can be imposed for violations of the AECA and the
ITAR. DDTC’s Office of Defense Trade Controls Compliance is
responsible for civil enforcement of the ITAR, while the U.S. Department
of Justice handles criminal matters.

The maximum civil penalties for engaging in unlicensed exports and for
most other violations of the ITAR in 2022 was $1,272,251 per violation.
This amount is adjusted each year pursuant to the Federal Civil Penalties

Inflation Adjustment Act of 1990.'” Criminal penalties can be as high as
$1 million and/or up to 20 years of imprisonment per violation.'*® DDTC



also can debar companies and individuals from participating directly or
indirectly in the export of defense articles or the furnishing of defense

services.' In addition, any attempt to export defense articles in violation
of the ITAR can result in the seizure and forfeiture of the defense

articles.'®® DDTC also possesses the authority to deny, suspend, or revoke
licenses and registrations on the basis of conviction or indictment under the
criminal statutes listed in section 120.27 of the ITAR or in other

circumstances listed in section 126.7 of the ITAR.'®!

As discussed in Section 2.13, which follows, DDTC strongly
encourages voluntary disclosures and most cases involving violations of the
ITAR are closed without any civil penalty being imposed by DDTC.
However, as indicated by the Airbus SE Consent Agreement in 2000,
DDTC will not hesitate in filing a charging letter against a company when
there are significant, numerous, and systemic violations of the ITAR.
DDTC is also likely to commence a civil penalty action when the violations
involve exports to a proscribed country, such as China or Iran, or when
DDTC wishes to inform the defense industry of a particular issue, such as
in the Darling Industries, Inc. case described next.

While the full text of ITAR-related Consent Agreements and related
documents can be found on DDTC’s website, some of the recent cases
involving violations of the ITAR include the following:

» In 2022, California-based Torrey Pines Logic, Inc., and its chief
executive officer were charged with five violations of the ITAR,
including the unauthorized export and unauthorized attempted export
of defense articles, involvement in ITAR-controlled activities while
Torrey Pines was ineligible to do so, and failure to maintain required
records. The Consent Agreement required Torrey Pines to appoint a
Special Compliance Officer, perform an export controls jurisdiction
and classification review, improve its policies and procedures,
conduct an external audit, and pay a $840,000 fine (of which
$420,000 was suspended and may be applied toward the company’s
remedial compliance costs).

 In 2021, Keysight Technologies, Inc. entered into a Consent
Agreement settling allegations that it violated the ITAR in connection
with unauthorized exports of technical data and software used for
testing radar equipment to various countries, including a proscribed



destination. Under the terms of the 36-month Consent Agreement,
Keysight agreed to pay a civil penalty of $6,600,000. DDTC agreed
to suspend $2,500,000 of this amount on the condition that the funds
will be used for DDTC-approved remedial compliance measures.
Keysight was also required to hire an outside Special Compliance
Officer for a term of two years and conduct an external audit to assess
and improve its compliance program.

Also in 2021, Honeywell International, Inc. settled allegations that it
violated the ITAR in connection with unauthorized exports and
retransfers of technical data resulting from the failure to exercise
appropriate internal controls. Under the terms of the 36-month
Consent Agreement, Honeywell agreed to pay a civil penalty of $13
million. DDTC agreed to suspend $5 million of this amount on the
condition that the funds would be used for DDTC remedial
compliance measures to strengthen Honeywell’s compliance
program. In addition, Honeywell was required to engage an external
Special Compliance Officer to oversee the Consent Agreement,
conduct one external audit of its compliance program, and implement
additional compliance measures.

In 2020, Airbus SE settled allegations that it violated the ITAR in
connection with the provision of false statements on authorization
requests; the failure to provide accurate and complete reporting on
political contributions, commissions, or fees that it paid, or offered or
agreed to pay, in connection with sales; the failure to maintain
records involving ITAR-controlled transactions; and the unauthorized
re-export and retransfer of defense articles. Under the terms of the
36-month Consent Agreement, Airbus SE agreed to pay a civil
penalty of $10 million. DDTC agreed to suspend $5 million of this
amount on the condition the funds will be used for DDTC-approved
remedial compliance measures. In addition, Airbus SE was required
to appoint an external Special Compliance Official to oversee the
Consent Agreement, conduct two external audits of its compliance
program, and implement additional compliance measures.

In 2019, AeroVironment, Inc. settled allegations that it violated the
ITAR in connection with unauthorized exports of defense articles and
technical data; failed to properly maintain records involving ITAR-
controlled transactions; and violated the provisos, terms, and



conditions of export authorizations. AeroVironment agreed to pay $1
million in civil penalties, of which $500,000 was suspended if the
company applied that amount to authorized remedial compliance
costs. DDTC also mandated the appointment of a Special Compliance
Officer, the conduct of an external audit, and enhanced compliance
measures. AeroVironment voluntarily disclosed the alleged violations
to DDTC.

* In 2019, L3Harris Technologies, Inc. settled allegations that it
violated the ITAR in connection with unauthorized exports of defense
articles, including technical data in the form of software; the
provision of a false Part 130 statement on a Technical Assistance
Agreement; the violation of export license provisos; the violation of
terms or conditions of multiple licenses and agreements; and various
violations caused by systemic administrative issues. L3Harris
Technologies agreed to pay $13 million in civil penalties, of which
$6,500,000 was suspended if the company applied that amount to
authorized remedial compliance costs. DDTC also mandated the
appointment of a Special Compliance Officer; the completion of two
external audits; a classification review of all of the company’s ITAR-
regulated items; and strengthened compliance policies, procedures,
and training. Many of the alleged violations were voluntarily
disclosed to DDTC.

* In 2019, Darling Industries, Inc. settled allegations that it violated the
ITAR in connection with unauthorized exports of defense articles and
technical data; the unauthorized provision of defense services; and
the failure to appoint a qualified Empowered Official. This was the
first time that DDTC charged a company with failing to appoint a
qualified Empowered Official. Darling Industries agreed to pay
$400,000 in civil penalties, of which $200,000 was suspended if the
company applied that amount to authorized remedial compliance
costs. DDTC also mandated the appointment of an Internal Special
Compliance Officer, the completion of one external audit, a
classification review of the company’s ITAR-regulated items. Many
of the alleged violations were voluntarily disclosed to DDTC.

2.13 Voluntary and Mandated Disclosures



Companies can seek to mitigate potential penalty exposure for violations of
the ITAR by filing voluntary disclosures, which are “strongly encouraged”

by DDTC, and are a common practice by ITAR-regulated companies.'®?
The benefit for submitting a voluntary disclosure is that DDTC “may
consider a voluntary disclosure as a mitigating factor in determining the

administrative penalties, if any, that should be imposed.”’®3 In practice,
most voluntary disclosures filed with DDTC do not result in the imposition
of civil penalties and the cases are closed with a warning letter (referred to
as a “closing letter”). For example, from 2018 through 2020, DDTC
received more than 600 voluntary disclosures per year, but concluded civil
penalty cases on only five companies during that same time period.

The procedures for filing a voluntary disclosure with DDTC are set

forth in section 127.12 of the ITAR.®* This provision states that any person
wanting to disclose information that constitutes a voluntary disclosure
should “initially notify” DDTC “immediately after a violation is discovered
and then conduct a thorough review of all defense trade transactions where

a violation is suspected.”'6>

If an initial disclosure is filed, the full disclosure setting forth all of the
pertinent facts must be submitted to DDTC within 60 calendar days from
the date of the letter from DDTC acknowledging receipt of the initial

disclosure was filed, unless an extension is granted by DDTC.66
Extensions are commonly granted but must be submitted to DDTC in
writing prior to the deadline.

In order to initiate the voluntary process, a company should send a letter
to the Office of Defense Trade Controls Compliance that outlines the
suspected or alleged violations and commits to providing a final disclosure
after completing an investigation into the facts. The initial notification need
not be more than two or three pages in length so long as it includes a
sufficient summary of the suspected ITAR violations. Alternatively, a
company can choose to file a full voluntary disclosure at the outset, if the
facts are readily available and can be submitted in a timely manner after the
violation occurred.

As of this writing all voluntary disclosures must be sent to DDTC via
email or in hard copy form to DDTC via mail or an overnight courier
service. However, it is anticipated that, at some point in the near future,
DDTC will accept voluntary disclosures that are submitted via DECCS.



Section 127.12(c)(2) of the ITAR states that a full (or final) voluntary
disclosure should:

» Describe with precision the circumstances surrounding the suspected
violations (e.g., a detailed explanation of why, when, where, and how
the violation occurred);

* Provide the identities and addresses of all persons known or
suspected to be involved in the activities that resulted in the suspected
violation;

* Identify the kinds of defense articles and defense services involved,
including their USML classifications;

» Discuss what corrective actions and new compliance initiatives, if
any, have been implemented to address the causes of the suspected
violations; and

» Provide the name of the person making the disclosure and a point of
contact, if different, should further information be needed by

DDTC.167

The full voluntary disclosure should include substantiating documentation,

including licensing, shipping, and any other relevant documents.'®® Both
the initial and full voluntary disclosure must include a certification executed
by one of the company’s empowered officials stating that all of the
representations made in connection with the voluntary disclosure are true

and correct to the best of the person’s knowledge and belief.'®°

It should also be noted that in some cases, the disclosures are not
voluntary. Specifically, section 126.1(e) of the ITAR requires any person
who knows or has reason to know of such a proposed or actual sale, or
transfer, of such articles, services, or data to a proscribed section 126.1

country to “immediately inform” DDTC.!'”® Thus, if a company has
exported a defense article to China or released technical data to a Chinese
national employee, the company is required to notify DDTC immediately
and failing to do so is a separate violation of the ITAR.

In addition, there may be situations where a company has to state in its
license application that it had unlicensed exports to the same ultimate
consignee in the past since failing to explain this would mean that the
company would file a license application with a material omission, which
again would be a violation of the ITAR. In such cases, companies should



file a voluntary disclosure and cross-reference the voluntary disclosure case
number in the license application.

Finally, DDTC may require a company to submit a voluntary disclosure
if it has reason to know that the company violated the ITAR and had not
previously disclosed the violations. These disclosures are referred to as
“directed disclosures” and are not treated as a mitigating factor by DDTC.

2.14 Compliance Program Guidelines

In December 2022, DDTC issued new Compliance Program Guidelines
(CPG) that contain detailed information on the elements of an effective
ITAR compliance program in an effort to assist the defense industry and
universities that manufacture, export, broker, or temporarily import defense
articles and defense services in helping to mitigate the risk of ITAR
violations.

DDTC has identified the following elements as critical for an effective
ITAR compliance program:

1. Management Commitment

DDTC Registration, Jurisdiction and Classification, Authorizations,
and Other ITAR Activities

Recordkeeping

Reporting and Addressing Violations

Training

Risk Assessment

Audits and Compliance Monitoring

Export Compliance Manual and Templates

N
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While companies involved in ITAR regulated activities are not required
to adopt the CPG, U.S. companies that register with DDTC are required to
state whether they have written policies and procedures for compliance with
the ITAR, including the recordkeeping requirements in section 122.5 of the
ITAR.

2.15 Conclusion



Understanding and complying with the ITAR is important to all persons,
whether in the United States or abroad, that are involved in ITAR-regulated
activities. Given that the ITAR and USML are updated on a regular basis, it
is important to regularly monitor DDTC’s website and review the most
updated version of the ITAR prior to engaging in any ITAR regulated
activity. As discussed earlier, failure to comply with the ITAR can be costly
and can result in the imposition of severe penalties.
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U.S. Export Administration Controls!
Thad McBride, Mark Sagrans, and Scott Maberry

3.1 Introduction

This chapter provides an overview of the Export Administration
Regulations, known as the EAR.

What is regulated: Virtually all items not regulated by the International

Traffic in Arms Regulations (ITAR) are regulated by the EAR.? Section 3.3
provides more detail.

Where to find the regulations: The EAR are contained in parts 730
through 774 of chapter 15 of the Code of Federal Regulations.?

Who is the regulator: The regulations are administered by the U.S.
Department of Commerce, Bureau of Industry and Security (BIS).

How to get a license: License applications are filed electronically on BIS’s
website using the SNAP-R system: http://www.bis.doc.gov/snap/index.htm

Key website: http://www.bis.doc.gov/index.htm

3.2 Structure of the Export Administration Regulations

The structure of the EAR is described briefly herein. It is also the structure
of this chapter, which is organized roughly in the order of the steps one


http://www.bis.doc.gov/snap/index.htm
http://www.bis.doc.gov/index.htm

takes to determine the export controls applicable to a particular item.*

1. Determine if the item is subject to the EAR. Some items are
controlled by the ITAR, some items are subject to the jurisdiction of
another specialized agency, and some are not controlled at all. This
step is outlined in Section 3.3.

2. Classify the item. The items controlled by the EAR are classified on

the Commerce Control List (CCL).> Items are described by
reference to performance characteristics. This step is outlined in
Section 3.5.

3. Determine whether the item is controlled (i.e., requires prior
authority) to the relevant destination by review of the relevant
Export Control Classification Number (ECCN), the Commerce
Country Chart contained in Supplement 1 to Part 738 of the EAR
and specific sections of the EAR for controls, such as Short Supply,
not listed in the Commerce Country Chart. Unlike the ITAR, even if
the item is determined to be subject to the EAR, a license often is
not required to export the item. Depending on the sensitivity of the
item, a license may not be required for certain destinations. The
licensing decision is outlined in Sections 3.8 and 3.9.

4. Determine if there is any other reason that a license may be required
in light of the particular parties to the transaction, the end-use of the

item to be exported,® or other factors. If any of several “general
prohibitions” apply, a license is required for export to a particular
country, person, or end use, as outlined in Section 3.6.

5. If the item is controlled for the particular destination, end user,
and/or end use, determine whether any of several “license
exceptions” apply, in which case it may not be necessary to obtain a
license for the export. This step is outlined in Section 3.8.

6. Apply for a license if required, as outlined in Section 3.9.

7. Throughout the export classification and licensing process, during
the export itself, and even after the export transaction is completed,
the exporter must maintain accurate and complete records of the
transaction. Recordkeeping is both legally required and important to
ensure compliance with the EAR. In the current enforcement
landscape, policies and procedures to promote compliance are
important to undertake, particularly given the array of penalties that



may be imposed for violations. Those penalties, and the
enforcement provisions by which those penalties may be imposed,
are outlined in Section 3.10. In addition, several recent enforcement
actions are described in the Appendix to this chapter.

8. After allowing the statutory authority underlying the EAR to lapse
and many years of efforts to reform the export control system,
including transforming the ITAR into a positive list and tweaking
the EAR to acknowledge cloud computing and related business
challenges under the Obama administration, Congress took action in
2018 through the enactment of the Export Control Reform Act of
2018 (ECRA) to reauthorize and modernize the EAR. (See footnote
3.) Among the key changes made by ECRA are the establishment of
a permanent statutory authority for the EAR, increasing the civil and
criminal penalties for export controls violations, and instituting an
interagency process to identify and establish controls for emerging
and foundational critical technologies that are deemed essential to
U.S. national security. Section 3.10 has additional information on
the updated penalties.

9. During the administration of President Donald Trump, several
special measures were introduced to address perceived national
security risks, particularly as related to China. Section 3.12
summarizes a few of the most notable measures: restrictions
imposed on Chinese telecommunications company Huawei, and
restrictions on critical technology, including in the context of review
of foreign investment in the United States by the Committee on
Foreign Investment in the United States. Each of these actions—and
others not specifically discussed in this chapter—can be seen as part
of a continuing U.S. government effort to prevent foreign actors,
especially those from China, from obtaining access to sensitive U.S.
technology. Additionally, as part of its response to the Covid-19
pandemic, the U.S. government has invoked the Defense Production
Act (DPA) to restrict exports of certain designated medical
equipment.

3.3 What Is Regulated: Scope of the Ear



As noted in Section 3.1, most items specially designed or modified for
military application are subject to the ITAR; but some lesser parts and
components specially designed or modified for military items are now
subject to the EAR. And, while most other common or commercial items
are subject to the EAR, a small portion of items are subject to the exclusive

jurisdiction of some other export control agency.” Although the coverage of
the EAR is broad, a license is not needed for exports of most items to most

destinations or end users.® License requirements are based on the item’s
technical characteristics, and the destination, end user, and end use to which
the item will be exported. To determine whether an item or transaction
requires a license, it is useful to consider the following questions, often
known as the 4 Ws:

* What are you exporting?

* Where are you exporting?

* Who will receive your item?

» What will your item be used for?

With this information, as summarized further in this chapter, it is possible to
analyze whether the EAR controls the transaction and whether a license is
required.

The EAR applies to several categories of items, as follows:

* Items, regardless of where manufactured, that are physically located
in or transiting through the United States.

» Items, wherever located, that were manufactured in the United States
(U.S.-origin items).

» Items manufactured outside the United States (foreign items) that
contain more than a de minimis amount of controlled U.S.-origin
content by value, and certain technology related to those foreign
items.°

» Foreign items that are considered to be a “direct product” of certain
controlled U.S.-origin technology or software. !

In addition to controls on exports of physical goods (referred to as
“commodities” under the EAR), the scope of the EAR—and the use of the
term “items” in this context—includes technology and software most often
related to the development or production of controlled commodities.



Controlled “technology” may include plans, specifications, design
information, technical data, and manufacturing knowhow. The EAR
imposes controls on exports made in any form, such as by email, facsimile,

or in other soft-copy form.!!
The EAR also specifically controls the “release” of technology or

software to a foreign person, including through oral or visual disclosure.!?
Such disclosure of controlled technology may be in the context of an export
or international transfer but is considered a “deemed export” if the
disclosure takes place within the United States, even if the foreign person
recipient of the export is lawfully permitted to be in the United States (e.g.,
by having a valid visa). This kind of export or transfer of controlled
technology is referred to as a “deemed re-export” if the disclosure or
transfer is made from one foreign person to another foreign person of
different nationality outside the United States.

Note that the term “foreign person” is broadly defined as anyone who is
not a U.S. citizen, lawful permanent resident, or protected individual under
the Immigration and Naturalization Act. This means, as noted earlier, that
even foreign persons authorized to be in the United States or that work for a
U.S. company are foreign persons for purposes of the EAR (and the ITAR),
unless they are lawful permanent residents or protected individuals.

Some items are specifically excluded from the scope of the EAR, and
thus are not covered by any EAR restriction (but may be subject to certain
other restrictions such as U.S. economic sanctions and embargoes). Items

not subject to the EAR include the following:!3

» Most books, newspapers, periodicals, music, and films

» Most software or technology that is “published” (but not certain
encryption software'® or “software” or “technology” for the
production of a firearm, or firearm frame or receiver)®

» Software and technology resulting from “fundamental research” in
science and engineering, where the resulting information is
“ordinarily published and shared broadly within the scientific
community”'®

» Software and technology that are released by instruction in a catalog
course or associated teaching laboratory of an academic institution

* Information included in patents and open patent applications'”



3.4 Who Is Regulated

Because the EAR generally controls U.S.-origin items wherever located, all
items located in the United States, and foreign-origin items containing more
than a de minimis amount of controlled U.S. content or that are the direct
product of certain export-controlled technology, the actions of both U.S.
and foreign persons and companies may be subject to the EAR. Changes in
the end use or end user of an item subject to the EAR within the same
country may also be covered: these are referred to as transfers (in-country)
or in-country transfers. As detailed further in the Appendix to this chapter,
many recent export enforcement actions have involved foreign companies
or individuals who re-exported EAR-controlled items to an unauthorized
end use or end user.

3.5 Classification: The Export Control Classification Number

The CCL is divided into ten broad categories, one of which, Category 5, has
two parts. Each category is further subdivided into five item types. Entries
on the CCL are identified by an ECCN, which is composed of a single digit,
followed by a letter, followed by a three-digit code (e.g., 2B991).

The first digit of the ECCN indicates the CCL category as follows:

0: Nuclear materials, facilities, and equipment (and miscellaneous
items)

1: Materials, chemicals, microorganisms, and toxins
2: Materials processing

3: Electronics

4. Computers

5.1: Telecommunications

5.2: Information security

6: Sensors and lasers



7: Navigation and avionics

8: Marine

9: Propulsion systems, space vehicles, and related equipment
The letter in the ECCN indicates the “product group,” as follows:
A: Systems, equipment, and components

B: Test, inspection, and production equipment

C: Material

D: Software

E: Technology

The final three digits of the ECCN indicate the basis for control, as
follows:

000-099 indicate control for national security
100—199 for missile technology

200-299 for nuclear-related technology
300-399 for chemical and biological weapons

500-599 for items warranting national security or foreign policy
controls (such as commercial satellites)

600—699 (known as the “600 series”) for military items that are on
the Wassenaar Arrangement Munitions List or formerly on the U.S.
Munitions List

900-999 for anti-terrorism, crime control, and other reasons



As a general rule, the lower the number of the ECCN, the more tightly
controlled the item is for export purposes (e.g., an item controlled under
ECCN 9A001 is more tightly controlled than an item covered under ECCN
9A991). But items that are controlled under the 500 or 600 series are often
the most tightly controlled because they are items that were formerly
controlled under the ITAR and are still considered to be defense articles, yet
were moved to EAR control because of their relatively limited impact on
national security and/or because they are widely available from non-U.S.
sources.

If the item is not given an ECCN, it falls in a catchall category known
as EAR99, discussed in further detail later.

BIS encourages exporters to self-classify their items and technologies
on the CCL in most instances. The agency also provides formal
“commodity classifications,” which are typically used when the
classification of an item is ambiguous or when the compliance profile of a
particular export requires a high degree of certainty in the classification. If
uncertain about whether an item is controlled under the EAR or the ITAR,
best practice—as informed by guidance from the State Department—is to
submit a commodity jurisdiction request to the State Department as
opposed to submitting a commodity classification request to BIS because
the jurisdictional determination is a necessary predicate to ITAR
categorization or EAR classification.

To obtain a formal commodity classification, a party must submit an
application to BIS containing information about the product, including a
description and technical specifications of the product, via BIS’s internet-

based licensing/classification system, SNAP-R.!® BIS then will determine
whether the item is subject to the EAR and, if so, what ECCN applies. In
particular, BIS issues a formal classification through the Commodity
Classification Automated Tracking System (CCATS), with a unique number

on which the manufacturer and exporters can rely from that point forward.'®
As noted earlier in Section 3.3, with limited exceptions, the jurisdiction
of the EAR extends to all U.S.-origin commercial items wherever located

and all commercial items in the United States.?? EAR99 is the designation
for items that fit within the scope of the EAR, and are therefore subject to
the EAR, but are not assigned an ECCN with specific technical or
functional parameters. The EAR99 designation is thus unique in that it is
not described on the CCL; instead, it serves as a catchall classification for



commercial items subject to the EAR that have not been identified to pose

particular national security concerns.”! The EAR99 listing appears in a
statement at the end of each CCL category, as follows: “[i]Jtems subject to
the EAR that are not elsewhere specified in this CCL Category or in any

other category in the CCL are designated by the number EAR99.”%?
EAR99 items may be exported to most destinations without a license.
Important exceptions include situations where a “general prohibition”

applies.?? For example, EAR99 items may not be exported without a license
to embargoed destinations, or for certain prohibited end uses, or to certain

prohibited end users such as those listed on the Denied Persons List** or

Entity List.”> Embargoed destinations are listed in Part 746 of the EAR,
although exporters also should consult the U.S. sanctions regulations issued
by OFAC, described in Chapter 1. End-use and end-user—based export
restrictions are listed in Part 744 of the EAR, and should be consulted prior
to exporting items to an unfamiliar party or to a party where there are “red
flags” that the receiving party (or “consignee” in EAR terms) may use the
product for a prohibited end use or divert the product to an embargoed
destination or prohibited end user. Prohibited end uses in Part 744 of the
EAR are varied, but the core prohibited end uses include the proliferation of
weapons of mass destruction—nuclear weapons; unsafeguarded nuclear and
fuel cycle activities; chemical and biological weapons; and rockets,
missiles, and unmanned aircraft (UAVs). Part 744 also lists destinations,
including China, Russia, and Venezuela, to which certain exports are

prohibited. For example, exports of certain lesser-controlled?® products to
Belarus, Burma, Cambodia, China, Russia, or Venezuela for a military end
use or to a military end user require an export license even though the
export of the same product to a commercial user for a commercial end use
would be permitted without a license. In any event, all exports from the
United States must be documented in compliance with the recordkeeping
provisions of Part 762 of the EAR.

3.6 General Prohibitions

Part 736 of the EAR lists ten general prohibitions that apply to any
transaction subject to the EAR. Any violation of one of the general



prohibitions will be subject to possible enforcement and applicable
penalties, as described in Part 764 of the EAR.?’

The general prohibitions are as follows:?
1.

8

Export or re-export of a controlled item without a required license or
license exception.

Re-export or export from abroad of a foreign-made item
incorporating more than a de minimis amount of controlled U.S.
content without a required license or license exception.

Re-export or export from abroad of the foreign-produced direct
product of certain U.S.-controlled technology and software without
a required license or license exception. This is potentially a
significant extension of U.S. jurisdiction over items that have a non-
U.S. country of origin and would not otherwise be “subject to the
EAR.” For further detail on how the direct product rule is being
implemented and expanded, see Sections 3.11 (related to Russia)
and 3.13 (related to China).

Engaging in action prohibited by a denial order. From time to time,
under Part 766 of the EAR, the Department of Commerce issues
orders denying the export privileges of an entity or individual.
Denial orders are published in the Federal Register. Export contrary
to the terms of a denial order is prohibited; there are no license
exceptions that authorize any such exports.

Export or re-export to an end use or end user prohibited by Part 744
of the EAR.

Export or re-export to an embargoed destination as set forth in Part
746 without a required license. As of July 2022, Cuba; Iran; North
Korea; Syria; and the Crimea, Donetsk, and Luhansk regions of
Ukraine are subject to comprehensive embargoes such that virtually
all exports to those countries (or regions) require licenses. As
described further in Section 3.11, many exports to Russia and
Belarus also require a license. Sudan is also subject to somewhat
stricter export licensing requirements, while many other countries,
such as Venezuela, are subject to more targeted restrictions. As
outlined in more detail in Chapter 1, it is important to understand
that trade restrictions differ widely by country and evolve regularly
based on U.S. policy considerations. Depending on the type of



export and the embargoed destination, either BIS or OFAC will have
licensing jurisdiction (though, in certain transactions, both agencies
may have jurisdiction).

7. Support of proliferation activities, as well as military-intelligence
end uses and end users, such as certain financing, contracting,
service, support, transportation, freight forwarding, or employment
activities by a U.S. person where the U.S. person knows the activity
will assist in the proliferation of weapons of mass destruction, or
support for a designated military-intelligence end use or end user, as
set forth in sections 744.6 and 744.22 of the EAR, respectively.

8. Certain in-transit shipments: For an item being exported or re-
exported via a route that requires the item to be unladen from a
vessel or aircraft in any of a list of countries, a separate license must
be obtained as if the country of unlading were the ultimate
destination.

9. Violation of any order, terms, or conditions of a license. All BIS
licenses contain terms and conditions limiting their applicability.

10. Proceeding with a transaction with knowledge that a violation has
occurred or is about to occur.

General prohibition 10 merits special mention. First, general prohibition
10 refers to all of the other prohibitions; those prohibitions become, in
essence, an element of general prohibition 10. Because a violation under
general prohibition 10 turns on a “transaction” related to knowing a
violation has occurred or is about to occur, violations include not only an
export or re-export itself but also any related activity such as transferring,
financing, ordering, transporting, forwarding, or even storing an item
subject to the EAR within the United States. Additionally, the “knowledge”
requirement under general prohibition 10 can be met by either actual
knowledge or constructive knowledge, that is, when a party “should have
known” of a violation. General prohibition 10 effectively requires exporters
seeking to support past violative exports (for example, to continue to export
an item previously exported in violation of the EAR, or to repair such an
item) to file a disclosure with BIS so that they may then seek authorization
from BIS to provide such support.”® In other words, a “voluntary”
disclosure now effectively becomes “mandatory” in order to avoid a
“knowing” violation.



3.7 Reasons for Control

Generally speaking, under the EAR, items are controlled for export in
accordance with specified foreign policy aims of the United States. Items
on the CCL are assigned one or more reasons for control, which in turn
forms the basis for licensing requirements for those items. Most reasons for
control are multilateral and based on specific regime guidelines. Usually
export licenses are not required for export to other regime members but

would be for exports to countries that are not regime members.? This
would not apply for items with multiple controls (excluding AT) and for
some items with NS and CB controls to Russia, so be cautious with this rule

of thumb.3! The reasons for control, and examples (as of July 2022) of
items controlled for each reason, are as follows:

1. Proliferation of chemical and biological weapons (CB). Examples of
items controlled for this reason include chemicals that may be as
precursors for toxic chemical agents (ECCN 1C350) and equipment
capable of use in handling biological materials (ECCN 2B352).
These controls are shared with other Australia Group regime
members.

2. Nuclear nonproliferation (NP). Examples include machine tools and
any combination thereof for removing or cutting metals, ceramics,
or composites, which can be equipped with electronic devices for
“numerical control” (ECCN 2B001) and high explosives other than
those on the U.S. Munitions List (ECCN 1C239). These controls are
shared with other Nuclear Suppliers Group regime members.

3. National security (NS). Examples include equipment for the
manufacturing of semiconductor devices or materials (ECCN
3B001), optical equipment and components (ECCN 6A004), and
submersible vehicles and surface vessels (ECCN 8A001). These
controls, and many ITAR controls, are shared with Wassenaar
Arrangement regime members.

4. Missile technology (MT). Examples include turbojet and turbofan
engines (ECCN 9A101) and ceramic materials (ECCN 1C007).
These controls are shared with other Missile Technology Control
Regime members.

5. Regional stability (RS). Examples include radar systems and
equipment (ECCN 6A998) and certain cameras (6A003). These are



broad, foreign policy-based unilateral controls.

6. Firearms convention.3’ Examples include shotguns (ECCN 0A502)
and optical sighting devices (ECCN 0A504). These controls are
often shared with other Wassenaar Arrangement regime members.

7. Crime Control (CC). Examples include voice print identification and
analysis equipment (ECCN 3A980) and restraint devices (ECCN
0A982). These controls are often shared with other Wassenaar
Arrangement regime members.

8. Anti-terrorism (AT). Examples include portable electric generators
(ECCN 2A994) and “mass market” information security software
(ECCN 5D992). These are foreign policy-based unilateral controls.

9. Short Supply (not on Country Chart). Examples include horses for
export by sea, petroleum products (not including crude oil) that were
produced from the Naval Petroleum Reserves, and western red
cedar. These are domestic policy-based unilateral controls.

10. U.N. Sanctions (not on Country Chart). Examples include aircraft
and gas turbine engines controlled in ECCN 9A991 and
commodities related to military explosive devices (e.g., smoke hand
grenades) (ECCN 0A604).

11. Specially designed implements of torture such as those controlled in
ECCN 0A983. These controls are often shared with other Wassenaar
Arrangement regime members.

12. Encryption items (EI) such as “information security systems”
meeting certain technical criteria in ECCN 5A002, and
corresponding software (ECCN 5D002) and technology (ECCN

5E002).33 These controls are often shared with other Wassenaar
Arrangement regime members.

13. Communications intercepting devices such as those primarily useful
for surreptitious interception of wire, oral, or electronic
communications (ECCN 5A980) and software applying to such

devices (ECCN 5D980).>* These controls are often shared with
other Wassenaar Arrangement regime members.

The reason for control appears in the heading of the ECCN entries.?”

Following is an example of such an entry:




A. SYSTEMS, EQUIPMENT, AND
COMPONENTS

5A002 Systems, equipment, application specic
“electronic assemblies”. modules and integrated
circuits for “information security”, as follows (see
List of Items Controlled), and other specially
designed components therefor.

License Requirements

Reasons for Control: NS, AT, EI

Control(s) Country Chart
NS applies to entire entry NS column 1
At applies to entire entry At column 1

In this example, any systems or equipment meeting the technical
specifications of ECCN 5A002 are subject to National Security (NS), Anti-
terrorism (AT), and Encryption Items (EI) controls. In order to determine
whether the reason for control would require a license or license exception
for a given destination, it is necessary to check the Country Chart and
applicable related regulations in Part 742 and 740.17 of the EAR as outlined
in Section 3.8.

End-user and end-use-based controls, which may apply regardless of the

country of destination, are contained in Part 744 to the EAR.® While those
are not identified as “Reasons for Control,” as that label is employed in the
EAR, end-use restrictions include but are not limited to certain nuclear end
use; restrictions on chemical and biological weapons end uses; missile,
rocket, and unmanned air vehicle end uses; maritime nuclear propulsion end
uses; and military end users and end uses in Belarus, Burma, Cambodia,

China, Russia, and Venezuela.3”

Separate restrictions on end users include the lists maintained by BIS
(the Entity List and the Denied Persons List) and persons designated in
certain executive orders and named to OFAC’s List of Specially Designated



Nationals (SDN) and Blocked Persons.3® BIS maintains a collection of
“Lists to Check” on its website that can be used to screen parties to any

transaction.>?
Once an item’s correct ECCN and reason for control are determined, the

Commerce Country Chart*? is generally used to determine whether a
license is required to export that item to a particular destination.*! Some
ECCNs contain self-evident descriptions of the license requirement (e.g., in
the rare case where a license is required to all destinations)** or refer to
another set of controls such as the ITAR.*? But for most items, the “reason
for control” must be found in the ECCN entry, and then the destination (and
intermediate destinations for transshipped items) must be checked in the

Country Chart.**
A sample Country Chart entry (for Uruguay) is reproduced here:

Reason for Control

Chemical & Nuclear
Biclogical Mon- Mational  Missile  Regional  Firearms Crime Anti
Countries Weapons proliferation Security Tech Stability  Convention Control Terrorism

CE CB CB NP NP NS NS MT RS RS FC cC cC CcC AT AT
1 2 3 1 2 1 2 1 1 2 1 1 2 3 1 2

Uruguay

The checked boxes indicate that a license or applicable license exception is
required to export to Uruguay any item controlled under the following
Reasons for Control: Chemical & Biological Weapons categories 1 and 2,
Nuclear Non-proliferation category 1, National Security categories 1 and 2,
Missile Technology category 1, Regional Stability categories 1 and 2,
Firearms Convention category 1, and Crime Control categories 1 and 3.

As an example, an item classified in ECCN 5A002 (from the preceding
example) would be controlled for export to Uruguay because, by the terms
of the ECCN, such an item is controlled under NS column 1. As shown in
the preceding Country Chart entry, items controlled for National Security
column 1 are controlled for export to Uruguay.

It is important to note that if any of the Reasons for Control listed in the
ECCN has an X in the box for the destination on the Country Chart, the
item is controlled for export or re-export to that destination. In this
example, 5A002 is controlled for both NS 1 and AT 1, but Uruguay only



has an X in the box for NS 1. A single applicable reason for control is
sufficient to require a license or license exception for the export. The fact
that there is no restriction to Uruguay for items controlled for anti-terrorism
reasons (i.e., there is no X in the box for AT 1) does not change the fact that
the 5A002 item is still controlled for export to the country.

It is also important to note that the “Encryption Item” Reason for
Control does not appear in the Country Chart. As an example, the ECCN
5A002 entry lists “EI” as one of the reasons for control. But the Country
Chart entry for Uruguay (as with all countries on the chart) does not contain
a column for EI controls. For EI controls, it is necessary to review the
provisions in the notes to the ECCN and the relevant EAR provisions
(particularly 742.15 and 740.17) to determine whether a license is needed.
There are additional items that are controlled; for example, items may be
controlled for Short Supply even though Short Supply controls are not
reflected in the Country Chart. If the description or text of an ECCN
identifies a reason for control that does not appear as one of the columns in
the Country Chart, you must separately research that reason for control in
the EAR to determine if an export license is required. Typically, Part 742 is
a good place to start, but some controls have their own special section, for
example, short supply controls, which are addressed in Part 754 of the
EAR.

The fact that an item is controlled for export to a particular destination
means that a license or applicable license exception is required to export the
given item to that destination. Note that if there are multiple reasons for
control, to take advantage of a license exception, that exception must be
available for each applicable Reason for Control—and meet all other
required conditions—for the given destination and end user, including those
set forth in the text of the license exception as well as those generally

applicable to license exceptions contained in Part 740.2. See Section 3.8 for

additional information about license exceptions.*

Remember too that, as noted earlier, export controls apply equally to
exports physically sent to other countries and to “deemed exports,” that is,
transfers of controlled technology or source code to a foreign person even
while in the United States, and “deemed re-exports,” that is, transfers of
controlled technology or source code to a foreign person of a country other

than the foreign country where the release takes place.*®



The Commerce Country Chart does not cover end-use or end-user
restrictions. Although it makes reference to U.S. sanctions and embargoes
in some country entries (e.g., Cuba), the Country Chart does not provide

full coverage of end-use and end-user restrictions.*” Because the end-use
and end-user restrictions may impose separate licensing requirements
administered by BIS or other U.S. government agencies, it is important to
implement a screening process for those restrictions in addition to checking
the Country Chart.

3.8 License Exceptions

Part 740 of the EAR lists the various license exceptions that are available to
exporters. An applicable license exception provides authorization for a
transaction that is controlled for export to a given destination, end user, or
end use that would otherwise require a license from BIS. License
exceptions are highly fact-dependent and may be limited by the dollar value
of a shipment or other factors. Some license exceptions are only available
after certain steps are completed (such as a specific request to BIS or a
technical review by BIS).

By way of example, license exceptions may be available for exports of

the following:*®

» Certain lower-technology items of low dollar value (License
Exception LVS)

» Exports of certain items to countries listed in Country Group B of the
EAR, found in 15 C.F.R. § 740 Supp. 1 (License Exception GBS)

* Baggage as described in 15 C.F.R. § 740.14 (License Exception
BAG)

» Certain aircraft and vessels on “temporary sojourn” in the United

States or through foreign countries (License Exception AVS)*

As summarized here, several steps will help to determine whether a given
transaction is eligible for a license exception.

1. Determine whether any of the general prohibitions (discussed in
Section 3.6) apply to the export.”® If no prohibition applies, a license
or license exception is unnecessary (though you may have specific
recordkeeping obligations under parts 758 or 762 of the EAR).



7 Determine whether one or more of the restrictions against using a

license exception applies.”! Be sure to carefully check EAR section
740.2, which lists those restrictions, before proceeding, as it is a trap
for the unwary. If a restriction in 740.2 renders a license exception
unavailable, a license is required to proceed with the export.

3. If no restrictions apply, determine whether any of the license
exceptions listed in Part 740 of the EAR are available. Some license
exceptions, such as LVS, GBS, TSR, APP, and others, are “list
based” and are available only if they are listed in the ECCN of the
item to be exported. Other license exceptions, such as TMP, RPL,
BAG, GOV, TSU, and STA, are “transaction based” and are
available without being listed in the ECCN, but each exception is
based on the reason(s) for control of the underlying item and thus is

restricted from or authorized solely to designated Country Groups.>?
It is therefore necessary to carefully review both the ECCN and the
relevant section of Part 740 describing the license exception and the
conditions for its use to determine the applicability of a particular
license exception to a transaction. Eligibility may depend on the
item, the destination country, the end use, and/or end user of the

item as well as any special conditions of the license exception.”>
4. Comply with all terms and conditions listed in the license exception.

3.9 Licensing

License application. When a specific license is required, the exporter must
submit a license application to BIS through the agency’s electronic
application system, known as SNAP-R (an acronym for “Simplified

Network Application Process Redesign).>* To submit an application using
SNAP-R, it is first necessary to register with SNAP-R and obtain an
authorizing Company Identification Number (CIN) and PIN.

As part of the license application, the exporter must provide information
about itself and all other parties to the transaction, for example, the end
user, and any freight forwarder and/or other intermediate consignees. The
application also must provide the applicable ECCN and a description of
items to be exported, including the quantity and value of such items.



License. A BIS license typically will contain a number of standard
clauses, a four-year term of validity, and may also include specific terms
and conditions. All terms, conditions, and restrictions of a license must be
complied with; failure to do so would be considered a violation of General

Prohibition 9.°> A license authorizes exports only within the terms of the
license application. It does not constitute an authorization to engage in other
transactions with the country of destination or to continue exports or
transfers after the license has expired.

764.5(f) authorizations. If a company has inappropriately exported an
item without a license and now needs to provide support in a form that
would otherwise not require a license, as noted earlier, that support would

be prohibited by General Prohibition 10.°® It is possible to obtain an
authorization to provide such support, but this process is not conducted

through the SNAP-R licensing process.®” Instead, it is conducted by filing a
letter request with the BIS Office of Exporter Services (OES) after the
company has filed a voluntary disclosure with the BIS Office of Export
Enforcement (OEE). The scope of any such request, and any authorization
then granted by OES, is limited to the specific transfers and actions
immediately necessary.

In the event that an exporter discovers that it has violated the EAR, it
may decide to voluntarily report the violation to the OEE. Part 764 of the
EAR details the procedures involved in making a voluntary self-disclosure
to the OEE. Reporting a violation of the EAR is not mandatory in most
cases but is strongly encouraged by the OEE and can mitigate potential

penalties.®® A person disclosing a violation will be given credit for that
violation as being voluntary only if neither OEE nor another U.S.
government agency have previously learned of the conduct at issue.

The OEE encourages persons submitting a voluntary self-disclosure to
follow a two-step process: (1) submit a brief initial notification with basic
information about the parties involved and the conduct at issue, and (2)
submit a subsequent, full narrative report detailing the suspected violations
at issue, the review conducted, and measures taken to deter future
violations. The EAR details the information to be provided in the narrative
report and examples of supporting documentation to accompany the report.
Submitting parties are required to certify to the accuracy of the information
submitted with the disclosure. The OEE generally discourages oral
presentations for disclosures but may agree to them upon request. The OEE



also requires that parties retain all records relevant to the disclosure until
OEE makes a final determination on how to resolve the matter.

It is important for every exporter to understand the EAR and other
relevant export laws, and to have an appropriate compliance program in
place to prevent and detect violations. While BIS has created an Export
Management System document that provides details of what the agency
considers to be essential components of an effective export compliance
program, no one sample policy should be considered sufficient for
compliance. Rather, a compliance program must be tailored carefully to the
exporter’s needs. For example, an exporter whose inventory is limited to
EAR99 items and whose sales territory consists solely of the United States
and Canada will have a very different risk profile from a company that
regularly ships highly controlled items to China, Russia, and the Middle
East. A company that employs only U.S. citizens may have less of a need
for strict technology transfer controls than a company that has many foreign
person engineers in its R&D laboratories.

One important component of any compliance program is the ability to
identify and respond to “red flags,” that is, any circumstances that indicate
an export may be destined for an improper destination, end use, or end

user.”® BIS has developed an extensive list of sample red flags on its

website, but any abnormal circumstances may give cause for suspicion.®”
BIS expects that any red flags present will be identified and addressed
before an export transaction occurs. Exporters also have a duty not to self-

blind with respect to information that may constitute a red flag.%!

Whatever compliance policy the exporter adopts, it is important that
relevant personnel be trained on the applicable law and the company’s
procedures for complying with it. Records of each export transaction
generally are required to be maintained for at least five years from the date
of the transaction or expiration of a relevant license authority and must be
made readily available to the government at its request. Periodic
compliance audits may also be appropriate to review how effectively
existing compliance processes are working and to identify areas for
improvement.

3.10 Penalties and Enforcement



Penalties for violations of the EAR can be severe. Criminal penalties

against a company can include fines of up to $1 million.%? Criminal
penalties against an individual can include a fine of up to $1 million or

imprisonment for up to 20 years, or both, for each violation.®
Civil penalties against a company or an individual can include fines of

up to the greater of $300,000%* or two times the value of the exports for

each violation.®® In addition to the civil and administrative penalties just
outlined, the U.S. government may impose administrative penalties in
appropriate cases, including the following:

 Denial of export privileges
» Exclusion from U.S. government contracts
 Seizure and forfeiture of goods

The U.S. government continues to aggressively enforce the EAR against
companies and individuals both inside and outside the United States. A
short list of recent export enforcement actions, including descriptions, is in
the Appendix to this chapter.

Several trends emerge from these and other recent enforcement matters.
First, the government clearly believes that taking action against individuals
who violate the export laws, and in certain cases sending people to jail for
such violations, is a particularly effective deterrent against violations.
Second, recent enforcement actions show that the U.S. government remains
especially focused on export violations involving China—many recent
enforcement actions, particularly several high-profile matters, involve
unauthorized exports to or by Chinese entities or Chinese nationals. Finally,
settlements are increasingly including specific compliance obligations that
the settling party has to meet. For example, when settling with individuals,
the government is often requiring individuals to attend export compliance
training, including certifying to the government as to attendance at such
training. With respect to entities, designated officials are also being required
to attend training, and entities are being obligated to conduct—and report to
the government on the results of—periodic export controls compliance
audits. It also appears the government is more willing to impose
monitorships for settlements with entities within the EAR enforcement
context.



3.11 Special Topic: Export Controls Specific to Russia

In February 2022, Russia invaded Ukraine in a major escalation of the war
that began with Russian annexation of the Crimean peninsula in 2014. On
the day of the invasion, BIS announced a broad expansion of export
controls designed to “severely restrict Russia’s access to technologies and

other items that it needs to sustain its aggressive military capabilities.”%®
The controls target strategic Russian industry sectors, including aerospace,
defense, and maritime. The measures were coordinated with those of OFAC
(see Chapter 1). The measures also reflect substantial cooperation with
regard to export controls on Russia among the United States, the European
Union (EU), Australia, Canada, Japan, New Zealand, South Korea, the

United Kingdom, and others.%”

BIS first published new rules related to Russia (and Belarus) on March
3, 2022. The rules imposed a new export license requirement on all items
destined for Russia classified under any ECCN in CCL Categories 3
through 9. This was soon extended to all items covered under any ECCN in
CCL Categories 0, 1, and 2. See 15 C.F.R. 746.8 for many of the export
controls on Russia and Belarus. Thus, subject to limited exceptions, all
items with a specific ECCN now require a license for export or re-export to
Russia and Belarus. Moreover, license applications are subject to a policy of
denial except that case-by-case review policy, that is, regular review,
applies to items for flight safety, maritime safety, humanitarian needs,

international space cooperation, and certain other narrow categories.5
BIS has also imposed new Foreign Direct Product restrictions for

Russia, and added hundreds of Russian parties to the Entity List.9 In
addition, BIS has extended restrictions to cover any aircraft subject to the
EAR and which is registered in, owned, or controlled by, or under charter or
lease by the Russian Federation or any Russian national from being eligible
for export license exception AVS (Aircraft, Vessels, and Spacecraft). As a
result, a license is required to export to Russia any aircraft that includes
more than 25 percent controlled U.S.-origin content if it is Russian-owned,

chartered, or leased.”°
Multiple further restrictions on exports to Russia have followed,

including the following:”!

* Additional restrictions against the Russian energy sector’?



Issuance of Temporary Denial orders against multiple airlines

operating in violation of U.S. export controls’?

 Addition of specific export control requirements for an extensive list
of goods, identified by Schedule B numbers, deemed to be luxury
items (see 15 C.F.R. 746.10 and Supplement 5 to Part 746) or that are
used in various industrial sectors, including such diverse items as
plywood, mechanical shovels, and dry cleaning machines (see 15
C.E.R. 746.5(a)(1)(ii) and Supplement 4 to Part 746)”*

» Issuance of a Charging Letter against Russian oligarch Roman

Abramovich for violations associated with flights of his private jets”®

Taken together with the Russia and Belarus sanctions administered by
OFAC and those put in place by U.S. allies, these restrictions constitute one
of the largest multilateral trade near-embargo ever undertaken. U.S. and
international companies should take care to remain informed of the details
of these programs as they develop, since the impacts are fast moving and
far reaching.

3.12 Special Topic: Export Control Reform

In August 2009, President Barack Obama ordered an inter-agency review of
U.S. export controls directed at strengthening national security and the
competitiveness of key U.S. manufacturing and technology sectors. That
review found the current system to be overly complicated, redundant, and,
in some cases, ineffective. In response to this finding, the administration
launched the Export Control Reform Initiative (ECR Initiative) aimed at
simplifying the U.S. export control system. The administration
implemented the ECR initiative in three phases. In Phases I and II, which
were generally completed, the administration reconciled various export
control definitions, regulations, and policies among the various regimes.
Phase III, however, which envisioned a single control list, single licensing
agency, and single information technology system, has not yet been
completed.

Key changes under the ECR initiative included the transfer of certain
items from the ITAR to the EAR under specific ECCNs such as those
within the 500, 600, and 900 categories, which include items such as launch
vehicles, missiles, rockets, torpedoes, bombs, mines, and other military



explosive devices (formerly Category IV), aircraft and associated
equipment (formerly Category VIII), military electronics (formerly
Category XI), and spacecraft and related articles (formerly Category XV).
On a somewhat related note, in early 2020 control over firearms that “do
not provide a military or intelligence advantage” were transferred from the

ITAR (formerly Categories I, II, and III) to the EAR.”®

1. The Obama administration also introduced License Exception
Strategic Trade Authorization (STA), which was designed to ease
trade between the United States and its allies by eliminating the
license requirement on the export of eligible items between the U.S.

and certain qualifying countries.”” Items eligible for license
exception STA are generally those that are at low-risk for
mistreatment or diversion in a manner that could threaten U.S.
national security. Exporters utilizing license exception STA must
comply with several administrative requirements, such as obtaining
consignee statements and maintaining records related to the
transactions. BIS has published a useful interactive decision tool
that can be used to double-check—and document—if a particular

export qualifies for license exception STA.”®

2. The Obama administration also created a new definition of
“specially designed,” substantially shared between the EAR and the
ITAR, which implements an Order of Review process for
jurisdiction and classification. The Order of Review reflects a
“catch-and-release” approach, meaning that the item may be
“caught” under the first part of the definition as an item specially
designed for military use, but “released” under one of the six
exclusions identified in the second part of the definition. Under the
first part of the definition, an item is considered “specially

designed” if:”®

(1) As a result of “development” it has properties peculiarly
responsible for achieving or exceeding the performance levels,
characteristics, or functions in the relevant ECCN or USML
paragraph; or

(2) It is a “part,” “component,” “accessory,” “attachment,” or
“software” for use in or with a commodity or defense article
“enumerated” or otherwise described on the CCL or the USML.



If an item does not meet either of these criteria, it is not
specially designed. However, if it does meet both or either of the
criteria, it would be considered specially designed, unless it
qualifies as one of the following under the second part of the

definition:8°

(i) Has been identified to be in an ECCN paragraph that does
not contain “specially designed” as a control parameter or
as an EAR99 item in a commodity jurisdiction (CJ)
determination ~ or  interagency-cleared = commodity
classification (CCATS) pursuant to § 748.3(e);

(ii) Is, regardless of “form™ or “fit,” a fastener (e.g., screw, bolt,
nut, nut plate, stud, insert, clip, rivet, pin), washer, spacer,
insulator, grommet, bushing, spring, wire, solder;

(iii) Has the same function, performance capabilities, and the
same or “equivalent” form and fit, as a commodity or
software used in or with an item that:

(a) Is or was in “production” (i.e., not in “development”);
and

(b) Is either not “enumerated” on the CCL or USML, or is
described in an ECCN controlled only for Anti-Terrorism
(AT) reasons;

(iv) Was or is being developed with “knowledge” that it would
be for use in or with commaodities or software (1) described
in an ECCN and (2) commodities or software either not
“enumerated” on the CCL or the USML (e.g., EAR99
commodities or software) or commodities or software
described in an ECCN controlled only for Anti-Terrorism
(AT) reasons;

(v) Was or is being developed as a general purpose commodity
or software, that is, with no “knowledge” for use in or with
a particular commodity (e.g., an F/A-18 or HMMWYV) or
type of commodity (e.g., an aircraft or machine tool); or

(vi) Was or is being developed with “knowledge” that it would
be for use in or with commodities or software described (1)
in an ECCN controlled for AT-only reasons and also
EAR99 commodities or software; or (2) exclusively for use
in or with EAR99 commodities or software.



BIS has published a useful interactive decision tool that can be
used to double-check—and document—if an item is “specially
designed.”8!

3. The administration also instituted reforms for cloud computing
whereby the transmission or storage of technology or software is not
considered to be an export, provided that such technology or
software is:

i. Unclassified;

ii. Secured using “end-to-end encryption”;

iii. Secured using cryptographic modules (hardware or software)
compliant with Federal Information Processing Standards
Publication 140-2 (FIPS 140-2) or its successors, supplemented
by software implementation, cryptographic key management,
and other procedures and controls that are in accordance with
guidance provided in current U.S. National Institute for
Standards and Technology publications, or other similarly
effective cryptographic means; and

iv. Not stored in designated countries.??

3.13 Special Topic: Changes to the Ear Focusing on Huawei And
China

In May 2019, the U.S. government designated Huawei Technology Co. and
a targeted group of the company’s affiliates on the U.S. Entity List. Under
that designation, it is prohibited for any person to export EAR-controlled
items, technology, or software to Huawei itself—or to any of the designated
affiliates—without an export license from BIS. The initial list of Huawei
affiliates has subsequently been expanded. Going further, in May 2020 and
again in August 2020, the U.S. government expanded the foreign direct
product rule (Huawei FDPR) contained in a unique footnote 1 to
Supplement 4 of Part 744 of the EAR to impose a license requirement for
exports, re-exports, and transfers of certain FDPR items where Huawei and
potentially other companies with a footnote 1 in Supplement 4 are parties to

the transaction.®? An item is subject to the Huawei FDPR if it is either a:

(a) Direct product of “technology” or “software” subject to the EAR and specified in certain
Category 3, 4, or 5 ECCNS;84 or



(b) Direct product of a plant or major component of a plant that is the direct product of U.S.-

origin “technology” or “software” specified in certain Category 3, 4, or 5 ECCNs.8°

The effect of the Huawei FDPR rule is to impose limits on facilities that use
certain U.S.-origin technology and software, or equipment based on such
technology or software, to manufacture products intended for (even after
incorporation into downstream products) specific Entity List named parties
such as Huawei or where such companies are parties. Under these
restrictions, such facilities are prohibited from selling products developed
with U.S.-origin technology or software to or for Huawei or other

designated parties without a U.S. export license.8°

In another effort to restrict Chinese access to U.S.-origin goods and
technology, in June 2020, BIS announced an expansion of EAR section
744.21, which pertains to controls on military end uses and end users in
China—as well as those in Russia and Venezuela, and more recently also
Belarus, Burma/Myanmar, and Cambodia. What constitutes a military end
user and a military end use is broadly defined. Moreover, even an export of
a commercial item for a commercial use if made to a military end user in
China requires an export license. Likewise, the term military end user
includes not only armed services but also national police forces and even
any person whose actions are intended to support a military end use. Items
subject to this rule are those captured under specific AT-level ECCNs that
otherwise would be eligible for export to Belarus, Burma (Myanmar),
Cambodia, China, Russia, and Venezuela without a license and are listed in

Supplement 2 to Part 744 of the EAR.8” In December 2020, BIS added a
new military end user (MEU) list to a new Supplement 7 to Part 744 of the
EAR and added to the MEU List more than 100 ‘military end users’ in

China.?8

In 2020, the U.S. government took a number of steps that eliminated the
special status with respect to export controls that the United States has
historically accorded to Hong Kong. The U.S. Commerce Department
announced that it would begin treating Hong Kong in the same way in

which it treats China for export licensing purposes.® In July 2020, BIS
suspended important license exceptions such as STA that previously were
available for Hong Kong. In December 2020, BIS completed the changes
necessary to treat Hong Kong as part of China by removing the entry for
Hong Kong from the Commerce Country Chart, effectively moving Hong



Kong to country group D and imposing new licensing requirements, such as

the military end use and end user rules discussed earlier.

In addition, as referenced in footnote 80, the Department of Defense has
listed Chinese companies deemed to qualify as Chinese “military
companies operating in the United States.” These companies may or may
not be added to the Entity List—some, including Huawei, are already
named on that List—which would lead to the imposition of export
restrictions on these companies. An example of a company added to the
Chinese military company list and then added to the Entity List is the
Semiconductor Manufacturing International Corporation (SMIC), which
was added to the Chinese military list at the beginning of December 2020

and to the Entity List on December 18, 2020.°! Other companies, however,
remain only on the Chinese military company list because they are owned
by the Chinese military but may, in fact, not be engaged in military end
uses. Their listing should now be considered a “red flag” for being potential
producers of military end-use items and additional due diligence and/or end
use certifications may be prudent. In addition, as discussed in Chapter 1 on
economic sanctions, this listing means that, pursuant to Executive Order
13959 of November 12, 2020, U.S. persons will no longer be able to engage
in transactions in their publicly traded securities, or any securities that are
derivative of, or are designed to provide investment exposure to such
securities beginning in 2021.

The U.S. government continues to introduce new restrictions on China.
Of particular note was an interim final rule issued in October 2022, in
which BIS announced new controls on advanced semiconductor-related
exports to facilities in China and established new criteria for making

additions to the Entity List from the Unverified List.%? In this interim rule,
BIS added new control classifications to the CCL for advanced chips and
semiconductor manufacturing equipment; three new foreign direct product
rules; new U.S. person controls; and catchall controls related to
supercomputers and semiconductors. It is possible that the U.S. government
will seek alignment with allies to implement new semiconductor rules
jointly. Comments on this potential significant rule are expected in January
2023.



3.14 Special Topic: ECRA’s “Emerging” and “Foundational”
Technologies and Tie-In to CFIUS Review of Foreign
Investments

In November 2018, as part of the effort to implement ECRA, the U.S.
Department of Commerce published an Advance Notice of Proposed
Rulemaking (ANPR) in connection with identifying “emerging and
foundational technologies” for purposes of ECRA. Notwithstanding the
ANPR, as of July 2022, only a limited number of technologies had been
identified under this effort. In January 2020, the U.S. Commerce
Department issued an interim final rule establishing that certain Artificial
Intelligence (AI) technology was being designated as an emerging and
foundational technology. That technology was designated under ECCN
0D521, which covers:

Any software subject to the EAR that is not listed elsewhere in the CCL, but which is
controlled for export because it provides at least a significant military or intelligence
advantage to the United States or for foreign policy reasons.

In addition, in June 2020, Commerce announced that (1) certain precursor
chemicals, (2) the Middle East respiratory syndrome-related coronavirus
(MERS-related coronavirus), and (3) single-use cultivation chambers with

rigid walls have been identified as emerging technologies. *In October
2021, BIS issued a notice of proposed rulemaking related to brain-computer
interface technology, and specifically requested comments as to whether

such technology should be considered an emerging technology.”® In May
2022, BIS similarly requested comments with respect to treatment of certain

marine toxins.”® In the Federal Register notice making this request, BIS
stated that it would no longer “characterize a specific technology as
‘emerging’ or ‘foundational’ [but will instead] characterize all technologies
identified pursuant to Section 1758 as ‘Section 1758 technologies’ without
drawing a distinction between ‘emerging’ or ‘foundational’ technologies.”
Beyond introducing stringent export licensing requirements on such
technologies, these designations mean that any foreign investment in a
business that manufactures or has access to such technology is likely to
warrant scrutiny from the Committee on Foreign Investment in the United

States?” as is discussed in detail in Chapter 10, Export Controls and
Sanctions Compliance in the M&A Context.



3.15 Special Topic: U.S. Encryption Controls

The United States shares the basics of its export controls on encryption
hardware, software, and technology with its fellow Wassenaar Arrangement
Members. It controls for export only; unlike China, France, and some other
countries, the United States maintains no controls on imports of commercial
encryption.

(a) Is Your Encryption Subject to Encryption Controls in the
First Place?

Following Wassenaar controls, there are many forms of encryption that are
not controlled by the EAR, and an analysis of whether a given item is

subject to EAR encryption controls begins with an analysis of whether it

falls into one of the exemptions. This analysis is as follows:%

1. For encryption source code (and for the object code compiled from
that source code) is it “publicly available,”% and—for source code

that provides or performs “non-standard cryptography”!% as defined
in part 772 of the EAR—is also notified to BIS and the Encryption
Coordinator at the National Security Agency (NSA)? If so, that code
is not subject to the EAR at all. Beware however that many will tell
you their software is “open source,” but what they mean is that they
have taken open source code, which is not subject to the EAR, and
used it to program software that is subject to the EAR and subject to
encryption controls. It is also important to recognized that this rule
only applies to the publicly available (and in most cases) notified
source code and the object code compiled from it—not to
downstream products.

ONE PRACTICAL TIP: It is often hard to know when something
that looks like open source encryption source code is “published.” If
the cryptography is standard (e.g., AES 256) and anyone can
download it from the web (with no controls on its further distribution),
it is “published.” If it is “non-standard cryptography” however, you
need to make sure that it has in fact been notified to BIS and NSA. In




that case, you can notify the source code to BIS and NSA yourself,
thereby ensuring that the source code is not subject to the EAR.

2.

Is the encryption for “data confidentiality” purposes? Some forms of
quite strong encryption are completely exempted from encryption
controls because the Wassenaar arrangement governments have
concluded that they want to encourage the function or purpose of the
encryption. Thus, the following functions are excluded from the
meaning of encryption for “data confidentiality”:

1.a. “Authentication”

1.b. Digital signature

1.c. Data integrity

1.d. Non-repudiation

1.e. Digital rights management, including the execution of copy-
protected “software”

1.f. Encryption or decryption in support of entertainment, mass
commercial broadcasts, or medical records management

1.g. Key management in support of any previously described
function

Watch out relying on these exemptions: some encryption items may
perform one or more of these exempt functions but also perform
other functions. If so, they are controlled.

Is the key length long enough? The EAR only controls symmetric
algorithms with key lengths in excess of 56 bits and other specified
asymmetric algorithms. Although uncommon, it is possible to
encounter an encryption item under these low thresholds. Such
items are not controlled.

Does the encryption item fall under a growing list of exempted
items? Note 2 to ECCN 5A002 contains a growing list of encryption
items that the Wassenaar arrangement has decided do not warrant
control. Some of these are quite broad—for example, routers,
switches, or relays, where the “information security” functionality is
limited to the tasks of “Operations, Administration or Maintenance”
(OAM) implementing only published or commercial cryptographic
standards. Moreover, the list continues to grow over the years: for



instance, encryption items specially designed for a “connected civil
industry application” were added to the exempted items list in 2020.
5. Is the encryption activated (turned on) or usable without
cryptographic activation? And finally,
6. Does the encryption fall under one of the controlled categories in

5A002, a.1, a.2, a.3, and a.4?'°! These subheadings cover items that
perform the functions of “information security,” digital
communications and networking, computers and other items for
information storage and processing, and items for other purpose but
offering an addition encryption functionality that is not supporting
the main function of the item. This last, which many still call
“ancillary cryptography,” is hardest to understand, but, in simple
terms, if the item is not for information security, digital
communication or computers, and other items for information
storage and processing, try to identify the primary function of the
item. If the encryption is just supporting that primary function, the
item is not controlled; but if the encryption is supporting an
additional functionality, then it is controlled.

An example of this is a GPS device, which serves the primary function of
identifying a location. If the encryption is only used to encrypt location
information to send it securely through the internet to a phone, the GPS is
not subject to encryption controls. But if the GPS offers an additional
function of allowing digital communication with others and the encryption
supports that additional function, for example, encrypting voice or text
communications, the GPS is subject to encryption controls.

(b) Is Your Encryption “Mass Market”?

After establishing that hardware, software, or technology is subject to the
encryption controls in the EAR, the next step is to classify it to determine
whether it may qualify for either mass market treatments or one of the
variants of license exception ENC, or whether an export license is needed.
This analysis is captured by BIS in the second of its two helpful encryption
flowcharts (see footnote 98).

This is where U.S. law differs from other Wassenaar arrangement
members. Although all share the “mass market” exceptions under which
tightly controlled 5A002 hardware and 5D002 software are controlled only



for anti-terrorism purposes, the U.S. has established an easy way to qualify
for mass market. In addition, only the United States has license exception
ENC with its multiple variants that provide a basis to share encryption
items covered under 5A002, 5D002, and 5E002 very broadly without a
license.

To qualify for mass marke
1.

4.

t,'9% an item must meet all of the following:

Generally available to the public by being sold, without restriction,
from stock at retail selling points by means of any of the following:
a. Over-the-counter transactions

b. Mail order transactions

c. Electronic transactions

d. Telephone call transactions

The cryptographic functionality cannot be easily changed by the
user;

Designed for installation by the user without further substantial
support by the supplier; and

When necessary, details of the items are accessible and will be
provided, upon request, to the appropriate authority in the exporter’s
country in order to ascertain compliance with conditions described
in preceding 1 through 3.

In addition, the exporter must file a self-classification report with BIS and
NSA by February 1 of the year following the classification or export.!03
Items that are components or executable software of mass market items are
also mass market, provided they meet the following:

1.

“Information security” is not the primary function or set of functions
of the component or “executable software”;

The component or “executable software” does not change any
cryptographic functionality of the existing items, or add new
cryptographic functionality to the existing items;

The feature set of the component or “executable software” is fixed
and is not designed or modified to customer specification; and
When necessary, as determined by the appropriate authority in the
exporter’s country, details of the component or “executable
software,” and details of relevant end-items are accessible and will
be provided to the authority upon request, in order to ascertain
compliance with the conditions just described.



In fact, part of the difference between encryption controls in the various
Wassenaar arrangement members is due to the different hurdles imposed on
gaining mass market treatment in those countries, as well as the flexibility
in interpreting these criteria by the governments in question. As noted
earlier, the U.S. government applies a relatively flexible approach to
qualifying items as mass market.

(c) Does Your Encryption Qualify for License Exception ENC?

If the encryption item is not exempt from encryption controls or mass
market, it likely falls under the tight encryption controls in the EAR.
However, the U.S. controls are lighter than in many other Wassenaar
countries due to the breadth of license exception ENC. There are many
flavors of ENC—think of your favorite ice cream store.

1. License Exception ENC (740.17(a) with no classification
determination (CCATs) or self-classification. There are
flavors of ENC that do not require any classification
determination by BIS or self-classification. These variants of
ENC, contained in 740.17(a), authorize the export of strong
encryption hardware, software, and technology to a wide variety
of recipients, including non-U.S. employees (except nationals of
E:1 and E:2 countries) of U.S. companies, subsidiaries of
companies headquartered in the United States, and private sector

end users'® headquartered in a list of favored countries
contained in Supplement 3 to Part 740, subject to some
conditions and restrictions. One such restriction is that the
resulting encryption products from these license exception ENC
exports remain subject to the EAR.

2. License exception ENC (740.17(b) with a classification
determination (CCATs) or self-classification. The remaining
flavors of license exception ENC require either a formal
classification determination from BIS (traditionally called a
CCATs)—for the more tightly controlled encryption items listed
in 740.17(b)(2) and (b)(3)—or a self-classification and annual
self-classification report for the less tightly controlled items in
740.17(b)(1) (which bucket includes the preceding mass market



items). A detailed look into these three buckets is beyond the
scope of this chapter, but in a nutshell:

1.

2.

ENC restricted items in 740.17(b)(2) include:

(A)Network infrastructure commodities and software with
key lengths exceeding 80 bits for symmetric algorithms
for WAN, MAN, VPN, backhaul, or long-haul
throughput equal to or greater than 250 Mbp,
transmission over satellite at data rates exceeding 10
Mbps, media (voice/video/data) encryption or encrypted
signaling to more than 2,500 endpoints, and terrestrial
wireless infrastructure meeting certain criteria.

(B) “Encryption source code” that is not publicly available.

(C) Customized items for government end users or end uses
or for customer specification or where the user can easily
change it.

(D) Quantum cryptography.

(F) Network penetration tools. Encryption commodities and
software that provide penetration capabilities that are
capable of attacking, denying, disrupting, or otherwise
impairing the use of cyber infrastructure or networks.

(G)Public safety/first responder radio (private mobile radio
(PMR)).

(H) Specified cryptographic ultra-wideband and “spread
spectrum” items.

(I) Cryptanalytic commodities and software.

(J) “Open cryptographic interface” items to any end user
located or headquartered in certain designated countries.

(K) Specific encryption technology.

ENC unrestricted items in 740.17(b)(3) include:

(A)Non-“mass market” “components,” toolsets, and toolkits.

(B) “Non-standard cryptography” (by items not otherwise
described in EAR section 740.17(b)(2)).

(C) Advanced network wvulnerability analysis and digital
forensics.

(D) “Cryptographic activation” commodities, components,
and software.



3. ENC unrestricted items in 740.17(b)(1) include everything
else. License exception ENC items that fall under 740.17(b)
(1) and (b)(3) are frequently referred to as ENC unrestricted
items because, once you have filed the classification request
and waited 30 days (for (b)(3) items) or self-classified (for
(b)(1) items), the items can be exported anywhere in the
world except the E:1 and E:2 countries, although for certain
(b) (3) items there are additional bi-annual export reporting
requirements. By contrast, license exception ENC items that
fall under 740.17(b)(2) are frequently referred to as ENC
restricted items because even after classification, the items
only may be exported to certain end users in certain
countries, and the precise rules vary depending on the
precise 740.17(b)(2) sub-grouping. In addition, license
exception ENC restricted items are subject to bi-annual
export reporting.

In cases where license exception ENC does not apply, the exporter must
obtain a license from BIS for the export. Due to the breadth of ENC,
however, licensing is typically limited to a small class of 740.17(b)(2) items
going to government end users in countries other than the ENC-favored
countries in Supplement 3 to Part 740.

A heads-up: U.S. export control practitioners, used to the breadth of
U.S. mass market and license exception ENC, are frequently surprised to
encounter far more stringent export control (and import and use) regimes in
other countries of the world. For this reason, the country chapters of this
Handbook specifically address the encryption controls of their respective
countries.
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2. The EAR were at one time often described as covering so-called dual use items, on the theory
that the items subject to the EAR potentially could be used for either civil or military purposes. See,
e.g., 15 C.F.R. § 730.3 (2010), “General Information” (stating that, “in general, the term dual use
serves to distinguish EAR-controlled items that can be used both in military and other strategic uses



and in civil applications from those that are weapons and military related use or design and subject to
the controls of the Department of State or subject to the nuclear related controls of the Department of
Energy or the Nuclear Regulatory Commission.”). But the term “dual use” tends to create confusion,
and BIS has largely abandoned it as part of its 2011 Export Control Reform Initiative. See 76 Fed.
Reg. 41,971 (July 15, 2011). Therefore, the term is not used extensively in this chapter. The items
subject to the EAR are best distinguished from ITAR-controlled items on the grounds that items that
are listed positively on the U.S. Munitions List (USML) are covered by the ITAR (see Chapter 2,
supra); whereas items not specifically listed on the USML are generally covered by the EAR.
Additionally, as a result of export control reform, the EAR includes many low-level military items
that migrated from the USML to the Commerce Control List.

3. For the previous two decades, the statutory authority for the EAR had been the Export
Administration Act of 1979. That act lapsed on August 21, 2001, and was never renewed, but
Executive Order 13,222 kept the EAR in effect under the President’s authority pursuant to the
International Emergency Economic Powers Act (IEEPA). See, e.g., Revision and Clarification of
Civil Monetary Penalty Provisions of the Export Administration Regulations, 71 Fed. Reg. 44,189
(Aug. 4, 2006). However, in 2018, Congress enacted the Export Control Reform Act of 2018
(ECRA), Pub. L. 115-232, Aug. 13, 2018, 132 Stat. 2208, codified at 50 USCA 4801-4852, which
provides a permanent statutory authority for the EAR. See Section 3.2, infra.

4. The steps described here are somewhat simplified. The EAR section titled “Steps for Using the
EAR?” describes 29 distinct steps in detail. See 15 C.E.R. pt. 732. A helpful graphical summary of the
steps for using the EAR is provided at 15 C.F.R. pt. 732 supp. 1 (available online at
http://www.bis.doc.gov/policiesandregulations/ear/732.pdf).

5.15 C.FR. § 774 supp. 1.

6. Note that under the EAR, the U.S. government controls both exports and re-exports of items. A
re-export is an export of an item subject to the EAR from one country outside the United States to
another. As a general matter, the U.S. government treats exports and re-exports the same under the
EAR, for example, if an item would require a license for export from the United States to country A,
a license would also be needed to re-export that same item to country A from country B. Thus, for
purposes of this chapter, any reference to “export” should be interpreted to incorporate “re-export” as
well.

7. Those agencies include the following:

+ U.S. Nuclear Regulatory Commission (NRC). Regulations administered by the NRC control
the export and re-export of items related to nuclear reactor vessels. See 10 C.F.R. pt. 110; see
also Atomic Energy Act of 1954, as amended, 42 U.S.C. §§ 2011 et seq.

* U.S. Department of Energy (DOE). Regulations administered by the DOE control the export
and re-export of technology related to the production of special nuclear materials. See 10
C.F.R. pt. 810; see also Atomic Energy Act of 1954, as amended (42 U.S.C. §§ 2011 et seq.).

» U.S. Patent and Trademark Office (PTO). Regulations administered by the PTO provide for
the export of unclassified technology in connection with patent applications and related
filings. See 37 C.F.R. pt. 5.

* U.S. Department of the Treasury, Office of Foreign Assets Control (OFAC). OFAC
administers the U.S. economic sanctions and embargoes contained in 31 C.F.R. ch. V. Exports
to embargoed destinations are generally covered by these regulations. See Chapter 1, supra.
In large part, these regulations are concurrent with the EAR and violations of OFAC’s
regulations may simultaneously violate the EAR.

8. http://www.bis.doc.gov/licensing/exportingbasics.htm.

9. See 15 C.F.R. § 734.3. The de minimis rule is different depending on the destination of the
item. For destinations subject to U.S. embargo, if the controlled U.S.-origin content is valued at 10
percent or less of the total value of the item, the item is not subject to the EAR. For destinations not
subject to embargo, if the controlled U.S.-origin content is valued at 25 percent or less of the total
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value of the item, the item is not subject to the EAR. For certain special items, such as certain
encryption items and military parts and components subject to the EAR, there is no de minimis level.

10. See id. § 734.9.

11. While posting information on the internet may also constitute an export, the regulatory
treatment of internet exports is complicated by the fact that items on the open internet are considered
to be publicly available, and thus not subject to the EAR. See Section 3.3 infra.

12. See 15 C.F.R. § 734.15.

13. See 15 C.F.R. § 734.3(b) (“Items Not Subject to the EAR”).

14. Open source encryption software that is classified as ECCN 5D002 is “published” as defined
by 15 C.F.R. § 734.7 only if it is notified to BIS and the National Security Agency as set forth in 15
C.F.R. § 742.15(b). For more information on the complex encryption classification and licensing
regime, see Section 3.15, infra.

15. The rules for what constitutes “publication” for these purposes are provided in 15 C.F.R. §
734.7.

16. See 15 C.F.R. § 734.8. What constitutes “fundamental research” can get complicated quickly
depending on, for example, publication restrictions that may be imposed on the results of what would
otherwise appear to be fundamental research conducted in a university laboratory setting.

17. See id. 88 734.3(b)(3)(iv), 734.10.

18. http://www.bis.doc.gov/snap/index.htm.

19. Today, many exporters use the term “CCATS” to refer to the BIS classification itself, as
opposed to the tracking system. Note that export classifications can change as technologies develop
so periodic review of classifications, even those established through a formal CCATSs, is a good idea
particularly as it can lead to an easing of licensing requirements.

20. 15 C.F.R. § 734.3(a)(1-2).

21. See id. 88§ 732.3(b)(3), 734.3(c).

22. See id. pt. 774, supp. 1.

23. See Section 3.6, infra.

24. U.S. Department of Commerce, Bureau of Industry and Security, Denied Persons List,
http://www.bis.doc.gov/dpl/thedeniallist.asp.

25.15 C.F.R. pt. 744, supp. 4.

26. In this case, “AT” or anti-terrorism controlled items. For more information on AT controls,
see Section 3.7.

27.15 C.F.R. § 736.1(c).

28. Id. § 736.2(b).

29. Applications for such authorizations are not filed through the normal licensing process of
SNAP-R, but instead through a hard copy letter submitted to the Office of Exporter Services (see
discussion infra at Section 3.9).

30. Because regime members share the same guidelines, they usually share the same controls,
thus requiring licenses for the same items to the same non-member states. However this is not always
the case because determining applicability of specific controls to specific items remains a member’s
sovereign decision.

31. For example, Russia was admitted to Wassenaar in a fit of post-Cold War exuberance, but
many of the licensing agreements that otherwise exist between Wassenaar member states have since
been rolled back with respect to Russia due to the decline in the U.S.—Russia relationship. The lesson
is that the world of trade controls evolves with foreign policy and national security considerations.

32. The Firearms Convention referred to here is the Inter-American Convention Against the Illicit
Manufacturing of and Trafficking in Firearms, Ammunition, Explosives, and Other related Materials
(Nov. 14, 1997), governing nations of the Organization of American States.

33. A license is required for the export to any destination of an item controlled as an implement
of torture. See 15 C.F.R. § 742.11.
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34. A license is required for the export to any destination of an item controlled for surreptitious
listening (SL) purposes. See id. § 742.13.

35. See id. pt. 774, supp. 1.

36. 15 C.E.R. pt. 744.

37. See id. 88§ 744.2, 744.4, 744.5, 744.21.

38. See id. pt. 744, supp. 4 (Entity List); U.S. Department of Commerce, Bureau of Industry and
Security, Denied Persons List, http://www.bis.doc.gov/dpl/thedeniallist.asps; 15 C.F.R. § 744.12
(referring to SDN list, 31 C.F.R. ch. V, app. A).

39. See BIS, Lists to Check, http://www.bis.doc.gov/complianceandenforcement/liststocheck.htm.
The Department of Commerce has also published a consolidated list of most other important lists.
That consolidated list is available at http://export.gov/ecr/eg_main_023148.asp.

40. 15 C.F.R. pt. 738, supp. 1.

41. See id. § 738.1(b).

42. See, e.g., ECCN 0A983 (Specially designed implements of torture—noting that a license is
required for all destinations).

43. See, e.g., 15 C.F.R. § 774 supp. 1, ECCN 7A994.

44. 1d. § 738.3(a); see generally 15 C.F.R. § 738.4.

45. For information on license determinations, see generally 15 C.F.R. § 738.4.

46. See id. § 734.2(b)(2)(ii).

47. See id. pt. 734.

48. The full list of license exceptions, and details related to each, are contained in 15 C.F.R. pt.
740.

49. 15 C.F.R. § 740.15.

50. Id. § 736.2(b).

51.Id. § 740.2.

52. See id. pt. 740, supp. 1.

53. For exports under license exceptions GBS, LVS, APP, TSR, or GOV, it is important to
determine the applicability of certain reporting requirements under 15 C.F.R. § 743.1.

54. http://www.bis.doc.gov/snap/index.htm.

55. 15 C.F.R. § 736.2(b)(9); see also Section 3.6, supra.

56. Id. § 736.2(b)(10); see also Section 3.6, supra.

57. Note that if the support would require a license—for example technical assistance that would
require a license—the authorization request is still made via SNAP-R, although the SNAP-R license
request should be sure to reference the past export and the pending voluntary disclosure to ensure it is
complete.

58. BIS also has published its “Guidance on Charging and Penalty Determinations in Settlement
of Administrative Enforcement Cases,” 15 C.F.R. pt. 766, supp. 1, which describes BIS’s approach to
EAR violations. The Guidance specifically includes a list of both mitigating and aggravating factors
the agency will consider when making a penalty determination.

59. 15 C.F.R. pt. 732, supp. 3.

60. See BIS, Red Flag Indicators,
www.bis.doc.gov/complianceandenforcement/redflagindicators.htm.

61. 15 C.E.R. pt. 732, supp. 3.

62.50 U.S.C. § 1705.

63. Id.

64. Civil penalties are adjusted annually for inflation so this number steadily increases. As of
January 2022, the adjusted penalty figure was $328,121. See 87 Fed. Reg. 157 (Jan. 4, 2022),
https://www.federalregister.gov/documents/2022/01/04/2021-28118/civil-monetary-penalty-
adjustments-for-inflation.

65. See ECRA, 50 U.S.C. § 4819.
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66. U.S. Department of Commerce, Bureau of Industry and Security, Commerce Implements
Sweeping Restrictions on Exports to Russia in Response to Further Invasion of Ukraine,” Feb. 24,
2022, https://bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/2914-2022-02-24-
bis-russia-rule-press-release-and-tweets-final/file.

67. Id.

68. U.S. Department of Commerce, Bureau of Industry and Security, Implementation of Sanctions
against Russia under the Export Administration Regulations (EAR), 87 FR 12226 (Mar. 3, 2022),
https://www.federalregister.gov/documents/2022/03/03/2022-04300/implementation-of-sanctions-
against-russia-under-the-export-administration-regulations-ear.

69. See, e.g., BIS, Additions of Entities to the Entity List, 87 FR 20295 (Apr. 1, 2022),
https://www.federalregister.gov/documents/2022/04/07/2022-07284/additions-of-entities-to-the-
entity-list; BIS, Additions of Entities to the Entity List, 87 FR 34154 (June 6, 2022),
https://www.federalregister.gov/documents/2022/06/06/2022-12144/additions-of-entities-to-the-
entity-list; BIS, Addition of Entities, Revision and Correction of Entries, and Removal of Entities
From the Entity List, 87 FR 38920 (June 30, 2022),
https://www.federalregister.gov/documents/2022/06/30/2022-14069/addition-of-entities-revision-
and-correction-of-entries-and-removal-of-entities-from-the-entity-list.

70. Id. at 12229.

71. BIS’s own list of export control initiatives related to Russia since the invasion appears here:
https://bis.doc.gov/index.php/policy-guidance/country-guidance/Russia-belarus (accessed July 14,
2022).

72. U.S. Department of Commerce, Bureau of Industry and Security, Expansion of Sanctions
against the Russian Industry Sector under the Export Administration Regulations (EAR) (Mar. 8,
2022), https://www.federalregister.gov/documents/2022/03/08/2022-04912/expansion-of-sanctions-
against-the-russian-industry-sector-under-the-export-administration.

73. See https://www.commerce.gov/news/press-releases/2022/04/bis-takes-enforcement-actions-
against-three-russian-airlines-operating (accessed July 14, 2022); see specific denial orders (TDO)
including the following: https://efoia.bis.doc.gov/index.php/documents/export-violations/export-
violations-2022/1365-e2717/file (Aeroflot TDO);
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2022/1364-
e2716/file (Azur Air TDO); https://efoia.bis.doc.gov/index.php/documents/export-violations/export-
violations-2022/1366-e2718/file  (UTAIR TDO); https://efoia.bis.doc.gov/index.php/electronic-
foia/index-of-documents/7-electronic-foia/227-export-violations (Aviastar TDO);
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2022/1370-
e2722/file (Rossiya TDO); https://efoia.bis.doc.gov/index.php/documents/export-violations/1374-
belavia-tdo-final-6-16-2022/file (Belavia TDO);
https://efoia.bis.doc.gov/index.php/documents/export-violations/1376-nordwind-tdo-final-6-24-
22/file  (Nordwind TDO); https://efoia.bis.doc.gov/index.php/documents/export-violations/1377-
siberian-tdo-final-6-24-22/file(Siberia (aka S7) Airlines TDO);
https://efoia.bis.doc.gov/index.php/documents/export-violations/1375-pobeda-tdo-final-6-24-22/file
(Pobeda Airlines TDO) (accessed July 14, 2022).

74. BIS, Expansion of Sanctions, supra note 72.

75. BIS, BIS Issues Charging Letter against Roman Abramovich for Violating U.S. Export
Controls  Related  to  Flights of His  Private  Jets (June 6, 2022),
https://bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3014-2022-06-06-bis-
press-release-abramovich-charging-letter/file.

76. See Control of Firearms, Guns, Ammunition and Related Articles the President Determines
No Longer Warrant Control Under the United States Munitions List (USML), 85 Fed. Reg. at 4136
(Jan. 23, 2020).
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77. As of July 2022, the qualifying countries are Argentina, Australia, Austria, Belgium,
Bulgaria, Canada, Croatia, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece,
Hungary, Iceland, India, Ireland, Italy, Japan, Latvia, Lithuania, Luxembourg, Netherlands, New
Zealand, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, South Korea, Spain, Sweden,
Switzerland, Turkey, and the United Kingdom. Certain limited exports are also permitted to
additional countries under STA.

78. See https://www.bis.doc.gov/index.php/statool.

79. See Revisions to the Export Administration Regulations: Initial Implementation of Export
Control Reform, 78 Fed. Reg. at 22,728 (Apr. 16, 2013).

80. Id.

81. See https://www.bis.doc.gov/index.php/specially-designed-tool.

82. 15 C.F.R. § 734.18 (referencing the countries in Country Group D:5). As of July 2022, the list
of prohibited countries consisted of Russia and the D:5 countries: Afghanistan, Belarus, Burma,
Cambodia, Central African Republic, China, Cuba, Cyprus, Democratic Republic of Congo, Eritrea,
Haiti, Iran, Iraq, North Korea, Lebanon, Libya, Russia, Somalia, South Sudan, Sudan, Syria,
Venezuela, and Zimbabwe.

83. More specifically, if the item meets the Huawei FDPR requirements, a license is required
where there is “knowledge” that:

(1) The foreign-produced item will be incorporated into, or will be used in the “production”

or “development” of any “part,” “component,” or “equipment” produced, purchased, or

ordered by any entity with a footnote 1 designation in the license requirement column of this
supplement; or

(2) Any entity with a footnote 1 designation in the license requirement column of this

supplement is a party to any transaction involving the foreign-produced item, e.g., as a

“purchaser,” “intermediate consignee,” “ultimate consignee,” or “end-user.”

84. The foreign-produced item is a direct product of “technology” or “software” subject to the
EAR and specified in ECCN 3D001, 3D991, 3E001, 3E002, 3E003, 3E991, 4D001, 4D993, 4D994,
4E001, 4E992, 4E993, 5D001, 5D991, 5E001, or 5E991 of the CCL.

85. The foreign-produced item is produced by any plant or major component of a plant that is
located outside the United States, when the plant or major component of a plant, whether made in the
U.S. or a foreign country, itself is a direct product of U.S.-origin “technology” or “software” subject
to the EAR that is specified in ECCN 3D001, 3D991, 3E001, 3E002, 3E003, 3E991, 4D001, 4D993,
4D994, 4E001, 4E992, 4E993, 5D001, 5D991, 5E001, or 5E991 of the CCL.

86. See Export Administration Regulation: Amendments to General Prohibition Three (Foreign-
Produced Direct Product Rule) and the Entity List, 85 Fed. Reg. 34306 (May 19, 2020).

87. See Expansion of Export, Reexport, and Transfer (in-Country) Controls for Military End Use
or Military End Users in the People’s Republic of China, Russia, or Venezuela, 85 Fed. Reg. 34306
(June 3, 2020).

88. See Addition of “Military End User” (MEU) List to the Export Administration Regulations
and Addition of Entities to the MEU List, 85 Fed. Reg. 83793 (Dec. 23, 2020). In addition, the MEU
list is not exhaustive. As described in Chapter 1, OFAC has designated multiple Russian (and
Belarusian) military entities as prohibited and restricted parties, and other U.S. government agencies,
including within the Defense and State Departments, have published other lists designating Chinese
and Russian military end users under section 231(e) of the Countering America’s Adversaries
Through Sanctions Act (CAATSA) and section 1237 of the National Defense Authorization Act for
Fiscal Year 1999 (NDAA FY1999). These lists, which can be referenced at
https://www.defense.gov/Newsroom/Releases/Release/Article/2434513/dod-releases-list-of-
additional-companies-in-accordance-with-section-1237-of-fy/, will likely be updated regularly.
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89. See Suspension of License Exceptions for Hong Kong (June 30, 2020),
https://www.bis.doc.gov/index.php/documents/pdfs/2568-suspension-of-license-exceptions-for-
exports-and-reexports-to-hong-kong/file.

90. See Removal of Hong Kong as a Separate Destination under the Export Administration
Regulations, 85 Fed. Reg. 83765 (Dec. 23, 2020).

91. See Addition of Entities to the Entity List, Revision of Entry on the Entity List, and Removal
of Entities from the Entity List, 85 Fed. Reg. 83416 (Dec. 22, 2020).

92. See Implementation of Additional Export Controls: Certain Advanced Computing and
Semiconductor Manufacturing Items; Supercomputer and Semiconductor End Use; Entity List
Modification, 87 Fed. Reg. 62,186 (Oct. 13, 2022),
https://www.federalregister.gov/documents/2022/10/13/2022-21658/implementation-of-additional-
export-controls-certain-advanced-computing-and-semiconductor.

93. See 83 FR 58,201 (Nov. 19, 2018),
https://www.federalregister.gov/documents/2018/11/19/2018-25221/review-of-controls-for-certain-
emerging-technologies.

94. See 85 Fed. Reg. 36,483 (June 17, 2020),
https://www.federalregister.gov/documents/2020/06/17/2020-11625/implementation-of-the-february-
2020-australia-group-intersessional-decisions-addition-of-certain.

95. See 86 Fed. Reg. 59,070 (Oct. 26, 2021),
https://www.bis.doc.gov/index.php/documents/regulations-docs/federal-register-notices/federal -
register-2021/2865-86-fr-59070/file.

96. See 87 Fed. Reg. 31,195 (May 23, 2022), https://bis.doc.gov/index.php/documents/federal-
register-notices-1/2997-marine-toxins-proposed-rule-87-fr-31195-5-23-2022/file.

97. The Committee on Foreign Investment in the United States is U.S. interagency government
body that has the authority to review foreign investment in a U.S. business, and may—in rare cases—
ultimately recommend to the President that the investment should be blocked. For additional
information related to CFIUS, refer to the committee’s website: https://home.treasury.gov/policy-
issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius

98. BIS maintains two helpful flowcharts to assist with analysis related to encryption; one of
those flowcharts specifically addresses the determination of whether an item is subject to encryption
controls. The flowcharts are available at
https://www.bis.doc.gov/index.php/documents/encryption/327-flowchart-1/file.

99. See 15 C.F.R. §§ 734.7(a) & (b), 742.15(b).

100. Nonstandard cryptography means any implementation of “cryptography” involving the
incorporation or use of proprietary or unpublished cryptographic functionality, including encryption
algorithms or protocols that have not been adopted or approved by a duly recognized international
standards body (e.g., IEEE, IETF, ISO, ITU, ETSI, 3GPP, TIA, and GSMA) and have not otherwise
been published.

101. a.1. Items having “information security” as a primary function;

a.2. Digital communication or networking systems, equipment or components, not specified
in paragraph 5A002.a.1;
a.3. Computers, other items having information storage or processing as a primary function,
and components therefor, not specified in paragraphs 5A002.a.1 or .a.2; N.B.: For operating
systems, see also 5D002.a.1 and .c.1.
a.4. Items, not specified in paragraphs 5A002.a.1 to a.3, where the “cryptography for data
confidentiality” having a “described security algorithm” meets all of the following:
a.4.a. It supports a non-primary function of the item; and
a.4.b. It is performed by incorporated equipment or “software” that would, as a
standalone item, be specified by ECCNs 5A002, 5A003, 5A004, 5B002 or 5D002.


https://www.bis.doc.gov/index.php/documents/pdfs/2568-suspension-of-license-exceptions-for-exports-and-reexports-to-hong-kong/file
https://www.federalregister.gov/documents/2022/10/13/2022-21658/implementation-of-additional-export-controls-certain-advanced-computing-and-semiconductor
https://www.federalregister.gov/documents/2018/11/19/2018-25221/review-of-controls-for-certain-emerging-technologies
https://www.federalregister.gov/documents/2020/06/17/2020-11625/implementation-of-the-february-2020-australia-group-intersessional-decisions-addition-of-certain
https://www.bis.doc.gov/index.php/documents/regulations-docs/federal-register-notices/federal-register-2021/2865-86-fr-59070/file
https://bis.doc.gov/index.php/documents/federal-register-notices-1/2997-marine-toxins-proposed-rule-87-fr-31195-5-23-2022/file
https://home.treasury.gov/policy-issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius
https://www.bis.doc.gov/index.php/documents/encryption/327-flowchart-1/file

102. In fact, to qualify as mass market, it is first necessary to ensure that the item does not fall
within several more strictly controlled categories of encryption items. See 15 C.F.R. § 740.17(b).
This summary of mass market eligibility assumes the item is not covered by one of those categories.

103. This self-classification reporting requirement is detailed in 15 C.F.R. § 740.17(e)(3) and
Supplement 8 to 15 C.F.R. pt. 742.

104. A “private sector end user” is either an individual who is not acting on behalf of any foreign
government, or a commercial firm (including its subsidiary and parent firms, and other subsidiaries
of the same parent) that is not wholly owned by, otherwise controlled by, or acting on behalf of, any
foreign government.
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Recent Export Enforcement Matters

BIS has settled multiple export matters in recent years. Many of these
matters involve individuals. Four enforcement matters are described briefly
here. While ZTE is particularly remarkable, the other three—involving
VTA Telecom, Milwaukee Electric Tool, and Cotran Corporation—are less
facially interesting. Yet each illustrates an element of the BIS enforcement
regime that is worth noting, and thus in that way may be of more immediate
relevance to most exporters than ZTE, which is something of an outlier.

VTA Telecom. In October 2021, BIS announced that it had imposed a
civil penalty fine against VTA Telecom Corporation (VTA) for the
unauthorized export of controlled commodities to Vietnam. VTA was
established in 2013 as a California-based subsidiary of a Vietnamese state-
owned telecommunications company. According to BIS, VTA procured and
exported items from the United States to its parent company in Vietnam
with knowledge that certain of those exports were intended to support a
Vietnamese defense program. To settle the matter, VTA agreed to the
following:

1. A penalty of $1,869,372

2. Expenditure of $25,000 to fund its internal export compliance
program (ICP)

3. Hiring and retention of a Director of Trade Compliance to oversee
VTA’s export activities for at least two years

BIS’s aggressive approach to VTA improving its compliance program could
be indicative of BIS taking similar measures in future compliance
resolutions.

Milwaukee Electric Tool. The company settled with BIS in January
2017 to resolve allegations of 25 separate violations of the EAR. According
to BIS, Milwaukee Electric Tool exported thermal imaging cameras without
the necessary export licenses to a number of countries. Notably, those
countries included important U.S. trading partners such as Colombia, Hong
Kong, and Mexico. Milwaukee Electric Tool agreed to pay a civil penalty of
$301,000, although the cameras themselves were valued at less than half
that amount. While the monetary amount of the settlement was relatively



small, the matter serves as a reminder that even exports of relatively routine
items to well-established U.S. allies can require a license.

Cotran Corporation. The company, which is based in Portsmouth,
Rhode Island, settled with BIS in November 2019 to resolve allegations of
ten unauthorized exports of electric cattle prods. The exports, which
required a license, were made to the Czech Republic, Mexico, South Africa,
and Venezuela. BIS also charged the company with violating the
recordkeeping provisions of the EAR. Cotran agreed to pay a civil penalty
of $136,000 to resolve the matter. The total value of the export transactions
that led to the violations was approximately $81,000. Like Milwaukee
Electric, the penalty paid by Cotran was not particularly large—but the
matter does serve as a useful reminder that recordkeeping is not only a good
practice, it is required under the EAR.

ZTE Corporation. It is well beyond the scope of this chapter to
summarize the U.S. government’s enforcement efforts against ZTE
Corporation, a Chinese company that is one of the world’s largest
telecommunications equipment manufacturers. In March 2017, ZTE agreed
to a settlement with the U.S. government—including BIS—for alleged
export violations involving shipments of U.S.-origin products to Iran and
North Korea. At that time, ZTE agreed to a penalty of nearly $900 million
to resolve the matter. In addition, as part of that settlement, ZTE agreed to a
suspended seven-year denial order that BIS pledged to impose if ZTE
deviated from the terms of the settlement agreement. That settlement
agreement included, among other conditions, the requirement that ZTE
continue to cooperate with the U.S. government regarding improving
compliance measures and reporting on discipline of personnel.

In April 2018, the Commerce Department announced that ZTE had not
adequately complied with the terms of the settlement agreement, and
activated the denial order that had been suspended as part of the March
2017 settlement. This quickly became an existential crisis for ZTE.
Ultimately, the company agreed to pay a penalty of approximately $1.3
billion to settle the matter—with the denial order being suspended again but
subject to reactivation if ZTE did not comply with the terms of the
settlement.



Anti-Money Laundering Controls

Cari N. Stinebower and Dainia J. Jabaji

4.1 Overview

Money laundering was first established as a crime in 1986, but has gained
great regulatory and public attention post September 11, 2001, as a result of
egregious terrorism funding that occurred through U.S. financial
institutions. In recent years, money laundering has even been depicted in
popular movies and TV shows such as the Netflix series “Ozark” and the
popular Martin Scorsese film The Wolf of Wall Street. Alongside the growth
in public awareness of money laundering, anti-money laundering (AML)
laws and regulations have dramatically evolved and developed over time.
As with sanctions and export controls, AML rules and regulations are
vital in protecting the domestic and international financial system, and our
overall safety. These practice areas, compliance responsibilities, and
enforcement investigations often overlap. This chapter provides an
overview of AML rules and regulations, notes the key leading international
AML organizations, and discusses 2019 and 2020 enforcement actions.

What are money laundering and terrorist financing? Money laundering
is the practice of concealing or disguising illegally gained funds, thereby
making the funds (and transactions) appear legal. Money laundering is

usually accomplished in three steps: placement, layering, and integration.!
Money laundering attempts to transform ill-gotten gains into “legitimate
funds” by placing them into legitimate financial channels, including but not
limited to annuity contracts, real estate, trade finance, life insurance



policies, and brokerage accounts. Terrorist financing is the process by
which individuals utilize funds to fund illegal activity, that is, terrorist acts.
Unlike money laundering, funds underlying terrorist financing may be
derived from criminal activities or legitimate sources.

What is regulated? Traditional financial institutions and designated
nonfinancial businesses and professionals (DNFBPs) are regulated to
protect the financial system from exposure to money laundering and
terrorist financing. These entities are regulated because they are
“gatekeepers” and can help stop illicit financial transactions from entering
“clean” commerce. However, over time, companies in nonfinancial
industries have also become indirectly subject to AML rules as a trickle-
down effect of having to comply with the policies and procedures of
regulated financial institutions. Of note, in January 2024, the new
Beneficial Ownership Reporting Rule comes into play and requires certain
U.S. businesses to report beneficial owners to a newly created data base
managed by the Department of the Treasury’s financial Crimes Network
(FinCEN).

Who are the regulators? In the United States, while there are close to a

dozen domestic organizations that have substantial AML responsibilities,?
the FinCEN maintains primary responsibility for administering the
regulations as the United States’ Financial Intelligence Unit (FIU).
Internationally, some of the leading AML and terrorist financing controls
groups include:

* The Financial Actions Task Force (FATF)
» The Egmont Group of Financial Intelligence Units
* The lead industry sector groups, including the Wolfsberg Group

Where to find the regulations. AML regulations are codified in the Bank

Secrecy Act of 1970 (BSA)® at 31 C.F.R. Chapter X (2012) (formerly 31
C.F.R. 103).

How to get a license. The BSA does not contemplate licenses. Regulated
financial institutions and DNFBPs are required to file suspicious activity
reports (SARs) and other reports (e.g., currency transaction reports (CTRs)
with FinCEN). SARs and other reports may be filed electronically through



FinCEN’s e-filing system, which is available at
http://bsaefiling.fincen.treas.gov/main.html. In addition, money services
businesses and money transmitters also have reporting requirements both
with FInCEN and with local state authorities. In some cases, the state
authorities also require licensing for such businesses.

Key website. Key websites for AML  compliance are
http://www.fincen.gov/ and https://www.ffiec.gov/.

(a) The International AML Organizations

Money laundering is often facilitated cross-border, using various currencies,
methods, and means. As a result, there are a number of important
international organizations to help prevent money laundering. Some of
these organizations include FATF, the Egmont Group of Financial
Intelligence Units, and leading industry groups such as Wolfsberg Group.
Also of note is the United Nations Panel of Experts, created pursuant to
UNSCR 1874 (2009). The report highlights money laundering and
proliferation financing trends used by the government of the Democratic
People’s Republic of Korea.

(b) The Financial Actions Task Force

FATF was established at the G-7 Summit in 1989 to examine money
laundering techniques and trends, review the response taken at national or
international levels, and establish measures to combat money laundering.
FATF is not a rulemaking body, but has established principal reputable
guidelines that are designed to protect the international financial system
from money laundering and terrorist financing threats, and threats posed by
proliferators of weapons of mass destructions.

In 1990, FATF issued a report containing a set of 40 recommendations
(the “40 Recommendations™) that provide a comprehensive plan of action

needed to combat money laundering.* The 40 Recommendations were then

revised in 1996 to reflect evolving money laundering typologies.® Further,
after the terrorist attacks on September 11, 2001, the FATF issued Nine

Special Recommendations to address terrorist financing threats.® On
February 16, 2012, FATF published a revised 40 Recommendations,
incorporating the Nine Special Measures and reorganizing the
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recommendations into seven sections: (1) AML/CFT Policies and
Coordination, (2) Money Laundering and Confiscation, (3) Terrorist
Financing and Financing of Proliferation, (4) Preventative Measures, (5)
Transparency and Beneficial Ownership of Legal Persons and
Arrangements, (6) Powers and Responsibilities of Competent Authorities
and Other Institutional Measures, and (7) International Cooperation. These
40 Recommendations, taken together with FATF’s interpretive notes, are
considered the international standard for combating money laundering.

FATF now consists of 37 members and two regional organizations.
While FATF is an inter-governmental policy-making body with no

independent ability to enact laws,? it conducts reviews of its members and
publishes reports via its Mutual Evaluation Process. During the Mutual
Evaluation Process, FATF conducts reviews of its members to assess
whether the member has implemented the FATF Recommendations, and
provides a detailed description and analysis of each member’s AML
system.

The most recent FATF evaluation of the United States was in 2016.
FATF found the country to have a strong regulatory system but to lack
certain key features. In sum, the FATF found:

7

« The AML/combating the financing of terrorism (CFT) framework in
the U.S. is well developed and robust. Domestic coordination and
cooperation on AML/CFT issues is sophisticated and has matured
since the U.S.’s previous evaluation in 2006. The U.S. also has a
number of risk-assessment processes in place.

» The financial sectors bear most of the burden in respect of required
measures under the BSA and that financial institutions, in general,
have an evolved understanding of money-laundering risks and
obligations and have systems and processes to support that
understanding.

» Certain significant gaps exist under the regulatory framework and
minimal measures are imposed on DNFBPs. The vulnerability of the
DNFBP sectors is significant.

 Law enforcement efforts rest on a well-established task force
environment that enables the pooling of expertise from a wide range
of law enforcement agencies, including prosecutors to support quality
investigation and prosecution outcomes.



Lack of timely access to adequate, accurate, and current beneficial
* ownership information remains one of the fundamental gaps in the

U.S. context.”

At the federal level, the U.S. achieves over 1,200 money laundering
convictions a year. However, there is no uniform approach to state-
level AML efforts and it is not clear that all states give money
laundering due priority.

» The federal authorities aggressively pursue high-value confiscation in
large and complex cases in respect of assets located both domestically
and abroad.

« The U.S. authorities effectively implement targeted financial
sanctions for terrorism and proliferation financing purposes, though
not all UN designations have resulted in domestic designations.

» AML/CFT supervision of the banking and securities sectors appears
to be robust as a whole and is evolving for money service businesses
through greater coordination at the state level. The U.S. has a range
of sanctions and dissuasive remedial measures that it can impose on
financial institutions, which seem to have the desired impact on

achieving supervisory objectives.!”

In March 2020, FATF published an updated report regarding the United
States’ 2016 assessment, documenting a number of actions the United
States has taken to strengthen its AML/CFT framework, including in the
areas of customer due diligence (CDD)—specifically beneficial owner
identification and verification, cooperation and coordination between
authorities to align AML/CFT requirements with data protection and

privacy rules, criminalization of terrorist financing, and more."! While
FATF noted the United States’ progress in these areas, the overall ratings
remained the same, with the exception of Recommendation 10, regarding
CDD and beneficial owner diligence, for which the United States now ranks
as being “largely complaint.” Of the 40 Recommendations, FATF has now
found the United States to be “largely compliant” with respect to 22;
“compliant” with respect to nine; “partially compliant” with respect to five;
and “noncompliant” with respect to four.

To further assist private industry sectors in addressing money
laundering and terrorist financing threats, FATF has begun to issue industry-
by-industry guidance on recommended best practices. FATF has issued risk-



based guidance for legal professionals, trust and company service providers,
accountants, casinos, real estate agents, dealers in precious metals and
stones, life insurance sector, money services businesses, securities sector,
and commercial website and internet payment systems, and virtual currency

systems.'” In addition to the risk-based guidance for legal professionals,
these publications should be appropriately considered by attorneys
representing clients in these industries.

(c) The Egmont Group

As addressed earlier, a key component to the success of the global AML
infrastructure is cooperation between jurisdictions. An important way
jurisdictions share information and cooperate during cross-border
investigations is through their respective FIUs, including FinCEN.
Recognizing the benefits inherent in the development of an FIU network
across regions, in 1995, a group of FIUs established an informal group for

the stimulation of international cooperation.!> The Egmont Group is
currently composed of 165 FIUs, and meets regularly to address
cooperation through the exchange of information, share information
regarding cross-border and enterprise-wide suspicious transactions, compile

best practices in FIU security and training, and share expertise.'*

(d) The Wolfsberg Group

In addition to the FATF and the Egmont Group, perhaps the most prominent
of the industry sector groups is the Wolfsberg Group, an association of 13
global banks established to develop financial services industry standards

and related products for Know Your Customer (KYC), AML, and CFT

policies.!®

The Wolfsberg Group came together in 2000 to draft AML guidelines
for the private banking sector. The Wolfsberg Anti-Money Laundering
Principles for Private Banking were subsequently published in October
2000, revised in May 2002, and further amended in 2012.'® The Wolfsberg
Group has other helpful publications outside of its Private Banking
guidelines. For instance, following September 11, 2001, in January 2002,
the Group published a Statement on the Suppression of Financing of

Terrorism,'” and in November 2002, released the Wolfsberg Anti-Money



Laundering Principles for Correspondent Banking.'® Also, the Group
released the Wolfsberg Statement on Monitoring Screening and Searching
in 2003, and in 2004, it developed a due diligence model for financial

institutions, in cooperation with Banker’s Almanac.'® The due diligence
questionnaire was updated in 2014, and again in 2017 with related FAQs

published in February 2018.2° The Wolfsberg Group has published
numerous other trusted sets of guidance for financial institutions and
helpful FAQs dealing with AML issues in the context of commercial
banking, correspondent banking, beneficial ownership, Politically Exposed

Persons (PEPs), intermediaries, and more.?!

(e) UN Panel of Experts—Democratic People’s Republic of
Korea Report

The United Nations Panel of Experts produces periodic reports detailing
patterns of money laundering and sanctions evasion and avoidance by the

Democratic People’s Republic of Korea.?> The March 2019 Report includes
numerous examples of how the international financial system is used by the
North Korean regime to continue its proliferation activities and raise money

for the regime.?3

4.2 U.S. Anti-Money Laundering L.aws and Regulations

Domestically, following September 11, 2001, the U.S. government passed
the USA PATRIOT Act, a portion of which amended the BSA (originally
passed in 1970) to strengthen domestic anti-money laundering laws and
regulations. While there are close to one dozen organizations that have

substantial BSA  responsibilities,”* Fin-CEN maintains primary

responsibility for administering the BSA.?°

The BSA regulations apply to “financial institutions,” which is broadly
defined to include insured banks; commercial banks or trust companies;
private bankers; agencies or branches of foreign banks in the U.S.; credit
unions; thrift institutions; broker-dealers; investment bankers; currency
exchange companies; issuers and redeemers of traveler’s checks/money
orders; operators of credit card systems; insurance companies; dealers in
precious metals, stones, or jewels; pawnbrokers; loan or finance companies;



travel agencies; money transmitters; telegraph companies; businesses
engaged in vehicle sales, including automobile, airplane, and boat sales;
persons involved in real estate closings and settlements; the U.S. Postal
Service; certain casinos and gaming establishments; and more. However,
the specific requirements amongst the aforementioned entities may vary
depending on the entity’s business type, and some business types are

currently exempt from the requirement to establish an AML program.®
Aside from the BSA, other relevant money-laundering rules and

regulations include the Money Laundering Control Act of 1986, which

criminalizes money laundering and structuring or the attempt to structure a

financial transaction to avoid the reporting requirement;?” and the USA
PATRIOT Improvement and Reauthorization Act of 2005, which enhances
penalties for terrorist financing, amends the Racketeer-Influenced and
Corrupt Organizations Act by adding illegal money transmitters to the
definition of racketeering activity, and closes a loophole concerning money

laundering through informal money transfer networks.?®
The Department of Justice (DOJ) prosecutes criminal money-laundering
cases. Within the DOJ, the Money Laundering and Asset Recovery Section

(MLARS) leads AML enforcement cases.””> MLARS is comprised of seven
units, including the Bank Integrity Unit, International Unit, Money
Laundering and Forfeiture Unit, Policy Unit, Program Management and

Training Unit, Program Operations Unit, and Special FIU.3® MLARs is
charged with (1) prosecuting and coordinating complex, sensitive, multi-
district, and international money laundering and asset forfeiture
investigations and cases; (2) providing legal and policy assistance and
training to federal, state, and local prosecutors and law enforcement
personnel, as well as to foreign governments; (3) assisting the DOJ and
interagency policy makers by developing and reviewing legislative,
regulatory, and policy initiatives; and (4) managing the DOJ’s Asset
Forfeiture Program, including distributing forfeited funds and properties to
appropriate domestic and foreign law enforcement agencies and to
community groups within the United States, as well as adjudicating

petitions for remission or mitigation of forfeited assets.3!

4.3 Complying with U.S. AML Laws and Regulations



The BSA imposes a number of requirements on the entities under its
purview to help prevent money laundering. For example, the BSA requires
that financial institutions file SARs, CTRs, and other reports with

FinCEN.3? Further, most regulated entities are also required to establish and

maintain a customer identification program (CIP),>®> and maintain an
appropriate, overarching AML program reasonably designed to ensure that
the financial institution meets its reporting, recordkeeping, and other

obligations.3* Regulated entities are also required to respond to inquiries
from FinCEN under section 314 of the USA PATRIOT Act and maintain
appropriate records.

(a) Risk Assessments

Covered financial institutions are required to have a risk-based compliance
program, which means they must first have an understanding of their
respective money laundering and terrorist financing risks. Risk assessments
at an institutional level and on a customer level are important in creating
and implementing risk-based due-diligence procedures that include controls
to enable the financial institution to detect and report any known or
suspected money laundering. In general, an entity covered by the BSA is
expected to conduct a comprehensive evaluation of the level of risk for its
(1) products, (2) services, (3) customers, and (4) geographic exposure. Each
of the four categories should be carefully assessed, and generally be rated as
low, moderate, or high risk for money laundering (though different
terminology may be used).

With regard to products and services, the previous Federal Financial
Institutions Examination Council (FFIEC) Bank Secrecy Act/Anti-Money

Laundering Examination Manual (BSA/AML Exam Manual)®> (primarily
focused on depository institutions) identified as higher risk: electronic
services, private banking, monetary instruments, trade finance, foreign
correspondent accounts, trust and asset management services, trade finance,
services provided to third-party payment processors or senders, foreign
exchange, lending activities, special use accounts, and non-deposit account

services.?® There are also higher risks for money laundering in certain
operational circumstances, such as wherever the entity and the customer are
not face-to-face, where the entity “touches the money” for the customer,
and where transactions occur across borders. The previous BSA/AML



Exam Manual also provided examples of higher-risk customers. Higher-risk
customers include foreign financial institutions, nonbank financial
institutions, nonresident aliens, senior foreign government officials and
their immediate family members and close associates (i.e., Politically
Exposed Persons, or PEPs), cash-intensive businesses, nongovernmental
organizations and charities, deposit brokers, and professional service

providers (e.g., lawyers, accountants, doctors, or real estate brokers).3”
On April 15, 2020, the FFIEC released updates to BSA/AML Exam

Manual to clarify that bank examinations must be risk-based.3® The update
made clear that bank examiners should not take a one-size-fits-all approach
to its examinations, and the examiners must consider each financial
institution’s BSA/AML program based on its specific risks for money
laundering, terrorist financing, and other illicit activity. The update also
clarified what standards are regulatory requirements as opposed to
supervisory expectations. Overall, the update to the Manual did not impose
new requirements on financial institution—instead, the update provided
clarifications and reminders regarding the flexibility of institutions and
examiners with respect to AML programs and AML program examination.
There are a number of resources to consider when determining
geographic risks. For instance, FinCEN has pointed to the State
Department’s International Narcotics Control Strategy Report as an

indicator of high-risk jurisdictions.?® Other resources for geographic risk
rankings include Transparency International’s Corruption Index;*” the list
of countries targeted for sanctions administered by OFAC;*! jurisdictions
determined to be “of primary money laundering concern” by FinCEN
pursuant to Section 311 of the USA PATRIOT Act;* countries identified as
supporting international terrorism under section 6(j) of the Export
Administration Act of 1979;* and countries identified in section 126.1 of
the International Traffic in Arms Regulations (ITAR).** Where a
geographic risk is identified, entities subject to the BSA are expected to
conduct additional due diligence processes to mitigate against that risk.

(b) The Compliance Program

Once a covered entity has conducted its risk assessment and rates its risks,
the entity should develop written policies, procedures, and processes to



address how it will protect itself, its customers, and the financial system
from exposure to money laundering and terrorist financing. The FFIEC
provides that the AML compliance program must (1) be in writing; (2) be
approved by senior management; (3) contain sufficient internal controls to
ensure ongoing compliance; (4) identify an individual or individuals
responsible for managing BSA compliance; (5) offer training to relevant
personnel; and (6) be subject to independent auditing and testing to ensure
the program remains effective in mitigating potential exposure to money

laundering and terrorist financing threats.*> Because some of the higher
risks from an AML perspective are similar to those from a sanctions or anti-
bribery/anti-corruption perspective, there are often opportunities to
streamline an entity’s compliance programs.

For years, financial institutions spoke of “four pillars” of an AML
program. These pillars included (1) written policies and procedures, (2) a
designated AML compliance officer, (3) independent testing of the
institution’s AML program, and (4) implementation of an adequate
employee training program; however, as of May 2018, covered financial
institutions now have a fifth pillar—the development and establishment of
risk-based CDD procedure. FinCEN issued its Final Rule for financial
institutions for their CDD on May 11, 2016. The Final Rule required full
compliance by May 11, 2018, and imposed a new requirement on covered
financial institutions to identify and verify the identity of the individuals
behind the legal entity customers.

(c) CIP

As noted earlier, financial institutions must have a risk-based CIP. The CIP
should allow the bank to form a reasonable belief that it knows the true
identity of each customer, and include procedures for document gathering at
account opening, and risk-based procedures for verifying the identity of
each customer. This process is often referred to as “knowing your
customer,” or KYC. In KYC, an entity ensures that the customers that it
brings in are who they say they are, are conducting legitimate business, and
are using legitimate funds. Typically, these assurances are provided during
the on-boarding process and by continued transaction monitoring. Before
opening an account for a new customer, financial institutions must collect
certain identifying information from the client, which should then be



verified through documentary or nondocumentary means. For an individual,
this can mean collecting the following:

» The customer’s complete name (including former names and aliases)

» A copy of valid government-issued photo identification

 Date of birth

 Current street address

* Proof of current address (i.e., utility bill, bank or credit card
statement)

For an entity customer, the following information may be collected:

» Complete name of the entity

» Complete name of contact person

» Address for entity and for contact person

 Certified true copy of certificate of incorporation or registration or
other document evidencing establishment

* Details of registered office and place of business

* Due diligence documents as identified for beneficial owners holding
more than 25 percent of an interest in the entity

Lesser due diligence is appropriate for U.S. publicly traded entities or
other regulated entities; greater due diligence is appropriate for entities
comprised of senior government officials, their families or associates—or
for instances where red flags are present.

(d) Beneficial Owners

Most BSA-regulated entities must collect beneficial ownership information.
In addition, effective January 1, 2024, the vast majority of privately held
corporations, limited liability companies and other similar entities created
in, or registered to do business in, any of the states and territories of the
United States will be subject to ultimate beneficial ownership (UBO)
information reporting requirements under FinCEN’s highly anticipated
“Final UBO Rule,” which implements the beneficial ownership information

reporting requirements of the Corporate Transparency Act (CTA).*® Many
key entities are exempt from the Final UBO Rule’s reporting requirements,
including inactive entities, some subsidiaries, banks and credit unions, and
Securities and Exchange Commission reporting issuers. The Final UBO
Rule does not replace FinCEN’s existing customer due diligence (CDD)



rule requiring U.S. financial institutions to collect UBO information from
their legal entity customers, although FinCEN will be revising the CDD
rule to align it with the CTA.

Under the CTA, a “beneficial owner” of a company is “any individual,
who, directly or indirectly, either exercises substantial control over such
reporting company or owns or controls at least 25 percent of the ownership

interests of such reporting company.”*” Thus, initial reports made to
FinCEN must include, in addition to other information, the following
information for each beneficial owner of the entities subject to the Final
UBO Rule:

 Full legal name

« Date of birth

 Current residential address

* Unique identifying number from an acceptable identification
document (or, if information has already been provided to FinCEN,
by a FinCEN identifier).

In the coming year, FinCEN will engage in additional rulemakings
related to the Final UBO Rule, develop compliance and guidance
documents to assist entities in complying with this rule, and will continue to
develop the necessary infrastructure to administer these requirements in
accordance with the strict security and confidentiality requirements of the
CTA, including the information technology system that will be used to store
beneficial ownership information: the Beneficial Ownership Secure System
(BOSS).

As an initial step in publishing additional rules relating to accessing
beneficial ownership information, on December 15, 2022, FinCEN
published the Notice of Proposed Rule Making*® for the standards that
financial institutions and government entities to access the beneficial
ownership information to be housed within the BOSS. The NPRM also
proposes regulations to specify when and how reporting companies can use
FinCEN identifiers to report the BOI of entities. Comments are due
February 14, 2023.

(e) Other Requirements for Financial Institutions under the
BSA



Also within the BSA’s expectations for risk based compliance program’s
policies and procedures are other internal controls to ensure compliance,
such as policies and procedures for filing SARs and CTRs. For example, in
the SAR context, in order to ensure that suspicious activity is identified
promptly, relevant employees must know what to look for and must know
to whom to report. An established reporting chain is essential to ensure that
potentially suspicious activity is escalated to the appropriate AML
compliance officer/s and, where appropriate, SARs are filed.

Further, in addition to the role the AML compliance officer will play in
developing and evolving the entity’s compliance program, an entity must
ensure that the program is independently reviewed and audited to ensure
effectiveness. Independent review does not require an outside party to
conduct the review; only that someone other than the compliance officer or
someone in his chain of command conduct the review. Of course, records
for the review, including recommendations and steps taken to implement
the recommendations should be maintained. To ensure compliance,
companies should be sure to implement and maintain overall recordkeeping
and training policies and procedures as well.

(f) Violations

The BSA and its related regulations provide for civil penalties, criminal
penalties, and forfeiture of assets depending on the degree of intent
involved, the specific entity type, and the AML program violation involved
(including, e.g., recordkeeping violations or SAR violations).

Most civil penalties are assessed by FinCEN, whereas penalties for
failures regarding Foreign Bank and Financial Account Reports (FBARs)
are assessed by the IRS.

While an AML compliance program may look and operate in a manner
consistent with sanctions and export controls compliance programs, the
concept of a voluntary self-disclosure differs. The BSA regulations do not
contain enforcement guidelines providing for mitigating credit where a
covered financial institution detects and self-reports an AML program
deficiency. Rather, an entity must first decide whether the entity is required
to disclose potential AML program deficiencies resulting in potential
violations of AML laws and regulations to the entity’s other regulators. For
example, an entity regulated by the Federal Reserve may notify that



regulator during a routine exam that the entity has identified a potential
problem and is in the process of amending procedures. Entities regulated by
the SEC and FINRA must consider whether they are required to report a
potential BSA violation under the relevant rule and, if not, whether a

disclosure will provide cooperating credit.*’

(g) Compliance Program Pitfalls

There are a few common compliance program pitfalls that occur when
either (1) policies and procedures are too stringent to implement and
personnel create work-arounds or other informal processes to address
practical issues; or (2) the compliance program is not appropriately tailored
to the institution’s risk.

When a regulator or enforcement officer reviews the entity’s policies
and procedures, one of the first items typically to be examined will be
compliance with those written policies and procedures; many entities have
found themselves to be out of compliance with their own policies and
procedures. To help mitigate against this pitfall, the AML program should
be periodically tested to ensure that the policies and procedures strike the
appropriate balance between protecting against money-laundering risks and
conducting a productive business. Where relevant, testing should include
ensuring that automated screening software is neither creating so many
false positive matches that compliance officers suffer from screening
fatigue (and miss the few true hits), nor tuned so high that it misses close
matches to sanctioned parties.

Further, each institution carries a unique risk based on its customer base,
its geographic areas of operations, its products and services offered, and
more. Compliance programs must be tailored to meet each individual
institution’s specific risks, or the program will likely have gaps where
potential money laundering could go unnoticed.

Other common pitfalls include failing to obtain management support for
the program; understaffing the compliance function so that higher risk
transactions pass through undetected; failing to adequately train (or provide
periodic updated training to) all relevant personnel; and failing to maintain
adequate records so that compliance personnel are not able to retrace a
decision-making process when at a later date asked by an examiner (or the
DOJ).



(h) FinCEN Inquiries

On occasion, FinCEN may receive a request from a law enforcement
agency requesting that FinCEN solicit information from a financial
institution related to a terrorist activity or money-laundering investigation.
Such requests in the United States are made pursuant to section 314(a) of
the USA PATRIOT Act. When law enforcement requests such information
from FinCEN, it should provide FinCEN with:

» A statement that each individual, entity, or organization about which
the law enforcement agency is seeking information is engaged in, or
is reasonably suspected based on credible evidence of engaging in,
terrorist activity or money laundering

 Specific identifying information such as date of birth, address, and
social security number so that the entity can differentiate between
common or similar names

» A contact person at the law enforcement agency who can respond to

any questions relating to the request®

FinCEN may thereafter request of financial institutions whether they
have maintained accounts for or have engaged in transactions with any
specified individual, entity, or organization. Such requests for information
generally require that the entity search its records to determine whether it
maintains or has maintained accounts for, or has engaged in transactions
with, any specified individual, entity, or organization.

In responding to a 314(a) request, an entity should be prepared to
provide, where available:

» The name of such individual, entity, or organization

» The relevant account number(s)

» Any social security number, tax payer identification number, passport
number, date of birth, address, or other similar identifying
information provided by the individual, entity, or organization when
each such account was opened or each such transaction was
conducted

* When the account(s) was (were) established

* The date(s) and type(s) of transaction(s)>"

(i) Recordkeeping



As noted earlier, and consistent with export controls and OFAC economic
sanctions regulations discussed in prior chapters, records covered by the
AML program also should be retained for at least five years from the
cessation of the relevant underlying contract, business relationship, or
transaction.

(j) Sample Industry-Specific Red Flags

In general, an AML program will train personnel to identify risks typical to
money laundering and terrorist financing—and specific to the particular
industry sector. The FFIEC and other sources provide a number of money-
laundering and terrorist financing red flags that financial institutions should
look out for. For example, the following are considered potentially
suspicious red flags: customers who use unusual or suspicious identification
documents that cannot be readily verified; customers with multiple aliases
or spelling variations; contact information is not valid (i.e., business or
home telephone number is disconnected); the customer’s background
differs from what is typical for others similarly situated in the industry; and

a customer engages in transactions atypical for the industry.>?

(i) Red Flags for Broker-Dealers

Like other covered industries, broker-dealers are expected to maintain
tailored AML programs after risk assessments. In March 2012, the SEC
published its AML Source Tool for Broker Dealers, which cites, in relevant
part, the National Association of Security Dealers (NASD) Notice 02-21 to
Members: Anti-Money Laundering Guidance. Within the Guidance is a list
of some customer-focused risks particular to the industry sector. These red
flags include but are not limited to instances where the customer:

* Is unusually concerned with the company’s compliance policies and
procedures (including AML reporting requirements);

* Wishes to engage in transactions that appear to lack legitimate
business purpose;

* Provides false information (i.e., false source of income, false
identifying information);

» Refuses to disclose source of funds or party on whose behalf he is
acting;



Has a higher-risk profile (i.e., is subject of press reports relating to
possible illegal activity);

Appears to lack general knowledge of his purported industry sector;
Makes frequent deposits of cash or cash equivalents or appears to
structure deposits, keeping each under $10,000;

Account appears to have unusual or unexplained activity;

For no apparent business reason, maintains multiple accounts with a
large number of inter-account or third-party transfers;

For no apparent reason or in conjunction with other red flags,
engages in transactions involving certain types of securities, such as
penny stocks, Regulation “S” stocks, and bearer bonds, which,
although legitimate, have been used in connection with fraudulent

schemes and money-laundering activity.>3

(ii) Red Flags for Casinos and Card Clubs

FinCEN has identified risks specific to this industry, some of which are
identified as follows:

Two or more customers each purchase chips with currency in
amounts under $10,000, engage in little gaming, and then cash out
the chips for a casino check.

A customer pays off a large credit debt (i.e., over $20,000) over a
short period of time through a series of currency transactions, none of
which exceeds $10,000.

A customer receives a payout in excess of $10,000 and asks for
currency of less than $10,000 and asks for the remainder in chips.
The customer then redeems the chips in an amount less than the
currency transaction report requires.

A customer bets both sides of a game or event.

A customer requests casino checks below the $3,000 threshold to be

made out to a third party.>*

(iii) Red Flags for Money Services Businesses (MSBs)

As with other industry sector’s FinCEN publishes guidance specific to

MSBs.>> Identified “red flags” for MSB include but are not limited to the
following:



Customer. Customer uses false identification; two/more customers
use similar identification; customer alters transaction upon learning
that he/she must show identification; customer uses multiple
variations of his name; two or more customers working together to
break one transaction into two or more transactions in order to evade
the BSA reporting or recordkeeping requirement; customer uses two
or more locations or cashiers in the same day in order to break one
transaction into smaller transactions and evade the BSA reporting or

recordkeeping requirement; customer offers bribes or tips.>®
Services. Currency exchanges just under $1,000; cash sales of money

orders or traveler’s checks of just under $3,000.>”

(iv) Red Flags for Insurers

Insurers offering covered products are subject to the BSA Regulations and
must maintain an AML program. Covered products include (1) permanent
life insurance policies (other than group life); (2) annuity contracts (other
than group annuity contracts); or (3) any other insurance product with
features of cash value or investment. FinCEN has identified the following
customer-based insurance-specific red flags:

Purchase of an insurance product inconsistent with customer’s needs
Unusual payment methods

Early termination of a product

Payment by or to, or transfer of benefit to, an apparently unrelated
third party

Insured who shows little concern for investment performance but is
focused on early termination features

Reluctance to provide identifying information or provides fictitious
identifiers

Purposeful obscuring of source of funds

Insured who borrows the maximum amount available soon after
purchasing the product

Insured purchases insurance products using a single, large premium
payment, particularly when payment is made through unusual
methods such as currency or currency equivalents

Policies are purchased that allow for the transfer of beneficial
ownership interests without the knowledge and consent of the



insurance issuer
* An insured is known to purchase several insurance products and uses
the proceeds from an early policy surrender to purchase other

financial assets>8

(v) Red Flags for Lawyers

While lawyers are not covered under the BSA regulations, FATF has
identified lawyers as a DNFBPs under the purview of AML laws and
regulations. There also have been attempts to include lawyers within the
BSA. For example, in 2002, Fin-CEN published the Advanced Notice of
Proposed Rule Making that would mandate AML programs for persons

involved in certain real estate transactions.®” Because of the response, the
final rule has yet to be published. The American Bar Association (ABA)
has resisted formal inclusion of lawyers under the BSA or the BSA
regulations and has, instead, promoted a risk-based approach to protecting
the sector from money laundering and terrorist financing threats. As a
result, on April 23, 2010, the ABA Task Force on Gatekeeper Regulation
and the Profession, together with other ABA committees and organizations,
drafted the Voluntary Good Practices Guidance for Lawyers to Detect and

Combat Money Laundering and Terrorist Financing.®? Activities covered by
the guidance (i.e., the high-risk services) include those five categories
identified in the FATF’s RBA Guidance for Legal Professionals (October
23, 2008). To keep in (voluntary) line with the FATF Guidance, the ABA’s
Good Practices identify the covered activities, including (1) buying and
selling of real estate; (2) managing a client’s money; (3) management of a
bank, savings, or security account; (4) organization of contributions for the
creation, operation, or management of companies; and (5) creation,
operation, or management of legal persons or arrangements, and buying and
selling of business entities.®! In order to be more useful than the broad
FATF guidance, the ABA Good Practices modifies the FATF “red flags”
(following) by adding practice pointers. The FATF risk factors include the
following:

» Geographic risk: transactions involving sanctioned countries;
countries ranked as higher risk for corruption

» Client risk: PEPs (i.e., individuals who are or have been entrusted
with prominent functions in a foreign country); clients conducting



their relationship or requesting services in unusual or unconventional
circumstances; where the structure or nature of the client entity or
relationship makes it difficult to identify the true beneficial owner or
controlling interests; clients that are cash intensive businesses;
charities and other not-for-profits that are not subject to monitoring or
supervision; clients using financial intermediaries, financial
institutions, or legal professionals not subject to AML laws and
regulations; clients convicted of proceeds-generating crimes; clients
with no address or multiple addresses without a legitimate reason;
clients who change their settlement or execution instructions without
appropriate explanation.

* Service risk: transactions where the lawyers touch the client’s money;
services designed to improperly conceal beneficial ownership from
relevant legal authorities; services requested by a client for which the
client knows the lawyer does not have the expertise; transfers of real
estate between parties in an accelerated fashion (and lacking
legitimate business reasons for the expedited treatment); payments
for services from unassociated or unknown third parties; transactions
where it is apparent to the lawyer that there is inadequate
consideration (and there appears no legitimate business reason for the
lower consideration); administration of estates where the decedent

was known to be a person convicted of proceeds generating crimes.5?

Of course, as the ABA Voluntary Good Practices emphasizes, the risk
factors will vary depending on size of the firm, types of clients,
sophistication in addressing money-laundering threats, nature of the client
relationship, among others.5® The expectation unless and until lawyers fall
under the BSA Regulations is that we will take tailored and risk-based steps
to mitigate exposure to identified money-laundering and terrorist financing
threats.

(vi) Risks for Charities

Charities—particularly those operating in disaster zones—can be higher
risk for exposure to money laundering and terrorist financing. Soon after
September 11, 2001, recognizing this exposure, the Department of the
Treasury, working with representatives from the charities sector, drafted the
Anti-Terrorist Financing Guidelines: Voluntary Best Practices for U.S.-



Based Charities.®* These Best Practices were not well received by some in
the charities sector. In response, the Treasury Guidelines Working Group of
Charitable Sector Organizations and Advisors drafted the Principles of

International Charity (March 2005).%> While neither document identifies
“red flags™ specific to the charitable sector, the Treasury document reminds
U.S.-based charities that, as U.S. Persons, they are subject to the economic
sanctions regulations, discussed in prior chapters, administered by OFAC.
OFAC has also issued guidance and Frequently Asked Questions regarding
humanitarian assistance to Iran and Syria, private relief efforts in Somalia,
and more.

(k) Regulation of Virtual Currency

In 2011, FinCEN issued a final rule amending regulations relating to MSBs
to provide that money transmission covers the acceptance and transmission
of value that substitutes for currency (e.g., virtual currency). In 2013,
FinCEN issued guidance to persons administering, exchanging, or using
virtual currencies. Since then, FinCEN has issued a number of
administrative rulings regarding its regulation of the virtual currency

space,® including an Advisory on Illicit Activity Involving Convertible
Virtual Currency on May 9, 2019, highlighting prominent typologies and

red flags associated with convertible virtual currency transmission.®” Many
newly formed Fintech companies are engaging in, or are considering
engaging in, virtual currency transmission or conversion (e.g., virtual
currency administrators, companies offering or engaging in “initial coin
offerings,” etc.). Importantly, this activity may bring them under the
purview of the BSA as money transmitters.

4.4 Representative Enforcement Actions

BSA-regulated financial institutions are subject to substantial civil penalties
for willful violations of BSA obligations (the greater of $25,000 or the
amount involved in the relevant transaction, if any, up to EBIOO,OOO).68 They
also are subject to criminal penalties for willful violations (including fines

of up to $250,000).%°



In 2018, FinCEN imposed two enforcement actions and updated one
enforcement action from 2017, which is down from the five FinCEN
enforcement actions in 2017. Of the seven enforcement actions in the past
two years, three were against depository institutions, two were against
MSBs, one was against a casino, and one was against a securities and
futures firm.

FinCEN Actions in 2019 and 2020

 In January 2019, FinCEN assessed a $35,350 civil monetary penalty
against an individual, Eric Powers, for failing to register as an MSB,
failing to establish and implement an effective written AML program,
failing to detect and adequately report suspicious transactions, and

failing to report currency transactions.”® Within a two-year timespan,
Mr. Powers conducted over 1,700 transactions as a money transmitter
peer-to-peer exchanger of bitcoin, purchasing and selling bitcoin to

and from others.”! FinCEN clarified that Mr. Powers was not simply
a “user” of virtual currency, but was a peer-to-peer exchanger, and

thus was subject to the purview of the BSA.”?

 In January 2020, FinCEN assessed a $25,000 civil monetary penalty
against Michael LaFontaine, former Chief Operational Risk officer of
U.S. Bank National Association (U.S. Bank) for failing to ensure the
bank’s compliance division was appropriately staffed to meet

regulatory expectations, among other things.”> Mr. LaFontaine was
put on notice a number of times by bank employees that the existing
AML monitoring program was inadequate because caps were set to
limit the number of alerts, and that the staff was “stretched
dangerously thin.” U.S. Bank had been previously warned that
placing caps on monitoring programs based on the size of its staff and
available resources could result in a potential enforcement action.
Nonetheless, Mr. LaFontaine did not heed warnings, and was
penalized in response.

« In October 2020, FinCEN assessed a $60 million civil monetary
penalty against Larry Dean Harmon, the founder and operator of
bitcoin “mixers” Helix and Coin Ninja LL.C (Coin Ninja), for failing
to register as an MSB, failing to implement and maintain an effective
AML program, and failing to report suspicious activities.”* Mr.



Harmon operated Helix from 2014 to 2017 and Coin Ninja from 2017

to 2020 without registering either “mixer” or “tumbler” as an MSB.”>
Through Helix, Mr. Harmon engaged in more than $311 million
worth of transactions in virtual currencies and allowed customers to
anonymously pay for services in the “darknet,” including for items
such as drugs, guns, and child pornography. Coin Ninja operated in
the same manner as Helix. Mr. Harmon not only disregarded his
obligations under the BSA, but FinCEN’s investigation further
revealed that he made efforts to circumvent the BSA’s requirements.
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U.S. Antiboycott Measures

Michael L. Burton!

5.1 Overview

Since the 1970s, the United States has maintained two anti-boycott laws
that prohibit or penalize U.S. companies and individuals from supporting or
participating in boycotts of countries friendly to the United States. As part
of the Export Control Reform Act of 2018, the Anti-boycott Act of 2018
updated the statutory basis for the primary set of U.S. anti-boycott

regulations.” Although these laws are drafted without reference to any
particular boycott, their principal target is the Arab League’s long-standing
economic boycott of Israel. These laws impose far-reaching restrictions on
boycott-related actions, agreements, and even the furnishing of information.
Penalties for violations can include civil and criminal fines, imprisonment,
and the loss of tax credits or export privileges.

What is regulated. Virtually any transaction within U.S. jurisdiction (see
the following) involving official foreign government boycotts or restrictive
trade practices that the United States does not support.

Where to find the regulations. The U.S. anti-boycott regulations and
statutes are contained primarily in (1) Part 760 of chapter 15 of the Code of
Federal Regulations; (2) section 999 of the Internal Revenue Code, and (3)
Department of the Treasury Guidelines: Boycott Provisions (section 999) of
the Internal Revenue Code (IRC).



Who is the regulator. The U.S. anti-boycott laws are administered by the
U.S. Department of Commerce, Bureau of Industry and Security (BIS),
Office of Anti-boycott Compliance (OAC) and the U.S. Treasury
Department, Internal Revenue Service (IRS).

How to get a license/file a report. No licenses are granted under the anti-
boycott regulations. Persons receiving boycott requests, however, are
required to report them to OAC and the IRS. For OAC, reports of receipts
of boycott requests must be filed quarterly on form BIS 621-P for single
transactions or BIS 6051P for multiple transactions received during the
same calendar quarter (see
https://www.bis.doc.gov/index.php/enforcement/oac?id=300). Reports
under section 999 of the IRC are filed with annual tax returns on IRS form
5713. This form is available from local IRS offices.

Key website. https://www.bis.doc.gov/index.php/enforcement/oac. See also
Section 5.8 later in the chapter.

This chapter is intended to provide the reader with an introduction to
and basic understanding of the U.S. anti-boycott laws. These laws are
complicated and sometimes counterintuitive. Whether a particular action is
permissible can often turn on very subtle variations in language and
circumstances. For this reason, it is critical that you consult the regulations
for answers to specific anti-boycott issues. The information is not intended
nor may it be relied upon as legal advice.

5.2 What Are the U.S. Anti-Boycott Laws?

Although the United States recognizes the sovereign right of each country
not to trade with countries to which they are hostile, the U.S. anti-boycott
laws are designed to (1) monitor foreign boycotts the United States does not
support, and (2) to prohibit or penalize individuals and entities subject to
U.S. law from acting in furtherance of more trade distortive forms of
boycott activity.

Understanding the differences among primary, secondary, and tertiary
boycotts is helpful in conceptualizing the framework of U.S. anti-boycott
law.
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. Primary Boycott = boycotting country prohibits imports from or
exports to the boycotted country.

* Secondary Boycott = boycotting country prohibits companies
contributing to the economic or military strength of the boycotted
country from trading with the boycotting country.

» Tertiary Boycott = boycotting country prohibits business with
companies that conduct business with individuals or entities
identified as having a business relationship with the boycotted
country (e.g., blacklisted persons).

Generally speaking, the U.S. anti-boycott laws do not prohibit or
penalize persons subject to U.S. law from acting in furtherance of primary
boycotts. Participation in secondary or tertiary boycotts, however, is
prohibited and penalized. Further, unless an exception applies, the U.S.
government requires reporting of the request, regardless of the level of the
boycott. Thus, even if not prohibited or penalized, primary boycott requests
often need to be reported. The U.S. government has an interest in
monitoring the boycott and reviewing how persons subject to U.S. law
handle those requests, even in those situations where the requested action is
within the boycotting country’s rights under international law.

While understanding the level of boycott at issue is useful as a
conceptual framework, exceptions abound. Whether a specific boycott-
related request is prohibited/penalized or reportable depends on (1) the facts
of a particular transaction; (2) the transaction being subject to U.S.
jurisdiction; (3) which of the two (or both) U.S. anti-boycott laws is
implicated; and (4) a detailed review of the relevant regulations, which are
replete with sometimes idiosyncratic examples reflecting U.S. foreign
policy considerations as applied to a range of actual business scenarios.

(a) The Commerce Department’s Anti-boycott Law

As noted earlier, the more sweeping of the two U.S. anti-boycott laws is
maintained by the Commerce Department in Part 760 of the U.S. Export
Administration Regulations (EAR).2 The substantive prohibitions and the
reporting requirements of the Commerce Department’s anti-boycott law
apply if (1) the person taking the action in question is a “U.S. person”; and
(2) the activity is in the “interstate or foreign commerce of the United

States.”* Jurisdiction will be discussed further later in the chapter.



Under the Commerce Department’s anti-boycott provision, the
following types of actions are prohibited:®

» Refusing to do business with boycotted countries, companies of a
boycotted country, nationals of a boycotted country, or “blacklisted”
companies

 Furnishing boycott-related information—including information about
one’s business relationships with a boycotted country, companies of a
boycotted country, nationals of a boycotted country, or “blacklisted”
companies

 Discriminating against any U.S. person on the basis of race, religion,
sex, or national origin

» Evasion of the anti-boycott provisions of the EAR

The Commerce Department’s anti-boycott provisions also require U.S.
companies each calendar quarter to report the receipt of requests to take any
action that has the effect of furthering or supporting the boycott. Boycott-
related requests—whether oral or written—are generally reportable
regardless of whether the requested action is prohibited or permitted, and
regardless of whether the recipient complies with the request. Certain
exceptions to the reporting requirements, however, are provided for in the
EAR.

The Office of Anti-boycott Compliance (OAC) within the Bureau of
Industry and Security of the U.S. Department of Commerce administers and
enforces Part 760 of the EAR. OAC is aggressive in its enforcement actions
and investigations. Violations of the Commerce Department’s anti-boycott
regulations are subject to the full range of civil and criminal penalties
available under the EAR, including fines, imprisonment, and the denial of
export privileges. (See discussion infra at 5.6(a)).

(b) The Treasury Department’s Anti-boycott Law

In addition to the EAR’s anti-boycott rules, under section 999(a)(1) of the
Internal Revenue Code, any person (or any member of a “controlled group”
including such person) must file reports with the Internal Revenue Service
(IRS), if that person has operations in, or relating to, (1) a boycott listed
country, or the government, a company, or a national of such country, or (2)
any other country (or the government, a company, or a national of such



country) if such person knows or has reason to know that participation in a

boycott is a condition of conducting operations in such other country.® The
U.S. Treasury Department publishes a list of countries believed to be
engaged in boycotts and other restrictive trade practices on a periodic

basis.” The IRS requires persons with operations “in or relating to such”
countries to file a boycott report on Form 5713, listing such operations.
Under section 999(a)(2), a taxpayer also must report whether it or any
member of a “controlled group” of which it (or such foreign corporation) is
a member has participated in or cooperated with an international boycott, or
has been requested to participate in or cooperate with an international

boycott.2 When entered into or requested, as a condition of doing business
with a boycotting country or its companies or nationals, the following types

of agreements are subject to tax penalties and IRS reporting requirements:’

» Agreements to refuse to do business directly or indirectly within a
country that is the object of the boycott or with the boycotted
country’s government, companies or nationals

» Agreements to refuse to do business with U.S. persons who do
business in a boycotted country or with its government, companies,
or nationals

» Agreements to refuse to do business with companies owned or
managed by individuals of a particular race, religion, or nationality

» Agreements to refrain from employing persons of a particular race,
religion, or nationality

» Agreements to refuse to ship or insure products on carriers owned or
operated by persons who do not participate in or cooperate with the
boycott.

In analyzing anti-boycott issues under section 999, it is important to
determine whether (1) there is some agreement or request to agree; and (2)
that agreement is a condition of doing business with a boycotting country,
its companies, or its nationals. Both elements must be met. That being said,
agreements may be inferred from course of conduct and the circumstances
surrounding a given transaction.

Like the Commerce Department’s anti-boycott regulations, reports are
required even if the requested agreement is never reached. Unlike the EAR,
however, Form 5713 is filed with the IRS on an annual basis rather than
quarterly.



Taxpayers who willfully fail to make a required boycott report may be

fined up to $25,000 or imprisoned for not more than one year, or both.!?
Taxpayers that agree to impermissible boycott-related actions may be
subject to significant tax penalties by being prohibited from claiming
favorable tax treatment with respect to boycott-related income. Depending
on a taxpayers operations and corporate structure, the tax consequences can
be wide reaching.

(c) Distinctions between the Two U.S. Anti-boycott Laws

It is important to note that the Part 760 of the EAR and section 999 of the
IRC contain a number of significant distinctions relating to jurisdiction as
well as substance. The U.S. government has provided an unofficial
summary of the key distinctions in a chart available at
https://www.bis.doc.gov/index.php/documents/enforcement/404-
distinctions/file. See Appendix G. It is important to note that subtle
variations in the wording of boycott-related requests can result in different
legal outcomes between section 760 of the EAR and section 999 of the IRC,
requiring case-by-case review.

5.3 To Whom Do the U.S. Anti-Boycott Laws Apply?

(a) Part 760

The EAR’s anti-boycott provisions apply to all “U.S. persons” acting in the
interstate or foreign commerce of the United States. According to OAC,
“The term ‘U.S. person’ includes all individuals, corporations and
unincorporated associations resident in the United States, including the
permanent domestic affiliates of foreign concerns. U.S. persons also include
U.S. citizens abroad (except when they reside abroad and are employed by
non-U.S. persons) and the ‘controlled in fact’ foreign affiliates of domestic
concerns.”

Section 760.1(c) of the EAR sets forth a multifactor test for determining
when a foreign subsidiary or affiliate of a U.S. domestic concern is deemed
to be owned or controlled in fact by the U.S. domestic concern. Subject to
rebuttal by competent evidence, a foreign affiliate is presumed to be
controlled in fact, and thus a U.S. person, when:


https://www.bis.doc.gov/index.php/documents/enforcement/404-distinctions/file

1. The domestic concern beneficially owns or controls (whether
directly or indirectly) more than 50 percent of the outstanding
voting securities of the foreign subsidiary or affiliate;

2. The domestic concern beneficially owns or controls (whether
directly or indirectly) 25 percent or more of the voting securities of
the foreign subsidiary or affiliate, if no other person owns or
controls (whether directly or indirectly) an equal or larger
percentage;

3. The foreign subsidiary or affiliate is operated by the domestic
concern pursuant to the provisions of an exclusive management
contract;

4. A majority of the members of the board of directors of the foreign
subsidiary or affiliate are also members of the comparable
governing body of the domestic concern;

5. The domestic concern has authority to appoint the majority of the
members of the board of directors of the foreign subsidiary or
affiliate; or

6. The domestic concern has authority to appoint the chief operating
officer of the foreign subsidiary or affiliate.

To satisfy the jurisdictional requirements of Part 760 of the EAR, the
transaction not only must involve a U.S. person but also be within the
interstate or foreign commerce of the United States. “U.S. commerce” is
broadly defined to include activities relating to the sale, purchase, or
transfer of goods or services (including information) within the United
States or between the United States and a foreign country are subject to the
EAR. Such activities include importing, exporting, financing, freight
forwarding, and shipping.

(b) Section 999

The penalty provisions of the Treasury Department’s anti-boycott
regulations—which are self-imposed by taxpayers when they file their
returns—apply only to U.S. taxpayers. In comparison, the reporting
requirements of section 999 are broader and cover not only U.S. taxpayers
and U.S. shareholders, but also a range of foreign affiliated companies in
which the U.S. ownership can be as little as 10 percent.



The reporting requirements of section 999 require U.S. taxpayers (i.e.,
any legal or natural person filing a U.S. tax return) to report their own
activities as well as the activities of all members of their “controlled

groups.”! The term “controlled group” is defined under the Internal
Revenue Code to include parent-subsidiary controlled groups in which a
common parent holds a majority interest in one or more “chains of

corporations connected through stock ownership.”!? Because the reporting
requirements extend to all members of a U.S. taxpayer’s controlled groups,
U.S. taxpayers are required to report on the activities of their foreign parent
companies as well as the activities of other foreign companies in which
their foreign parent holds a majority interest. This reporting requirement as
to foreign entities applies even if the U.S. taxpayer does not itself hold a
direct interest in the foreign company and the foreign company is not

involved in U.S. commerce.'3

The extraterritorial impact of these reporting requirements is mitigated
somewhat by a limited waiver under which U.S. taxpayers are excused from
having to report the activities of foreign parents and sister corporations that
are not otherwise required to report. To qualify for this waiver, however, the
U.S. taxpayer must forfeit all deferral, DISC, and foreign tax credit benefits
related to operations in countries with unsanctioned boycotts, or show that
the benefits derive from operations “separate and identifiable” from

boycott-related activities.'* Even where this waiver is possible, the U.S.
taxpayer must still report (1) its own activities, (2) the activities of all other
U.S. members of its controlled groups, and (3) the activities of all foreign

corporations in which it is a U.S. shareholder (as defined herein).!

In addition to the “controlled group” reporting requirements of section
999, U.S. shareholders are required to report the boycott-related activities of
all foreign companies in which they hold the requisite ownership interest.
U.S. shareholders are defined with respect to foreign companies as U.S.
persons owning at least 10 percent of a foreign company’s total combined

voting stock.'® Recognizing that minority shareholders may not be able to
secure information from foreign companies, this shareholder-based
reporting requirement applies only to information that is “reasonably

available” to the U.S. shareholder.!”

5.4 What Are the Reporting Requirements?



Section 760.5 of the EAR requires U.S. persons (including U.S. companies
and, in many cases, their foreign subsidiaries) to report the receipt of
requests to take any action that has the effect of furthering or supporting the
boycott on a quarterly basis. The specific deadline for reporting depends on
whether the request was received in the United States or abroad. If the
request was received in the United States, the report must be filed within
one month following the end of the quarter during which the request was
received. If received outside the United States, the U.S. person receiving the
request has one additional month to report.

* Boycott request received in United States = report within 1 month
following the end of the quarter during which request received

» Boycott request received aboard = report within 2 months following
the end of the quarter during which request received

Boycott-related requests—whether oral or written—are generally
reportable regardless of whether the requested action is prohibited or
permitted and regardless of whether the recipient complies with the request.
A number of exceptions to the reporting requirements are set forth in the
EAR. These exceptions are listed here along with additional guidance
regarding the reporting requirements of section 760.5 of the EAR.

Section 999 of the Internal Revenue Code requires U.S. taxpayers and
members of their “controlled groups” to report any operations in or with
any of the following boycotting countries: Iraq, Kuwait, Lebanon, Libya,
Qatar, Saudi Arabia, Syria, and Yemen. In addition, such taxpayers must
report the receipt of any request to enter into an impermissible boycott-
related agreement, as defined later, whether or not the request came from
one of the aforementioned countries. Reports are filed in conjunction with
the filing of the taxpayer’s annual return.

5.5 How Do I Report a Boycott-Related Request?

EAR reports are filed quarterly. Form BIS 621-P is used for single requests
and Form BIS 6051-P is used for multiple requests. The forms are available
from the Department of Commerce’s Office of Anti-boycott Compliance
(OAQ). To obtain these forms, call OAC’s Report Processing Unit at (202)
482-2448 or mail a request to U.S. Department of Commerce, BIS/Office of



Anti-boycott Compliance, Room 6098, Washington, D.C., 20230. Reports
to OAC may now be filed electronically as well. Additional information on
the mechanics of reporting can be found on the OAC website at:
https://www.bis.doc.gov/index.php/enforcement/oac?id=300.

Reports pursuant to section 999 are filed annually with a U.S.
taxpayer’s tax return using IRS Form 5713. This form is available at any
IRS office or at www.irs.gov.

5.6 Penalties and Enforcement

(a) Commerce Department

Violations of the EAR’s anti-boycott provisions are subject to the full range
of civil and criminal penalties available under the EAR, including fines,
imprisonment, and denial of export privileges. Criminal violations of the
EAR can result in penalties of up to $1 million and/or imprisonment for up
to 20 years. The maximum civil penalty for an anti-boycott violation under
the EAR is $300,000 per violation (plus inflation adjustments) or twice the
amount of the transaction that is the basis of the violation with respect to
which the penalty is imposed, whichever is greater. OAC’s penalties
typically do not reach these levels on a per count basis, but they are
significant and compliance breakdowns often involve numerous counts.
Multiple violations may be asserted based on a single document. For
example, each separate response to an eight-point boycott questionnaire
may be treated as a separate count of furnishing boycott-related
information.

The Commerce Department recognizes a formal voluntary self-
disclosure procedure to self-report anti-boycott violations, which is detailed
in section 764.8 of the EAR. Though similar to section 764.5 of the EAR,
the anti-boycott voluntary disclosure procedure is distinct from the process
for disclosing violations of the export control provisions of the EAR.
Section 764.8(a) sets forth BIS’s policy on voluntary disclosures and
provides, “BIS strongly encourages disclosure to the Office of Anti-boycott
Compliance (OAC) if you believe that you may have violated the anti-
boycott provisions. Voluntary self-disclosures are a mitigating factor with
respect to any enforcement action that OAC might take.”


https://www.bis.doc.gov/index.php/enforcement/oac?id=300
http://www.irs.gov/

Per section 764.8(b)(3) of the EAR, voluntary self-disclosures to OAC
are valid only if OAC receives the disclosure “before it commences an
investigation or inquiry in connection with the same or substantially similar
information it received from another source.” OAC’s receipt of a mandatory
boycott report pursuant to section 760.5 is treated as information from
another source. Fortunately, violations revealed during requests for advice
from OAC are not treated as information from another source, but the
revelation is not treated as a voluntary self-disclosure. Thus, OAC provides
an opportunity to make a voluntary self-disclosure and potentially obtain
mitigation after receiving advice from OAC that the conduct in question
violated Part 760 of the EAR.

Additional information regarding OAC’s penalty practices may be
found in Supplement No. 2 to Part 766 of the EAR: Guidance on Charging
and Penalty Determinations in Settlement of Administrative Enforcement
Cases Involving Antiboycott Matters. It is important to note that OAC
operates under separate penalty guidelines than BIS’s Office of Export
Enforcement. On October 27, 2022, OAC updated and strengthened this
Guidance in four significant ways: (1) enhanced penalties (within the
existing statutory maximums); (b) reprioritized violation categories to
reflect the relative seriousness of offenses; (c) required admissions of
misconduct in settlements; and (4) a renewed focus on controlled foreign
subsidiaries of U.S. companies.

OAC regularly pursues enforcement actions against companies and
individuals for violations of Part 760 of the EAR. Recent cases illustrating
the types of violations and range of penalties include the following:

* Mediterranean Shipping Company (USA) Inc. (Chicago). January
13, 2021. OAC assessed a civil penalty of $81,000 to settle
allegations that, on eight occasions, the company furnished
information about business relationships with boycott countries or
blacklisted persons involving bills of lading, certificates, and sea
waybills involving exports to Libya. MSC-USA also allegedly failed
to report boycott-related requests to OAC on two occasions.
Significantly, the company also was required to complete an internal
audit of its antiboycott compliance program and provide a report to
OAC.

* Kuwait Airways Corporation. January 14, 2020. OAC assessed a
civil penalty of $700,000 to settle allegations that, on 14 occasions,



Kuwait Airways Corporation engaged in prohibited refusals to do
business with nationals or residents of a boycotted country when it
denied carriage of Israeli passport holders on flights from New York
to the United Kingdom.

Zurn Industries, LL.C. May 20, 2019. OAC assessed a $54,000 civil
penalty against Zurn Industries for 27 failures to report requests to
engage in restrictive trade practices or foreign boycotts. The alleged
violations related to wvessel eligibility certificates received in
connection with exports to the United Arab Emirates and Qatar.
Citibank, NA. August 2, 2018. OAC assessed a $60,000 civil penalty
against Citibank, NA to settle allegations of 20 furnishings of
information about business relationships with boycotted countries or
blacklisted persons. The alleged violations arose in connection with
related to vessel eligibility certifications in letters of credit from
banks in Kuwait, Lebanon, Oman, Qatar, and the United Arab
Emirates.

Pelco Inc. February 17, 2017. A civil penalty of $162,000 was levied
against Pelco Inc. to settle 32 counts of refusal to do business and 34
failures to report the receipt of boycott-related requests. The alleged
violations related to negative declarations of origin, agreements that
products would conform “Israeli boycott & UAE regulations,” and
agreements that the consignment would not contain any goods
manufactured by blacklisted persons.

Coty Middle East FZCO (UAE). September 29, 2016. Coty Middle
East FZCO agreed to pay $238,000 to settle allegations of 70 counts
of furnishing prohibited boycott-related information on 70 occasions
furnished to persons in Bahrain, Egypt, Iraq, Jordan, Kuwait,
Lebanon, Oman, Pakistan, Qatar, Saudi Arabia, Syria, UAE, and
Yemen, information concerning its business relationships with or in a
boycotted country—specifically negative certifications of origin.

GM Daewoo Auto & Technology Company (Korea). January 8,
2010. GMDAT (a wholly owned Korean subsidiary of General
Motors Company) paid $88,500 to settle allegations that on 59
occasions it furnished prohibited boycott-related information to
entities in Libya in connection with the shipment of Korean origin
goods to Libya involving the sale and transfer of title to those goods



through a U.S. affiliate of General Motors for resale through an
Egyptian distributor to Libya.

e Baxter International Inc. March 1993. This is the leading criminal
anti-boycott case, though it also resulted in a significant civil penalty
and limited export denial order. Two affiliates of Baxter and one of its
officers agreed to pay a total of $6,060,600 in civil penalties to settle
allegations of violating Part 760 of the EAR in connection with their
efforts to be removed from the Arab League’s blacklist. Baxter, its
affiliates, subsidiaries, and employees were also subject to a limited
denial order prohibiting them from “entering into, negotiating, or
extending contracts to export goods or technology to Syria and Saudi
Arabia from March 1993 until March 1995.” Baxter also pled guilty
to a single felony count and was fined $500,000. A corporate
whistleblower brought the matter to the U.S. government’s attention.

Information regarding other Commerce Department anti-boycott

enforcement actions may be found at
https://efoia.bis.doc.gov/index.php/electronic-foia/index-of-documents/7-
electronic-foia/226-alleged-antiboycott-vilations and

https://efoia.bis.doc.gov/index.php/electronic-foia/index-of-documents/7-
electronic-foia/225-warning-letters.

(b) Treasury Department

Impermissible agreements to participate in or cooperate with an
unsanctioned foreign boycott may result in the denial of certain tax
privileges, including denial of foreign tax credits; denial of foreign tax
deferral; and denial of the benefits of ETI, FSC, and FSC with respect to
boycott-related income. Taxpayers are required to calculate these penalties
in connection with the preparation of their tax returns. Detailed guidance on
the rather complicated tax penalty calculation methodology is provided in
the Department of the Treasury Guidelines: Boycott Provisions (section
999) of the Internal Revenue Code. Willful failures to make required reports
are punishable by criminal fines up to $25,000 or imprisonment up to one
year, or both. The Internal Revenue Service enforces civil violations of
section 999, and the U.S. Department of Justice prosecutes criminal tax law
violations.


https://efoia.bis.doc.gov/index.php/electronic-foia/index-of-documents/7-electronic-foia/226-alleged-antiboycott-vilations
https://efoia.bis.doc.gov/index.php/electronic-foia/index-of-documents/7-electronic-foia/225-warning-letters

Section 999 does not provide for a voluntary disclosure process distinct
from disclosing other errors on a tax return. Because boycott-related
agreements penalized under section 999 are enforced through the
imposition of tax penalties, which are treated as confidential taxpayer
information, civil cases are not reported.

5.7 Where Can I Find the List of “Boycotting” Countries?

The Department of Treasury publishes this list on a periodic basis. The
current list is comprised of Iraq, Kuwait, Lebanon, Libya, Qatar, Saudi
Arabia, Syria, and Yemen. This list is not exhaustive, and it is not
uncommon to receive boycott-related requests from countries not on the
official list, such as Bangladesh, Pakistan, Indonesia, Malaysia, and
Nigeria. A list of countries with a reputation for generating boycott-related
requests is provided in Appendix E.

The Commerce Department does not publish any list of boycotting
countries, and the requirements of Part 760 of the EAR do not depend on a
list.

5.8 Legal Resources / Where Can I Find Additional Information?

The primary legal resources for U.S. anti-boycott compliance are as
follows:

« Part 760 of the U.S. Export Administration Regulations (15 C.F.R.
section 760)

» Parts 762 (Record keeping), 764 (Enforcement and Protective
Measures) & 766 (Administrative Enforcement Proceedings) of the
EAR

» Section 999 of the Internal Revenue Code (26 U.S.C. section 999)

* Department of the Treasury Guidelines: Boycott Provisions (section

999) of the Internal Revenue Code!8

Additional information and guidance may be found on the OAC website at
https://www.bis.doc.gov/index.php/enforcement/oac.

OAC provides general or transaction specific guidance on anti-boycott
compliance to the public. They may be contacted at:


https://www.bis.doc.gov/index.php/enforcement/oac

U.S. Department of Commerce
BIS/Office of Anti-boycott Compliance, Room 6098

1401 Constitution Ave, NW

Washington, DC 20230
Anti-boycott Advice Line: (202) 482-2381

The Treasury Department will provide copies of Form 5713, the current
list of boycotting countries, section 999, and copies of all guidelines. Please
contact:

Office of the General Counsel
Room 2015 — Main Treasury Building
Department of the Treasury

1500 Pennsylvania Avenue, NW

Washington, D.C. 20220

The responsible Treasury Department lawyer can also be reached at
(202) 622-1945 for informal, nonbinding answers to questions concerning
the section 999 of the Internal Revenue Code.

5.9 Compliance Tools and Analytical Framework

Because anti-boycott law is so dependent upon specific examples and
complicated concepts, the explanation of which would make for a rather
long chapter indeed, Appendixes A though G elaborate upon this chapter
and provide some useful compliance tools to the practitioner. It bears
reiterating, however, that there is no substitute for carefully analyzing a
given set of facts under Part 760 of the EAR and section 999 of the IRC
(including the Treasury Department Guidelines). Though dense and
somewhat tedious, these sources should answer the lion’s share of questions
you and your clients are likely to confront. In closing, I offer the following
framework to help guide your analysis.



Framework for Analyzing Boycott-Related Requests

Commerce Treasury

1. Is there a U.S. person (or an Is there a U.S. taxpayer or member of its controlled group?
owned or controlled foreign
affiliate of a U.S. person)?

2. Is the transaction within the Does the taxpayer claim U.S. foreign tax credits or other tax
interstate or foreign commerce benefits enumerated in section 999?
of the United States?

3. Does the request fall within a Did the taxpayer agree to or receive a request to enter into a
prohibition? boycott agreement?
4. Does the request meet an Does the agreement meet an exception to section 999, or has
exception to the prohibitions? it been deemed not penalized under the Treasury Department
Section 999 Guidelines?
5. Even if not prohibited, is the All penalizable agreements or requests to agree are also
request reportable? reportable.

6. Does the request meet an
exception to the reporting
requirements?

1. Michael L. Burton is a partner at the law firm of Jacobson Burton Kelley PLLC in Washington,
DC.

2. On August 13, 2018, the President signed into law the John S. McCain National Defense
Authorization Act for Fiscal Year 2019, which includes the Export Control Reform Act of 2018, 50
U.S.C. §8§ 4801-4852 (ECRA). The Anti-Boycott Act of 2018 is a subpart of ECRA. While section
1766 of ECRA repeals numerous provisions of the Export Administration Act (EAA), section 1768
of ECRA provides that all rules and regulations that were made or issued under the EAA, including
as continued in effect pursuant to the International Emergency Economic Powers Act, and were in
effect as of ECRA’s date of enactment (August 13, 2018), shall continue in effect according to their
terms until modified, superseded, set aside, or revoked through action undertaken pursuant to the
authority provided under ECRA.

3. 15 C.F.R. 8§ 760.1-760.5.

4.1d. § 760.1. “U.S. persons” include owned-or-controlled foreign affiliates of U.S. companies.

5.1d. § 760.2.

6. LR.C. § 999(a)(1).

7. Currently, the countries listed by the Treasury Department as boycotting countries for tax
purposes are Iraq, Kuwait, Lebanon, Libya, Qatar, Saudi Arabia, Syria, and Yemen. List of Countries
Requiring Cooperation with an International Boycott, 87 Fed. Reg. 145 (Jan. 3, 2022). However,
“operations” in other countries or with any company or government may be implicated if
participation in a boycott is an express or implied condition of conducting such operations.

8. L.R.C. § 999(a)(2).

9. All listed at id. § 999(b)(3).

10. L.R.C. § 999(f).

11. Id. § 999(a).

12. Id. § 999 (defining “controlled group” by referencing I.R.C. § 993(a), which in turn
references with modifications I.R.C. § 1563(a)); see also Income Tax Regs. § 1.1563-1 (1998).

13. See, e.g., Prop. Treas. Reg. § 1.999-1 (guideline A-18), 43 Fed. Reg. 3454, 3457 (1978).

14. See, e.g., Prop. Treas. Reg. § 1.999-1 (guideline A-14A), 43 Fed. Reg. 3454, 3456 (1978).



15. Id.

16. .R.C. § 951(b).

17. See Prop. Treas. Reg. § 1.999-1 (guideline A-18), 43 Fed. Reg. 3454, 3457 (1978).

18. The 999 Guidelines may be found in the Federal Register (look under the topic “Treasury” on
the following dates: 1/25/78, for the original guidelines; 11/19/79, for supplemental guidelines; and
4/26/84, for additional guidelines). See also
https://www.bis.doc.gov/index.php/documents/enforcement/398-federal-register-43fr3454a-1/file,
https://www.bis.doc.gov/index.php/documents/enforcement/399-federal-register-44fr66272g-1/file,
https://www.bis.doc.gov/index.php/documents/enforcement/823-treas-guidelines-pt-3/file,
https://www.bis.doc.gov/index.php/documents/enforcement/824-treas-guidelines-pt-4/file. The
guidelines are also available in compilations such as CCH, Standard Federal Tax Reports, in the
notes under I.R.C. section 999 and BNA (Tax Management) Portfolio 345.


https://www.bis.doc.gov/index.php/documents/enforcement/398-federal-register-43fr3454a-1/file
https://www.bis.doc.gov/index.php/documents/enforcement/399-federal-register-44fr66272g-1/file
https://www.bis.doc.gov/index.php/documents/enforcement/823-treas-guidelines-pt-3/file
https://www.bis.doc.gov/index.php/documents/enforcement/824-treas-guidelines-pt-4/file

Appendix A to Chapter 5

Commerce Department Anti-Boycott
Compliance Summary



Prohibitions

The prohibitions outlined herein apply to all U.S. persons and companies,
and controlled-in-fact subsidiaries of U.S. companies. A controlled-in-fact
subsidiary includes a foreign company that is more than 50 percent owned
by a U.S. company or that is otherwise “managed” or controlled by the U.S.
company. Accordingly, all foreign affiliates “controlled” by a U.S. company
should be treated as a “U.S. person.”

set

Refusals to Do Business

* No U.S. person (including foreign affiliates) may refuse, knowingly
agree to refuse, require any other person to refuse, or knowingly
agree to require any other person to refuse to do business with or in a
boycotted country, with any business organized under the laws of a
boycotted country, or with any national or resident of a boycotted
country when such refusal is pursuant to an agreement with the
boycotting country, a requirement of the boycotting country, or a
request from the boycotting country.

» This includes not only specific express refusals but also refusals
implied by a pattern of conduct.

» Use of either a boycott-based “blacklist” or “whitelist” constitutes a
refusal to do business.

* An agreement to comply generally with the laws of the boycotting
country with which it is doing business or an agreement that local
laws of the boycotting country shall apply is not, in and of itself, a
refusal to do business.

« An agreement is not a prerequisite to a violation since the
prohibitions extend to actions taken pursuant not only to agreements
but also to requirements of and requests on behalf of a boycotting
country.

Discriminatory Actions

No U.S. person (including foreign affiliates) may:



Refuse to employ or otherwise discriminate against any other U.S.

person on the basis of race, religion, sex, or national origin.

2. Discriminate against any corporation or organization that is a U.S.
person on the basis of race, religion, sex, or national origin of any
owner, director, or employee.

3. Knowingly agree to take any of the actions just described in 1 or 2

or require another to take such action.

The prohibition applies whether the action is taken by a U.S. person on
its own or in response to a request from or requirement of a boycotting
country.

Furnishing Information about Race, Religion, Sex, or National
Origin

1. No U.S. person (including foreign affiliates) may furnish or agree to
furnish information about the race, religion, sex, or national origin
of any U.S. person or any owner, director, or employee of any
corporation or organization that is a U.S. person.

2. The prohibition shall apply whether the information is specifically
requested or is offered voluntarily and whether it is stated in the
affirmative or negative.

3. Information in the form of code words or symbols that could
identify a U.S. person’s race, religion, sex, or national origin comes
within the prohibition.

Furnishing Information about Business Relationships

1. No U.S. person may furnish or knowingly agree to furnish
information concerning past, present, or proposed business
relationships:

a. With or in a boycotted country;

b. With any business concern organized under the laws of a
boycotted country;

c. With any national or resident of a boycotted country; or

d. With any other person believed to be restricted from having any
business relationship with or in a boycotted country.



2. The prohibition applies whether the information pertains to a sale,

purchase, or supply transaction; a legal or commercial
representation; shipping or other transportation transaction;
insurance, investment, or any other type of business
transaction/relationship.

It also applies whether the information is directly or indirectly
requested or is furnished on the initiative of the U.S. person.
It does not apply to the furnishing of normal business information in
a commercial context such as would normally be found in
documents available to the public (annual reports, catalogs, etc.).
If the information is of a type that is generally sought for a
legitimate business purpose, it may be furnished even if the
information could be used or, without the knowledge of the person
supplying it, is intended to be used for boycott purposes.

However, no information may be furnished in response to a
boycott request, even if the information is otherwise publicly
available.

Information Concerning Association with Charitable and
Fraternal Organizations

No U.S. person (including foreign affiliates) may furnish or knowingly
agree to furnish information whether any person is a member of, has
contributed to, or is otherwise associated with any charitable or fraternal
organization that supports a boycotted country.

Letters of Credit

1.

No U.S. person (including foreign affiliates) may implement a letter

of credit that contains a condition or requirement regarding

compliance with boycott laws or terms that are prohibited; nor shall

any U.S. person be obligated to pay such a letter of credit.

“Implementing” a letter of credit includes:

a. Issuing or opening a letter of credit at the request of a customer;

b. Honoring it by accepting it as being a valid instrument of credit;

c. Paying, under a letter of credit, a draft or other demand for
payment by the beneficiary;

d. Confirming it; or



3.

e. Negotiating it by voluntarily purchasing a draft from a
beneficiary and presenting such draft for reimbursement to the
issuer.

The prohibition applies only when the transaction to which the letter

of credit applies is in U.S. commerce and the beneficiary is a U.S.

person.

A letter of credit implemented in the United States by a U.S. person

located in the United States will be presumed to apply to a

transaction in U.S. commerce and to be in favor of a U.S.

beneficiary where it specifies a U.S. address for the beneficiary.

Letters of credit implemented outside the United States will be

presumed to apply to a transaction in U.S. commerce and to be in

favor of a U.S. beneficiary where the letter of credit:

a. Specifies a U.S. address for the beneficiary, and

b. Calls for documents indicating shipment from the U.S. or
otherwise indicating that the goods are of U.S. origin.

Exceptions to the Prohibitions

Import Requirements of a Boycotting Country

In supplying goods or services to a boycotting country, a U.S. person may
comply or agree to comply with requirements of the boycotting country that
prohibit the import of:

a. Goods or services from the boycotted country, or

b. Goods produced or services provided by any business concern
organized under the laws of the boycotted country or by any of
its nationals or residents.

Shipment of Goods to a Boycotting Country

1.

2.

In shipping goods to a boycotting country, a U.S. person may
comply with the requirements of that country that prohibit the
shipment of goods:

a. On a carrier of the boycotted country, or

b. By a route other than that prescribed by the boycotting country.
The exception applies whether the purchaser:



a. Explicitly states the shipment should not pass through a port of
the boycotted country, or

b. Affirmatively describes a route of shipment that does not include
a port in the boycotted country.

Import and Shipping Document Requirements of a Boycotting Country

1.

2.

In shipping goods to a boycotting country, a U.S. person may
comply with that country’s shipping document requirements with
respect to:

a. Country of origin of goods;

b. Name of carrier;

c. Route of shipment;

d. Name of the supplier of the shipment; or

e. Name of provider of other services.

All such information must be stated in positive terms except for
information with respect to the names of carriers or routes of
shipment (e.g., the goods are 100 percent U.S. origin).

Compliance with Unilateral and Specific Selection

1.

A U.S. person may comply in the normal course of business with

the unilateral and specific selection by a boycotting country

(national or resident) of carriers, insurers, suppliers of services to be

performed in boycotting country, or specific goods provided that:

a. With respect to services, it is necessary and customary that a not
insignificant part of the services be performed within the
boycotting country, and

b. With respect to goods, the items are identifiable as to their
source or origin at the time they enter the boycotting country by
(1) uniqueness of design or appearance, or
(2) trademark or other identification normally on the items

themselves, including their packaging.

The exception pertains to what is permissible for a U.S. person who

is the recipient of a unilateral and specific selection of goods or

services to be furnished by a third person.

a. It does not pertain to whether the act of making such a selection
is permitted.



It does not pertain to the U.S. person who is to supply his own
b. goods or services. A U.S. person may fill an order himself even
if he is selected by the buyer on a boycott basis.

3. A “specific” selection is one which is stated in the affirmative and
which specifies a particular supplier of goods or services.

4. A “unilateral” selection is one in which the discretion in making the
selection is exercised by the boycotting country buyer without the
assistance of the U.S. person. However, provision of pre-
selection/pre-award services such as providing lists of qualified
suppliers, subcontractors, or bidders does not alone destroy the
unilateral character of a selection, provided such services are not
boycott based. Furthermore, provision of such services must be
customary practice in non-boycotting countries.

5. A U.S. person may be considered a bona fide resident of a
boycotting country depending upon the following factors:

a. Physical presence in country;

b. Whether residence is needed for legitimate business reasons;

c. Continuity and intent to maintain residency;

d. Whether person is registered to do business or is incorporated in
the country or whether he has a valid work visa.

6. If a U.S. person receives from another person located in the United
States what may be a unilateral selection by a customer in a
boycotting country, and has reason to know that the selection is
made for boycott reasons, he has a duty to inquire of the
transmitting person to determine who actually made the selection.

7. No U.S. person may comply with any unilateral selection if he has
reason to know that the purpose of the selection is to effect
discrimination against any U.S. person on the basis of race, religion,
sex, or national origin.

Compliance with a Boycotting Country’s Requirements Regarding
Shipment of Exports

1. A U.S. person may comply with the export requirements of a
boycotting country with respect to shipments or transshipments of
exports to:

a. A boycotted country;



2.

b. Any business concern organized under the laws of a boycotted
country;

c. Any national or resident of a boycotted country.

This exception applies to restrictions a boycotting country may

place on direct exports to a boycotted country, on indirect exports,

or on exports to residents, nationals, or business concerns of a

boycotted country, including those located in third countries.

Exception also applies to any restriction on the route of export

shipments when reasonably related to preventing them from coming

into contact with or under the jurisdiction of the boycotted country.

Compliance with Employment Requirements of a Boycotting Country

1.

2.

3.

A U.S. person may comply with immigration, passport, visa, or
employment requirements of a boycotting country and with requests
for information to ascertain whether such individual meets
requirements for employment provided he furnish information only
about himself and not about any other U.S. person.

A U.S. person may not furnish information about its employees or
executives but may allow any individual to respond on his own.

A U.S. person may proceed with a project in a boycotting country
even if other employees or prospective participants are denied entry
for boycott reasons; however, no employees/participants may be
selected in advance in a manner designed to comply with a boycott.

Compliance with Local Law

1.

3.

A U.S. person who is a bona fide resident of a foreign country may
comply with local law with respect to his activities exclusively
within the foreign country as well as with local import laws.

Local laws may derive from statutes, regulations, directives, or other
official sources having the effect of law in the host country;
exception is not available for presumed policies or understandings
unless reflected in official sources.

Activities exclusively within the host country include:

a. Entering into contracts that provide that local law governs;

b. Employing residents of the host country;



c. Retaining local contractors to perform work within the host
country;
d. Furnishing information within the host country.

4. A U.S. person may comply with local import laws provided that:

a. The items are for his own use or for use in performing
contractual services within that country, and

b. In the normal course of business, the items are identifiable as to
their source or origin at the time of entry into foreign country by
uniqueness of design/appearance or by trademark/trade name.

5. The bona fide residence of a U.S. company’s employee in a foreign
country does not confer such residence on the entire company.
However, a bona fide resident may take action through an agent
outside the country so long as the agent acts at the direction of the
resident and not of his own discretion.

6. Goods are for the U.S. person’s own use if:

a. They are to be consumed by him;

b. They are to remain in his possession to be used by him;

c. They are to be used by him in performing contractual services
for another;

d. They are to be further manufactured or incorporated into another
product for the use of another.

7. However, goods acquired to fill the order of another are not for the
U.S. person’s own use. Nor does the exception apply to the import
of services.

Reporting Requirements
Scope

1. A U.S. person (including a foreign affiliate) who receives a request
to take any action that effectively furthers or supports a restrictive
trade practice or boycott imposed by a foreign country against a
country friendly to the United States or against any U.S. person
must report the request to the DOC, Office of Anti-boycott
Compliance, and to the IRS. The request may be either written or
oral and may include a request to furnish information or enter into
or implement an agreement.



2. A request received by a U.S. person is reportable if the U.S. person
knows or has reason to know that the request is to enforce,
implement, or otherwise further an unsanctioned foreign boycott.

d.

A request such as a boycott questionnaire unrelated to a
particular transaction is reportable when the U.S. person has or
anticipates a business relationship with or in a boycotting
country involving the sale, purchase, or transfer of goods or
services in interstate or foreign commerce of the United States.
However, an unsolicited invitation to bid containing a boycott
request is not a reportable request where the U.S. person does
not respond to the invitation or other proposal.

The following specific requests are not reportable:

d.

To refrain from shipping goods on a carrier flying the flag of a
particular country or which is owned or chartered by a particular
country.

To supply a positive certification as to country of origin of
goods.

To supply a positive certification as to name of supplier or
manufacturer of goods or provider of services.

To comply with laws of another country except where the
request expressly requires compliance with boycott laws.

To supply information about oneself or family member for
immigration, visa, or employment purposes.

To supply certification indicating destination of exports.

To supply certificate by the owner that a vessel, aircraft, truck,
or other vehicle is eligible to enter a particular port or country
pursuant to the laws of that port or country.

To supply a certificate from an insurance company stating that it
has a duly authorized agent or representative within a boycotting
country.

Manner of Reporting

1. Each reportable request must be reported; however, if more than one
document containing the same request is received as part of the
same transaction, only the first request need be reported.

According to the Regulations, each U.S. person receiving a
reportable request must report it; however, he may designate another

2.



to report on his behalf. All requests received by any employee of the
Company shall be reported through the Legal Department.

Examples of Prohibited and Reportable Requests or Requirements

In connection with the sale of goods or services covered by the anti-boycott
regulations, the Company and its affiliates may not:

Give or agree to give any information about the Company’s business
relationships with a boycotted country or with blacklisted persons, for
example, “we have no business relations with Israel” or “the
Company does not maintain an office or a branch in Israel.”

State that Company is not the mother company, sister company,
subsidiary, or branch of a blacklisted company.

Certify that “the Company is not a company boycotted by the
Ministry of Customs and Imports, Israel Boycott Office, State of
(boycotting country) and that it is not in any way affiliated to such
company.”

Refuse to do business with a boycotted country or with a blacklisted
person because of his or its relationship with the boycotted country, if
done by agreement, requirement, or request from a boycotting
country, for example, “the vessel (or insurance carrier) is not
blacklisted.”

Agree to do business only with a person who is approved or
“whitelisted” by a boycotting country.

Give information as to the blacklist status of another person.

State the origin of goods in negative terms, for example, “the goods
covered by this invoice are not of Israeli origin, they contain no
Israeli components, materials, or capital.”

Agree to comply with a provision of another country’s law that
expressly requires compliance with that country’s boycott laws.
Respond to a boycott questionnaire from a central boycott office with
regard to a specific transaction or if you do business with a
boycotting country or anticipate doing business with that country.
Submit the Company’s Annual Report if it is submitted in response to
a boycott related request.

Certify that goods will not be shipped on a vessel that is ineligible to
enter boycotting country’s waters.



Certify that “the company is permitted to trade with Arab Countries.”
Certify that “the goods” nor the packing bear a six-pointed star
emblem.”

The preceding list of examples is not exhaustive; it is prudent to report
any potential boycott-related requests to export compliance personnel or
legal counsel for review.

Examples of Permitted and Non-Reportable Requests or Requirements

The following specific requests are not reportable. However, any requests
not falling squarely within one of these areas should be submitted to export
compliance personnel or legal counsel for review.

The Company and its affiliates may:

Refrain from shipping goods on a carrier flying the flag of a
boycotted country or which is registered or owned by a boycotted
country.

Supply positive certification as to country of origin of goods.

Supply positive certification as to name of supplier or manufacturer
of goods or provider of services.

Comply with the laws of another country except where the request
expressly requires compliance with boycott laws.

Supply information about oneself or a family member for
immigration, visa, or employment purposes.

Supply certification indicating destination of exports.

Supply a certificate by the owner that a vessel is eligible to enter a
particular port or country pursuant to the laws of the port or country.
Supply a certificate from an insurance company stating that it has a
duly authorized agent or representative within a boycotting country.

Additionally, an unsolicited invitation to bid containing a boycott
request is not reportable if the U.S. person does not respond to it.

However, all of the preceding requests must be stated in the positive, for
example:

Reportable: Request for certification that the exported

(prohibited) goods are not of (boycotted country) manufacture.

Not Reportable: Request for certification that the exported



(not prohibited) goods are of U.S. manufacture.

Application to Foreign Affiliates of U.S. Companies

The anti-boycott rules apply to all “U.S. persons” who engage in “activities
in U.S. Commerce.” A U.S. person includes individuals; U.S. corporations;

and “controlled-in-fact”? foreign branch offices, subsidiaries, and affiliates.
All of the Company’s foreign affiliates are “controlled-in-fact” affiliates.
Thus, application of the boycott regulations depends upon whether the
transaction constitutes an activity in U.S. Commerce.

Activities in U.S. Commerce

The law applies only to the interstate or foreign commerce of the United
States. This has been defined very broadly and can include activities of
“controlled in fact” branch offices, affiliates, or subsidiaries, no matter
where located, of U.S. companies that deal with third parties located outside
the U.S.

Activities of the Company’s foreign affiliates which are U.S. persons
are deemed to be “Activities in U.S. Commerce” if a transaction is between
such subsidiary and a person or entity outside the United States involving
goods (or services) acquired by the U.S. person subsidiary from a person or
entity in the United States, under any of the following circumstances:

1. If the goods (or services) were acquired for the purpose of filling an
order from a person outside the United States;

2. If goods (or services) were acquired for incorporation into, refining
into, reprocessing into, or manufacture of another product for the
purpose of filling an order from a person outside the United States;
or

3. If the goods were acquired and ultimately used, without substantial
alteration or modification, in filling an order from a person outside
the United States (whether or not the goods were originally acquired
for that purpose).

Goods and services are considered to be acquired for the purpose of
filling an order with a person outside the United States when:

1. Goods are purchased from a U.S. source by the foreign subsidiary
upon receipt of an order from the customer outside of the United



States, with the intention that those goods go to the customer;

2. Goods are purchased by the foreign subsidiary from a U.S. source in
order to meet the needs of specified customers outside the United
States pursuant to understandings—even though not for immediate
delivery; or

3. Goods are purchased from a U.S. source by the foreign subsidiary
based on anticipated needs of specified customers.

“Activities OQutside United States Commerce”

1. A transaction between a Company foreign affiliate and a person
outside the United States, not involving the purchase or sale of
goods or services to or from a person in the United States, is not an
activity in the United States Commerce.

2. It should be noted that even if goods are acquired by the affiliate
from the U.S., such goods will not be considered “Activities in U.S.
Commerce” if the following two conditions are met:

(a) Such goods were acquired by the subsidiary without reference to
a specific order from or transaction with a person outside the
United States; and

(b) Such goods were further substantially —manufactured,
incorporated into, refined into, or reprocessed into another
product.

Final determination of whether the goods involved in a particular
transaction are connected with “Activities in U.S. Commerce” should be
made only after consultation with legal counsel and review of the
regulations.

1. The definition of a controlled-in-fact subsidiary or affiliate is slightly different under DOC and
IRS regulations. Under DOC regulations, U.S. companies include, but are not limited to, foreign
affiliates where the U.S. company owns 50 percent or more of the foreign affiliate’s voting stock.
Under IRS regulations, the ownership interest threshold is only 10 percent.



Appendix B to Chapter 5

Treasury Department Anti-Boycott
Summary

Section 999 of the Internal Revenue Code requires U.S. taxpayers to report
their operations in boycotting countries and penalizes taxpayers who agree
to “participate in or cooperate with” an unsanctioned foreign boycott by
denying them certain tax benefits. Reports are filed in conjunction with the
filing of the taxpayer’s annual return.

I. Reporting Requirements

A. Must report operations in or with boycotting countries included on
list published by Treasury.
1. “Operations” include any type of business transaction,
regardless of whether it generates revenue.
2. Treasury has identified the following as “boycotting” countries
for purposes of section 999: Iraq, Kuwait, Lebanon, Libya,
Qatar, Saudi Arabia, Syria, and Yemen.
3. In addition to these countries, boycott requests in connection
with businesses in other countries may be reportable as well.
B. Must report any request to enter into any impermissible boycott-
related agreement, as defined next in section II.
C. Must report receipt of requests to participate in or cooperate with the
boycott, even if agreement not reached.

II. Impermissible Agreements



The following are impermissible agreements to “participate in or cooperate
with” a boycott:

A.

B.

III.

Agreements to refuse to do business in Israel, or with Israel, Israeli
companies, or Israelis.

Agreements to refuse to do business with U.S. persons who do
business in Israel, or with Israel, Israeli companies, or Israelis.
Agreements to refuse to do business with companies owned or
managed by individuals of a particular race, religion, or nationality.

. Agreements to select or retain corporate directors of a particular

race, nationality, or religion.

Agreements to refrain from employing persons of a particular race,
religion, or nationality.

Agreements to refuse to ship or insure products on carriers owned or
operated by persons who do not participate in or cooperate with the
boycott. But may agree that goods will not be shipped on an Israeli
vessel.

. Agreements that local laws, including boycott laws, will “apply” to

a transaction are not penalized, but agreements to “comply” with
local laws (with some exceptions) are penalized.

Exceptions

The following types of agreements are permissible under section 999:

A.

B.

IV.

A.

Agreements to comply with prohibitions on the importation of
Israeli goods into a boycotting country.

Agreements to comply with prohibitions on the export of boycotting
country goods to Israel.

Penalties

For participating in or cooperating with the boycott: denial of
certain tax privileges, including denial of foreign tax credits; denial
of foreign tax deferral; and denial of the benefits of DISC, FSC, and
ETI with respect to boycott-related income.



B. For failure to make required reports: fines up to $25,000 or
imprisonment up to one year, or both.



Appendix C to Chapter 5

U.S. Anti-Boycott Law Issue Spotting
Summary

U.S. companies, taxpayers, and their foreign affiliates may be subject to
U.S. anti-boycott laws, which prohibit the Company from engaging in, or
agreeing to engage in, certain activities relating to unsanctioned non-U.S.
boycotts, primarily the Arab League boycott of Israel.

You should review transactions for terms that could raise anti-boycott
compliance issues. While it is permissible to comply with a limited subset
of boycott-related contract terms and requests, all such terms and requests
(written or oral) should be reviewed by qualified legal counsel as soon as
they are identified and before agreeing to the request.

« Common Prohibitions. Actions prohibited under U.S. anti-boycott

* laws include the following: Refusing to do business with Israel,
Israeli companies, or Israelis; in Israel; or with “blacklisted”
companies.

» Furnishing boycott-related information—including information
about one’s business relationships with Israel, Israeli companies,
Israelis, or “blacklisted” companies.

» Providing negative certificates of origin (e.g., product not from
Israel) or vessel eligibility certificates (e.g., vessel not blacklisted).

» Discriminating against any U.S. person on the basis of race,
religion, sex, or national origin. Furnishing such information also
may be prohibited.

» Agreeing, orally or in writing, to do any of the preceding.



 Failing to report a reportable boycott-related request within the
established legal timetables.

Common Boycott Terms. Terms often used in boycott-related

requests include the following: “Jewish,” “Hebrew,” “Israel,”

“Israeli,” or “goods originating in a country boycotted by” a

boycotting country.

« “Boycott,” “boycotted,” “blacklist,” “black list,” “boycott list,” or
“Israel Boycott Office.”

* Certification that a vessel is “eligible to enter the ports” of a
boycotting country.

 Certification that an insurer is “permitted to do business” in a
boycotting country.

 Prohibition on the use of “six-pointed stars” on packaging.

« Agreement to “comply with” or “abide by” the laws of a
boycotting country, regardless of whether laws concerning the
boycott of Israel are expressly mentioned. (In contrast, an
acknowledgment that the laws of a boycotting country shall

« “apply” is permissible.) Key Business Functions. Those business
functions most likely to encounter boycott-related requests in

« international business transactions include the following: Sales &
Marketing / Trading—for example, tenders, RFQs, offers,
contracts, oral requests.

» Contracts Administration—for example, contract documents or
general terms and conditions.

 Shipping / Logistics / Scheduling related to vessels—for example,
shipping documents, charter party agreements, and vessel
eligibility certificates.

 Credit / Treasury—for example, letters of credit or other financing
documents.

« Legal—for example, any of the above, agreements, or other legal
documents.




Appendix D to Chapter 5

Countries That May Require Compliance
with, Furthering of, or Support of an
Unsanctioned Foreign Boycott The
following chart lists a number of
countries that support the boycott of
Israel or other unsanctioned foreign
boycotts and sometimes issue boycott-
related requests. For this reason, you
should be particularly alert to anti-
boycott compliance issues when
transacting business involving the
following countries.

Algeria Bahrain Bangladesh People’s Republic of China (boycotts
Taiwan) India (boycotts Pakistan) Indonesia Iran



Irag*



Kuwait*



Lebanon*



Libya*



Malaysia Mauritania Nigeria Oman
Pakistan (boycotts India and Israel) Qatar*



Saudi Arabia*



Somalia Sudan



Syria*
United Arab Emirates Yemen, Republic of *

Countries other than those just listed might impose a boycott that the
United States does not support, in which case, any requests made or actions
sought may be subject to the U.S. anti-boycott laws.

*The U.S. Treasury Department has determined that these countries have official policies supporting
an unsanctioned foreign boycott, which take the form of secondary or tertiary boycotts (i.e., boycott
that prohibit trading with persons and entities that choose to do business with Israel as opposed to
prohibitions against direct trading with Israel).



Appendix E to Chapter 5

Anti-Boycott “Savings Clause”

The use of a general anti-boycott “savings clause” along the lines set forth
here can help prevent companies from inadvertently agreeing to a boycott-

related request. The request may nonetheless be reportable.

“Notwithstanding any other provision of this Agreement, no Party shall take or be required to
take any action inconsistent with or penalized under the laws of the United States or any

applicable foreign jurisdiction], including without limitation the anti-boycott laws
administered by the U.S. Commerce and Treasury Departments].”



Appendix F to Chapter 5

U.S. Anti-Boycott Law Jurisdictional
Summary

Directly |Companies |Foreign |[Foreign |Foreign |Foreign |U.S. persons|Foreign
covered by |incorporated |branches/ |entities entities entities national
U.S. anti- |or based in |offices of |wholly or |minority- |not owned |(U.S.citizens |employees
boycott the U.S. U.S. majority- [owned but |or and or agents
laws companies |[owned by |effectively |controlled |permanent |of covered
aU.sS. controlled |[by a U.S. |residents) |person or
person by a U.S. |person; company
person foreign
nationals
Commerce | Yes Yes Yes, if Yes, if No Yes, with Actions
transaction |transaction limited can be
is in the is in the exceptions |imputed to
“interstate |“interstate for U.S. the U.S.
or foreign |or foreign persons who |company
commerce |commerce are bona fide
of the of the residents of a
United United boycotting
States” States” country
Treasury |Yes Yes Yes, if a Yes, if a Yes, if a Yes, if a Actions
member of |member of |member of |member of |can be
taxpayer’s |taxpayer’s |taxpayer’s [taxpayer’s |imputed to
“controlled |“controlled | “controlled | “controlled |the U.S.
group” group” group” group” taxpayer




Appendix G to Chapter 5

Comparison of Commerce and Treasury

Anti-Boycott Laws &

Regulations/Guidelines

(Note: This table is an illustrative summary and is not a substitute for
statutory and regulatory provisions. Specific questions should be referred to
the experts at the Departments of Commerce and Treasury.)

1. Authorities

Statutory provisions

Regulatory provisions

Commerce

Section 8 of the Export
Administration Act of
1979, as amended, 50
U.S.C. app. 88§ 2401—
2420 (2000), International
Emergency Economic
Powers Act, 50 U.S.C. §§
1701-1707 (2000), the
Anti-Boycott Act of 2018,
Part II of the ECRA, Title
XVII, Subtitle B of Pub. L.
115-232, 132 Stat. 2208,
provides the current
statutory basis for OAC’s
boycott-related
administration and
enforcement.

Part 760 “Restrictive Trade
Practices and Boycotts” of
the Export Administration
Regulations (15 C.F.R. Part
760) (2008)

Treasury

“Ribicoff Amendment” to the Tax
Reform Act of 1976, adding § 999 to
the Internal Revenue Code.

Treasury Guidelines (TG)




2. Principal Features

To whom applicable?

Intent required?

Form of implementation?

Sanctions?

Reporting requests?

U.S. persons, including
individuals who are U.S.
residents and nationals,
businesses, and “controlled
in fact” foreign
subsidiaries, with respect to
activities in the interstate or
foreign commerce of the
U.S.

Yes, for prohibitions.
(“intent to comply with,
further or support an
unsanctioned foreign
boycott”)

The Export Administration
Regulations contain
prohibitions, with certain
limited exceptions.

Criminal and civil penalties
and/or denial of export
privileges.

Required to report receipt
of boycott-related requests
on a quarterly basis on BIS
Form 621-P.

Reporting of requests on
multiple transaction basis
permitted on BIS Form
6051-P.

Reports publicly available.

Failure to report can lead to
imposition of sanctions
(even if there is no
violation of law’s
prohibitions).

Any U.S. taxpayer or member of a
controlled group which includes such
taxpayer. Also includes U.S.
shareholders of foreign companies.
Not limited to activities in U.S.
commerce.

Denial of certain tax benefits for
boycott agreements.

Denial of tax benefits such as foreign
tax credit and foreign subsidiary
deferral benefits. If the U.S. taxpayer
has no such tax benefits, there is no
sanction—but still has to report.

On IRS Form 5713, required to report
annually operations in, with, or
related to boycotting countries and
any boycott-related requests and
agreements. Plus operations and
requests of entire controlled group in,
with, or related to boycotting
countries.

Reporting of operations required on a
country-by-country basis. Boycott
requests and agreements must also be
reported.

Reports kept confidential as part of
tax return.

Failure to report can subject taxpayer
to fines and criminal proceedings.

3. Principal Differences in
Treatment of Conduct

a. “Vessel Eligibility”

Permitted if furnished

Can constitute boycott agreement



Certificates [only] by owner, master, or ~ which results in denial of certain tax
charterer of the vessel [not  benefits unless certificate is requested
an agent]; exporter may by Saudi Arabia, which has explained
request and pass on sucha  that it applies only to maritime
certificate. No restrictions matters such as the condition and
on such certificates for safety standards of the vessel.
shipments to Saudi Arabia
since the Saudi government
does not consider the
requirement to be boycott-
related under its laws. Not

reportable.
b. Local Law Clauses in
Contractual Documents:
* Agreement to comply Permitted Penalized
generally with laws and
regulations of a
boycotting country —
* Agreement that laws of ~ Permitted Not penalized
a boycotting country
shall apply —
* Agreement to comply Prohibited Penalized
with boycott laws of a
boycotting country —

* Agreement that boycott  Prohibited Not penalized

laws of a boycotting
country shall apply —

c. Furnishing Information =~ Furnishing and/or agreeing  Not penalized, as § 999 penalizes
to furnish certain boycott- agreements to refrain from doing
related information business, not furnishing information.
prohibited. However, an agreement to furnish

boycott-related information at a later
date will be penalized.

Please note that this table highlights certain key distinctions between the
two sets of anti-boycott laws but should not be relied upon as a substitute
for reviewing Part 760 of the EAR and the Treasury Department’s Section
999 Guidelines.






Handling Violations

Wendy Wysong, Ali Burney, Hena Schommer, Nicholas Turner, and
Anthony Pan!

6.1 Overview

As the U.S. government’s use of civil monetary penalties to punish
corporate defendants has grown, so, too, has its use of criminal penalties in
cases involving willful violations, accompanied by the possibility of heavy
fines, asset forfeiture, and imprisonment of responsible individuals. Equally
significant are the collateral consequences that can attach to violations,
including restrictions on, or suspension or denial of, a company’s export
privileges—a threat that overhangs negotiations with the government in
these cases—or imposition of a costly compliance monitorship.

The manner in which a company addresses a potential violation is, in
many ways, as important to the outcome as the seriousness of the
underlying conduct. A company needs to investigate potential violations
quickly and thoroughly, keeping in mind that a key determinant of the level
of liability will be whether the violation was willful. A finding of
willfulness may very well transform an administrative enforcement matter
into a criminal case, particularly when the matter involves a U.S. national
security law. Thus, a company needs to conduct its internal investigation
with an eye to the possibility of either a civil or criminal resolution, or both.

This chapter provides an overview of the numerous U.S. agencies that
are responsible for the enforcement of economic sanctions and export
controls; the steps involved in conducting a thorough internal investigation
of potential violations; how voluntary self-disclosures (VSD) should be
utilized and the process for submitting them; strategies to consider when
crafting a global settlement; possible defenses to sanctions and export
control allegations; and case studies that highlight these issues.

6.2 Economic Sanctions and Export Controls Enforcement
Overview



Multiple agencies within the U.S. government are responsible for the
regulation and enforcement of economic sanctions and export controls. The
primary regulatory agencies include:

Department of Commerce’s Bureau of Industry and Security (BIS),
which administers the Export Administration Regulations (EAR),’

pursuant to the Export Control Reform Act of 2018 (ECRA);?
Department of State’s Directorate of Defense Trade Controls
(DDTC), which administers the International Traffic in Arms

Regulations (ITAR),* pursuant to the Arms Export Control Act

(AECA);° and
Department of Treasury’s Office of Foreign Assets Control (OFAC),

which implements economic sanctions regulations,® pursuant to the
International Emergency Economic Powers Act (IEEPA),” the

Trading With the Enemy Act (TWEA),® and various other
congressional statutes.

The primary agencies with economic sanctions and export controls
enforcement authority are:

BIS, through its Office of Export Enforcement (OEE);

DDTC, through the Compliance and Civil Enforcement and Law
Enforcement Liaison teams within the Office of Defense Trade
Controls Compliance (DTCC);

Department of Homeland Security, through U.S. Customs and Border
Protection (CBP) and U.S. Immigration and Customs Enforcement
(ICE);

Department of Justice (DOJ) through its National Security Division,
in coordination with the Federal Bureau of Investigation (FBI) and
the U.S. Attorneys’ offices around the country;

OFAC, through its Sanctions Compliance and Evaluation Division
(for financial institution respondents) and Compliance and
Enforcement Division (for all other respondents);

Department of Commerce’s Census Bureau (Census), through CBP’s
enforcement mechanism; and

With respect to financial institutions, the U.S. Federal Reserve (the
Fed), the Office of the Comptroller of the Currency (OCC), the
Federal Deposit Insurance Corporation (FDIC), and various state-



level banking regulators, such as the New York Department of
Financial Services (DFS).

These agencies have wide-reaching jurisdiction, which impacts both
U.S. and non-U.S. companies. Jurisdiction among the agencies often
overlaps, which can lead to inconsistencies in enforcement due to
competing priorities and differing interpretations of laws and regulations.
Multiple agencies may have an interest in investigating and penalizing the
same violation under different regulations.

When a company discovers a potential violation, the company should
consider and seek to address all of the agencies that may have jurisdiction.
A company must be careful to ensure that violations of each regulatory
regime are uncovered and, where appropriate, disclosed to and resolved
with all of the relevant agencies simultaneously. Overlooking an agency and
having to face additional penalties and collateral consequences later can
complicate settlement negotiations down the road.

6.3 Internal Investigations

(a) Initial Analysis and Assessment

There are many ways in which a potential economic sanctions or export
control violation can be uncovered, including a routine internal audit,
whistleblower report, media investigation, receipt of a subpoena, or
execution of a search warrant by government agents. When a potential
violation is uncovered, the company should begin to address the issue by
(1) immediately stopping ongoing potential violations; (2) conducting an
initial assessment of the likelihood, scope, and significance of any potential
violations; (3) implementing steps necessary to mitigate harm from the
potential violation; (4) deciding who will lead the investigation, including
whether to retain outside counsel; and (5) preserving relevant documents
and information, including system data.

During this initial stage, the company should also consider how best to
manage the risk of government involvement. In some cases, the government
may already be aware of the potential violation, while in other cases, the
company should consider whether and when to disclose it voluntarily, as
described in Section 6.5. In either situation, the company’s preliminary



actions will be subject to scrutiny and will impact, and perhaps determine,
the ultimate resolution.

(i) Stopping the Potential Violations

Upon discovering a violation, the most critical step is to immediately stop
any potentially unlawful conduct. A carefully considered but swift response
to potential violations helps stop any illegal conduct and prevents further
violations. It can also demonstrate the company’s commitment to
compliance. This is particularly important in cases where regulatory or
enforcement authorities may later scrutinize the company’s actions. One of
the first questions an agency may ask is whether the company took
measures to protect against any further violations. A company’s ability to
demonstrate that it responded thoroughly and in a timely manner when it
became aware of the potential violations will aid in establishing that the
company is committed to remediation and ongoing compliance with the
law.

A recent DDTC case illustrates the risks of continuing to export goods
during the pendency of an agency review. Keysight Technologies, a
California-based company, continued to export its electronic test software,
which it had self-classified as EAR99, while awaiting the outcome of a

DDTC jurisdiction and classification dispute.” Ultimately, DDTC
determined the software to be ITAR-controlled and, in the consent
agreement, listed the continuing export of the software as an aggravating
factor, required the appointment of a Special Compliance Monitor for three
years, and imposed a fine of US$6.6 million, of which US$2.5 million was
suspended to cover remedial expenses.

Thus, at a minimum, during the pendency of an investigation, a
company should stop any deliveries of goods, software, data, or services
and halt any transactions that are the subject of the potential violation.
Depending on the facts and circumstances of the investigation, the company
may also need to recover items that have been shipped illegally, although in
some situations retrieval and return of the items would be viewed as an

additional violation unless authorized by the U.S. government.'°

The company may also need to suspend its relationship with any
counterparties implicated by allegations of misconduct. Again, this is a step
with potential consequences and may necessitate a wind-down period that
would require government authorization. In cases that present potential



willful or reckless behavior (including willful blindness), the company
should consider suspending any employees or contractors involved in the
violation or removing them from positions within the company where they
could continue to engage in prohibited activity, pending further
investigation. However, this, too, may have consequences under local
employment law and/or jeopardize their cooperation in the internal
investigation or any subsequent government investigations.

How a company responds to knowledge of a potential violation is also
important if the initial report was raised by an employee-initiated
whistleblower complaint. By demonstrating that it took the allegation
seriously, the company can decrease the likelihood that the complainant will
report the conduct outside of the company, whether to the media or to the
government. Keeping knowledge of a complaint or a potential violation
within the company enables the company to maintain control over the initial
steps of the investigation, rather than allowing third parties, such as
enforcement agencies, to drive the scope and timing of the investigation.

(ii) Imitial Evaluation of Alleged Conduct

In parallel with its efforts to stop any potentially illegal conduct, the
company should begin to evaluate the facts of the case against applicable
economic sanctions and export control regulations to determine the
likelihood that a violation has occurred and whether a more thorough
internal investigation is, in fact, warranted. The company may conclude that
an informal inquiry is all that is required to understand and address the
issue. However, even informal investigations must be carefully documented
with a view to justifying the investigative steps and findings, if the matter is
later subject to a government investigation. Meanwhile, an investigation
undertaken without the assistance of counsel may not benefit from the
attorney-client privilege, which could protect communications and
documents related to the investigation from disclosure.

In order to ensure that the initial evaluation is thorough and complete,
the company should, among other things:

» Determine the scope of the potential violation in terms of subject
matter (what controlled products or prohibited transactions were
involved), regimes (what regulations may have been breached),
timing (when did potential violations occur, when were they



discovered, and when were they stopped), parties (what individuals,
organizations, and third parties may have been involved), and
geography (in particular, what countries may have received
unauthorized material or services);

« Attempt to establish whether the violation was willful, reckless, or
negligent;

» Ascertain whether and at what level management was involved,
whether it was systemic or the work of an employee acting without
authorization, and was the management willfully blind;

* Understand how the violation occurred and, preliminarily, what its
root causes were;

 Evaluate the credibility of the information provided; and

* Identify compliance mechanisms that did not work.

The company must analyze the facts gathered through the investigation
under the appropriate economic sanctions and export controls regime. This
analysis is often difficult because the regulations are subject to frequent
amendments, the same terms can be used and defined inconsistently across
the different regulations, and different agencies may interpret and apply the
regulations differently to the same conduct. Specialized knowledge of both
the regulations and how they are applied by the relevant agencies is
required to accurately conduct this analysis.

Once a company has completed its initial evaluation, it will be in a
better position to determine whether and how to proceed with the
investigation. Regardless of the decision, the company should document its
reasons for either concluding the matter after an initial inquiry or continuing
with further investigatory steps. This documentation will be particularly
important if the company’s decision not to conduct a full internal
investigation comes under scrutiny later by regulators or enforcement
agencies.

As the company proceeds with its internal inquiry, every effort should
be made to keep the details closely held until the company determines
whether it will disclose its findings to the government. Accordingly, the
company should involve the fewest personnel needed to carry out the
preliminary investigation and should not disclose more information than is
necessary in internal corporate communications, such as document retention
notices and internal reports, during this period. A steering committee may



be established to oversee the investigation and to limit the flow of
information inside the company.

(iii) Initial Mitigation

Once a company has determined that it may have violated applicable
economic sanctions or export control regulations, it should take reasonable
steps to minimize the potential harm from the violation. Depending on the
circumstances, such steps may include requesting that controlled items be
quarantined or, in appropriate cases, returned or destroyed; if possible,
negating the national security value of the controlled items through
technical or other means; and informing relevant regulatory or national
security agencies of the violation so they can take steps themselves to
minimize its impact. In some cases, discussed infra at Section 6.5(a),
immediate notification of the agency is mandatory and failure to do so
constitutes an additional violation. Taking such steps can both minimize the

seriousness of the violation and demonstrate to the enforcement agencies
the company’s overall commitment to compliance.

(iv) Deciding Who Will Lead the Investigation

In determining who should conduct the internal investigation, a company
should weigh questions of expertise, resources, confidentiality,
independence, objectivity (and the perception thereof), and cost.

It may be appropriate for in-house counsel, compliance staff, or internal
auditors to lead the investigation if the alleged violations are limited in
nature and number and were clearly the result of inadvertent mistakes. In-
house counsel often have an understanding of the applicable economic
sanctions or export control laws and should have the advantage of a deep
knowledge of the company’s personnel, systems, and operations. However,
investigations conducted by compliance staff or internal auditors are not
necessarily covered by the attorney-client privilege or attorney work-
product doctrine.

If there are indications that the conduct at issue is widespread, criminal
in nature (i.e., deliberate and willful), or that management is implicated, a
company should carefully consider retaining outside counsel to conduct the
investigation. Reasons for this include the following.



First, by hiring outside counsel that is independent and objective, and
perceived as such by the government, a company can credibly assert that it
should be allowed to conduct the investigation itself without being
subjected to an intrusive and disruptive government investigation, which
often involves the use of search warrants or the grand jury process.

Second, the attorney-client privilege and work-product doctrine are
most likely to apply to communications and materials related to the
investigation when they are prepared by or with the assistance of outside
counsel. This is especially relevant in cross-border investigations involving
countries where the attorney-client privilege may not apply to
communications with in-house counsel.

Third, outside counsel can serve as a buffer between the company and
the government and provide a single point of contact for all stakeholders.
Using outside counsel as the primary interlocutor with the government can
also achieve certain strategic goals, particularly during settlement
negotiations where counsel may be seen as retaining some degree of
independent judgment not colored by the company’s or any individual
employee’s defensive position in the discussions.

Fourth, outside counsel with expertise in economic sanctions and export
controls honed through government or industry experience may have a
better understanding of the regulatory nuances and intricacies than local
prosecutors with limited experience in this area or federal agents with a
broader scope of enforcement. Similarly, if the case involves a criminal
prosecution, a company should make sure to consult expert criminal
counsel.

Finally, almost by definition, economic sanctions and export control
violations involve non-U.S. jurisdictions, which can implicate data privacy
statutes, bank secrecy regulations, employment laws, blocking statutes,
national security, confidentiality rules, and other relevant national laws.
Outside counsel can help determine whether there are non-U.S. legal issues
and can coordinate this advice with qualified local counsel.

(v) Preserving Documents

A company embarking on an internal investigation or facing the prospect of
an external investigation should develop a plan to preserve relevant
evidence. It should immediately suspend any automatic document or
information destruction processes to preserve all communications and



documents that could be relevant to the investigation and take steps to
preserve such information on servers, back-up tapes, hard drives, mobile
devices, and other similar platforms, including any historical information
that may be relevant to the investigation. Failure to do so could hamper the
investigation and, in severe cases, result in obstruction of justice charges.

A company should also identify employees who may possess relevant
documents and distribute document retention notices to them. These notices
should be carefully worded to keep investigation details confidential. The
instructions should direct employees (also known as information or data
“custodians”) not to destroy any relevant documents (both hard copy and
electronic) in their offices or elsewhere that are in their possession and
control. The notices should also require an acknowledgment and
certification of compliance by the custodians, which should be maintained
in the investigation files. In the event that relevant documents are not
maintained, it will be important for a company to demonstrate that it did
everything possible to prevent their destruction.

(b) Conducting the Investigation

If the initial analysis demonstrates a likelihood of violations of law, a full
internal investigation typically requires the following steps: (1) protection
of legally privileged materials; (2) collection, review, and analysis of
relevant documents and transaction data; and (3) substantive interviews of
relevant employees and third parties.

(i) Attorney-Client Privilege and Attorney Work-Product Doctrine

Prior to conducting any investigation, a company should consider how to
preserve legal privilege throughout the investigation.

The attorney-client privilege protects only confidential communications
between a client and an attorney with the purpose of obtaining advice from
the attorney in his or her capacity as a legal professional, and the contents
of communications between a lawyer and the client made in the course of
representing the client. In order for the attorney-client privilege to apply, the
primary purpose of the communication must be to seek or provide legal
advice. Communications are not privileged if the sole or dominant purpose
of the communication is business advice, and privilege may not always
protect dual-purpose (i.e., business/legal) communications.



The attorney work-product doctrine protects oral and written
communications prepared by a party or its representatives in anticipation of
litigation. The protection covers paralegals, assistants, clerks, staff,
litigation support firms, and others if their work product is done at the
direction of an attorney on behalf of the client. However, because this
doctrine is not a privilege, but a qualified immunity from disclosure, it is
not absolute. Courts apply a balancing test in assessing whether the doctrine
protects against the disclosure of attorney work product by weighing the
public interest in disclosure against the privacy rights of the party.

The following are some practical recommendations for preserving
privilege and work product: (1) always mark privileged documents
“Privileged & Confidential,” and, where appropriate, “Attorney-Client
Communication” or “Work Product,” or both; (2) be clear in
communications that the person is seeking legal advice; (3) whenever
possible, have outside counsel, rather than company lawyers, prepare any
necessary documents, including memoranda, drafts, emails, and notes of
conversations or interviews incorporating the counsel’s impressions; (4)
counsel should be present at all interviews, and only counsel should take
notes; (5) if counsel retains the services of outside vendors or consultants to
assist with the investigation, the vendor or consultant should execute an
appropriate confidentiality agreement with counsel (not the client) to
maintain the confidentiality of any work-product materials.

Privileged documents should not be voluntarily disclosed to a
government agency without (1) drafting an appropriate reservation of rights
to assert privilege; (2) receiving recognition from the recipient agency of
such reservation; (3) requesting confidentiality; and (4) receiving assurance
from the agency recipient of confidential treatment. If the foregoing is
obtained verbally with the agency, it should be confirmed in a formal letter
to the agency (for example, in a cover letter forwarding privileged
documents as attachments).

(ii) Document Control, Collection, and Analysis

The company may collect the relevant documents using its own internal
processes; however, using outside counsel or third parties provides a
stronger investigation record when disclosing to U.S. government agencies.
Moreover, external counsel will provide advice on the effect of non-U.S.
data protection laws, which could be implicated by the mere act of



collecting the documents even before their analysis. A company may need
local counsel’s opinion as to the appropriate method for collecting the
documents (e.g., whether the custodian’s consent must be sought).

Part of the investigation record should include written document
preservation and collection notices to all document custodians (in addition
to the initial document retention notices). To identify additional custodians,
consider every department that might be involved in an economic sanctions
or export controls violation. Initial scoping interviews may ensure that all
possible custodians are identified and all documents and information
arguably relevant to the investigation are collected.

Analysis of the documents may require the services of a litigation
support firm to electronically scan and upload hard copy documents, along
with the collection of electronic documents. Working with the company and
its counsel, the litigation support firm will develop a search methodology,
perhaps using a list of keywords, to ensure that the document search and
analysis are suitably comprehensive and thorough. The list of keywords
may ultimately be shared with the government to ensure that it meets their
expectations.

Once analyzed, the relevant documents can be used as the basis for
substantive interviews.

(iii) Conducting Interviews

In addition to substantive interviews of all employees involved with the
misconduct at issue, counsel should also interview individuals who can
provide information about the company’s compliance program. Those
interviewed by counsel should also include senior management to
determine, among other things, whether they understood their responsibility
for setting the compliance “tone from the top” (or middle) and whether they
may have been directly involved in the potential violation.

If the government is or will be involved, there is a potential that any
interview memoranda will be disclosed during the course of the
investigation, although the government is restricted from conditioning
cooperation credit on waiver of the attorney-client privilege in most cases.
Accordingly, the memoranda should not include editorial comments or case
strategy.

To prevent the misunderstanding that company counsel represents the
interviewee in connection with the investigation, the interview memoranda



should document that counsel delivered an Upjohn'! warning at the
beginning of the interview and that the interviewee acknowledged that he or
she understood it. If an employee’s interests are adverse to the company’s
interests, the individual may need to retain separate counsel. In addition,
union employees may be entitled to have a union representative present.

At a minimum, counsel should use interviews to collect and probe the
following: (1) the facts surrounding the violation, including the identities of
everyone involved and reporting lines, to gain an overall understanding of
the issue; (2) information regarding the potentially export-controlled item or
prohibited transaction at issue, including any technical specifications,
components, and licensing history; (3) the extent to which the parties
involved have knowledge of economic sanctions, export controls laws, and
the company’s relevant compliance procedures, particularly as they relate to
the specific item or transaction at hand; and (4) the remedial measures taken
following discovery of the violation, including how additional violations
were prevented, and whether any disciplinary actions occurred or were
planned.

Interviews conducted outside the United States must recognize and
accommodate local legal requirements, language barriers, and customs.
Local employment laws may require the involvement of local counsel or
may limit the conditions under which the interview may take place.
Logistics such as witness safety and comfort, recordkeeping, and document
handling will also present challenges. Keep in mind the possibility of
nondisclosure agreements and ensure that such agreements are waived by
management to ensure that employees are free to provide complete answers
during the interview process and throughout the investigation.

6.4 Remediation

The sufficiency of the remedial measures a company takes to correct
violations and prevent their recurrence is as important to the government as
the rigor of the investigation into the historical conduct. This is clear from
DOJ’s explicit inclusion of a corporation’s remedial efforts, including the
implementation of an effective compliance program, replacement of
managers involved in the misconduct, and discipline of wrongdoers in its
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While completing its internal investigation, a company should make
sure that it has addressed internal control deficiencies. This includes
updating relevant policies and procedures, improving internal controls
based on the root cause analysis, and documenting the company’s
heightened efforts to ensure their effective communication to all employees
through regular trainings or other means.

Where the investigation reveals that particular individuals are
responsible for violations of law, the company should consider taking
disciplinary action, in consultation with local human resources, union
representation, and employment law counsel. Discipline of employees
responsible for negligent or willful violations can help demonstrate the
company’s commitment to compliance. In more serious cases, terminating
the employment of such individuals may be appropriate. In some cases, the
government may expect the company to cooperate in its investigation of an
individual’s misconduct in order to receive maximum cooperation credit.

In making employment decisions, however, the company should keep in
mind the effect that termination would have on its overall compliance
objectives. Termination of employment and other substantial employee
discipline can have significant implications for the investigation (e.g., that
individual’s willingness to cooperate or availability for subsequent U.S.
government interviews) and beyond (e.g., what impact would termination
have on other employees’ willingness to disclose potential economic
sanctions and export controls violations). If the employee being considered
for termination was involved in disclosing the potential violation internally,
care must be taken to avoid any appearance that termination is intended as
punishment for the disclosure or to otherwise discourage whistleblowing.

The government often includes in its settlement documents a description
of the mitigation credit given to a company in recognition of the
remediation undertaken following discovery of the violation. In most cases,
agencies give significant mitigation credit for remedial measures taken by
companies in response to violations. In one such case, DDTC recognized a
company’s extensive remedial compliance measures, which included
“conducting multiple compliance audits, expanding ITAR training, creating
a fully-documented compliance program, and increasing staff resources

devoted to day-to-day compliance.”!> DDTC gave the company significant
mitigation credit in its settlement and “determined that an administrative



debarment would not be appropriate and that additional remediation with
outside monitoring was unnecessary.”

6.5 Voluntary Self-Disclosure

(a) Determination of Whether to Self-Disclose

A company should evaluate whether to voluntarily self-disclose a violation
to the government at various points during an investigation. This may
happen early in the process, if the company quickly concludes it is likely
that a violation occurred. The government generally gives maximum
mitigation credit for timely voluntary self-disclosure (which can be as high
as 100 percent of the maximum penalty in certain cases); therefore, the

opportunity should not be lost.™

When determining whether to make a voluntary self-disclosure (VSD),
the first question is whether the law requires disclosure. VSDs of potential
economic sanctions or export controls violations may be required in certain
circumstances, including, but not limited to the following:

» The ITAR imposes a requirement to immediately notify DDTC where
the underlying conduct involves a potential violation of the ITAR and

a proscribed country is involved.!®

 Disclosure would be necessary if a company seeks authorization to
proceed with a particular transaction with knowledge that a violation
had occurred, was about to occur, or was intended to occur (e.g., the
company has been requested to engage in any transaction involving
an item that was illegally exported). Failure to disclose in certain
circumstances could violate General Prohibition 10 or EAR Section

764.5(f).1% For example, if a company needs to proceed to dispose of,
or otherwise deal with items involved in a violation of the EAR, it
must request authorization, and prior to doing so, it should disclose

the violation.!”

* Disclosure may be necessary in order to avoid making false,
misleading, or incomplete statements to the U.S. government on or in
support of export license submissions, or in connection with other
actions. Failure to disclose information material to a license



application may be a violation itself and may invalidate licenses

issued as a result.'®

» The terms of a prior settlement, agreement, or compliance
monitorship with the U.S. government may mandate ongoing
disclosure of new misconduct.

Also note that the BIS policy regarding voluntary self-disclosure
“strongly encourages disclosure to OEE if you believe that you may have
violated the EAR, or any order, license or authorization issued

thereunder.”!® While this does not mandate disclosure, BIS may effectively
penalize failure to do so.

Similarly, DOJ “encourages companies to voluntarily self-disclose all
potentially willful violations” of primary U.S. export control and sanctions

regimes.”? In keeping with this policy, DOJ applies a presumption that the
disclosing company will receive a non-prosecution agreement and will not
pay a fine, other than disgorgement of any profits obtained as a result of the
violation.

From the beginning, a company must also carefully analyze the other
factors that affect the risks and benefits of disclosure. These may include:

* The risk that the government will discover the violation on its own,
and whether the discovery is imminent. The discovery of a violation
by the government in the first instance can negate a company’s
chance to obtain full credit for voluntary disclosure and will often
undermine trust between the agencies and the company. Government
agencies are increasingly likely to discover violations as a result of
enhanced whistleblower protections, interagency and cross-border
collaboration, and automated import and export data. Financial
institutions are an increasingly important source of information
concerning their customers’ violations;

 If there is a possibility that non-disclosure could create a national
security risk (e.g., if government assistance is required to recover a
sensitive item destined for dangerous hands), immediate disclosure is

also advisable;?!

» The risk that failure to disclose will allow a systemic compliance
weakness to continue, resulting in potentially more serious violations
in the future;



* The risk that the company may not devote the same resources to
investigating and remediating a matter that is not disclosed to the
authorities, and that undisclosed violations may be taken less
seriously by company management and employees than violations
that the company knows are subject to potential government penalty;

» The benefit of consistency in the company’s internal processes. It can
be difficult in practice to establish justifiable standards in a corporate
compliance program for when to disclose and when to stay silent.
Companies often find it easier to commit to full disclosure in all cases
rather than to establish processes for deciding when disclosure is not
in the company’s interest; and

» The benefit of developing trust with regulators through the VSD
process is central to any company’s compliance program.

While the aforementioned realities often support a decision to
voluntarily disclose, there may be circumstances, particularly in EAR and
OFAC compliance, where the potential risks of disclosure outweigh the
value of disclosing. In such cases, if the company decides against
submission of a VSD, it should conduct a thorough investigation, document
its findings and reasons for not disclosing the potential violation, and ensure
that its remediation program is sufficiently robust to address the underlying
causes of the violation to prevent a recurrence.

Self-disclosure often reduces the risk that the government will seek
criminal penalties, or reduces the severity of penalties sought, as long as the
agencies determine that the disclosure was truthful, complete, and

voluntary.?> However, the government’s assessment of the disclosure is
discretionary and subjective. Therefore, companies should make disclosures
knowing that there is a possibility of prosecution where the facts and
circumstances warrant. Despite assurances of lenient treatment for
voluntary self-disclosures, the government can and does investigate,
prosecute, and impose penalties where it believes there is a compelling

reason for doing so.?> Even if no penalties are imposed, the government
keeps a record of the violation disclosed, which can affect the particular
agency’s treatment of future violations.

A company should be aware that its submission of legally privileged
documents as part of a VSD may waive the attorney-client privilege, not
only as to the VSD itself, but potentially to the entire subject matter of the



VSD. In addition, in order to protect against disclosure of the VSD to

outside parties, including under a Freedom of Information Act (FOIA)?*
request, the disclosure should indicate as appropriate that it includes
confidential proprietary commercial, or financial information and be
marked accordingly. Assertions of FOIA protection can be challenged by
interested third parties, and in litigation, only those portions of a submission
that actually contain confidential information will likely be protected from
public disclosure.

The company should also consider whether, when, and how to
coordinate with third parties who may be involved in the potential violation,
such as exporters, freight forwarders, suppliers, intermediate consignees,
end users, and financial institutions. Violations usually involve more than
one party, and coordination can often be helpful in conducting an
investigation and submitting a fulsome disclosure to the regulators. As
stated earlier, however, the decision to coordinate with third parties should
be made after careful consideration of the consequences, including the need
to maintain privilege, the risk that such third parties may seek to cast blame
on the company, and the danger that they may undermine the company’s
penalty mitigation efforts by informing an agency before the company is
ready to submit its VSD.

In preparing a VSD, a company should consult the relevant agency’s
specific procedures and evaluative methodologies set forth in the agency’s

regulations and on their websites.?

(b) OFAC

If OFAC determines that a self-disclosure is “voluntary,” the potential
administrative penalty amount would be reduced by 50 percent, and in

many cases, there is no penalty applied.?®

OFAC narrowly defines “voluntary” to exclude information that would
otherwise be available to OFAC or contained in a report that is required of
another participant in a transaction (such as an intermediary bank in a funds

transfer), regardless of whether or when the report is ultimately filed.?”
Nonetheless, cooperation with OFAC may lead to substantial penalty
mitigation, even if the disclosure does not qualify under OFAC’s definition
of voluntary.

»



If a company decides to disclose a violation, it is generally advisable to
notify OFAC of the issue as soon as it is discov